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In the case of Bărbulescu v. Romania, 
The European Court of Human Rights, sitting as a Grand Chamber 

composed of: 
 Guido Raimondi, President, 
 Angelika Nußberger, 
 Mirjana Lazarova Trajkovska, judges, 
 Luis López Guerra, ad hoc judge, 
 Ledi Bianku, 
 Işıl Karakaş, 
 Nebojša Vučinić, 
 André Potocki, 
 Paul Lemmens, 
 Dmitry Dedov, 
 Jon Fridrik Kjølbro, 
 Mārtiņš Mits, 
 Armen Harutyunyan, 
 Stéphanie Mourou-Vikström, 
 Georges Ravarani, 
 Marko Bošnjak, 
 Tim Eicke, judges, 
and Søren Prebensen, Deputy Grand Chamber Registrar, 

Having deliberated in private on 30 November 2016 and on 8 June 2017, 
Delivers the following judgment, which was adopted on the 

last-mentioned date: 

PROCEDURE 

1.  The case originated in an application (no. 61496/08) against Romania 
lodged with the Court under Article 34 of the Convention for the Protection 
of Human Rights and Fundamental Freedoms (“the Convention”) by a 
Romanian national, Mr Bogdan Mihai Bărbulescu (“the applicant”), on 
15 December 2008. 

2.  The applicant was represented by Mr E. Domokos-Hâncu and 
Mr O. Juverdeanu, lawyers practising in Bucharest. The Romanian 
Government (“the Government”) were represented by their Agent, 
Ms C. Brumar, of the Ministry of Foreign Affairs. 

3.  The applicant complained, in particular, that his employer’s decision 
to terminate his contract had been based on a breach of his right to respect 
for his private life and correspondence as enshrined in Article 8 of the 
Convention and that the domestic courts had failed to comply with their 
obligation to protect that right. 
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4.  The application was allocated to the Fourth Section of the Court 
(Rule 52 § 1 of the Rules of Court). On 12 January 2016 a Chamber of that 
Section, composed of András Sajó, President, Vincent A. De Gaetano, 
Boštjan M. Zupančič, Nona Tsotsoria, Paulo Pinto de Albuquerque, 
Egidijus Kūris and Iulia Motoc, judges, and Fatoş Aracı, Deputy Section 
Registrar, unanimously declared the complaint concerning Article 8 of the 
Convention admissible and the remainder of the application inadmissible. It 
held, by six votes to one, that there had been no violation of Article 8 of the 
Convention. The dissenting opinion of Judge Pinto de Albuquerque was 
annexed to the Chamber judgment. 

5.  On 12 April 2016 the applicant requested the referral of the case to 
the Grand Chamber in accordance with Article 43 of the Convention and 
Rule 73. On 6 June 2016 a panel of the Grand Chamber accepted the 
request. 

6.  The composition of the Grand Chamber was determined in 
accordance with Article 26 §§ 4 and 5 of the Convention and Rule 24. Iulia 
Motoc, the judge elected in respect of Romania, withdrew from sitting in 
the case (Rule 28). Luis López Guerra was consequently appointed by the 
President to sit as an ad hoc judge (Article 26 § 4 of the Convention and 
Rule 29 § 1). 

7.  The applicant and the Government each filed further written 
observations (Rule 59 § 1). 

8.  In addition, third-party comments were received from the French 
Government and the European Trade Union Confederation, both having 
been given leave by the President to intervene in the written procedure 
(Article 36 § 2 of the Convention and Rule 44 § 3). 

9.  A hearing took place in public in the Human Rights Building, 
Strasbourg, on 30 November 2016 (Rule 59 § 3). 

There appeared before the Court: 

(a)  for the Government 
Ms C. BRUMAR,  Agent, 
Mr G.V. GAVRILĂ, member of the national legal service  
seconded to the Department of the Government Agent, Counsel, 
Ms L.A. RUSU, Minister Plenipotentiary, Permanent  
Representation of Romania to the Council of Europe, Adviser; 

(b)  for the applicant 
Mr E. DOMOKOS-HÂNCU,  
Mr O. JUVERDEANU,  Counsel. 

 
The Court heard addresses by Mr Domokos-Hâncu, Mr Juverdeanu, 

Ms Brumar and Mr Gavrilă, and also their replies to questions from judges. 
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THE FACTS 

I.  THE CIRCUMSTANCES OF THE CASE 

10.  The applicant was born in 1979 and lives in Bucharest. 
11.  From 1 August 2004 to 6 August 2007 he was employed in the 

Bucharest office of S., a Romanian private company (“the employer”), as a 
sales engineer. At his employer’s request, for the purpose of responding to 
customers’ enquiries, he created an instant messaging account using Yahoo 
Messenger, an online chat service offering real-time text transmission over 
the internet. He already had another personal Yahoo Messenger account. 

12.  The employer’s internal regulations prohibited the use of company 
resources by employees in the following terms: 

Article 50 

“Any disturbance of order and discipline on company premises shall be strictly 
forbidden, in particular: 

... 

– ... personal use of computers, photocopiers, telephones or telex or fax machines.” 

13.  The regulations did not contain any reference to the possibility for 
the employer to monitor employees’ communications. 

14.  It appears from documents submitted by the Government that the 
applicant had been informed of the employer’s internal regulations and had 
signed a copy of them on 20 December 2006 after acquainting himself with 
their contents. 

15.  On 3 July 2007 the Bucharest office received and circulated among 
all its employees an information notice that had been drawn up and sent by 
the Cluj head office on 26 June 2007. The employer asked employees to 
acquaint themselves with the notice and to sign a copy of it. The relevant 
parts of the notice read as follows: 

“1.  ... Time spent in the company must be quality time for everyone! Come to work 
to deal with company and professional matters, and not your own personal problems! 
Don’t spend your time using the internet, the phone or the fax machine for matters 
unconnected to work or your duties. This is what [elementary education], common 
sense and the law dictate! The employer has a duty to supervise and monitor 
employees’ work and to take punitive measures against anyone at fault! 

Your misconduct will be carefully monitored and punished! 

2.  Because of repeated [disciplinary] offences vis-à-vis her superior, [as well as] her 
private use of the internet, the telephone and the photocopier, her negligence and her 
failure to perform her duties, Ms B.A. was dismissed on disciplinary grounds! Take a 
lesson from her bad example! Don’t make the same mistakes! 

3.  Have a careful read of the collective labour agreement, the company’s internal 
regulations, your job description and the employment contract you have signed! These 
are the basis of our collaboration! Between employer and employee! ...” 
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16.  It also appears from the documents submitted by the Government, 
including the employer’s attendance register, that the applicant acquainted 
himself with the notice and signed it between 3 and 13 July 2007. 

17.  In addition, it transpires that from 5 to 13 July 2007 the employer 
recorded the applicant’s Yahoo Messenger communications in real time. 

18.  On 13 July 2007 at 4.30 p.m. the applicant was summoned by his 
employer to give an explanation. In the relevant notice he was informed that 
his Yahoo Messenger communications had been monitored and that there 
was evidence that he had used the internet for personal purposes, in breach 
of the internal regulations. Charts were attached indicating that his internet 
activity was greater than that of his colleagues. At that stage, he was not 
informed whether the monitoring of his communications had also concerned 
their content. The notice was worded as follows: 

“Please explain why you are using company resources (internet connection, 
Messenger) for personal purposes during working hours, as shown by the attached 
charts.” 

19.  On the same day, the applicant informed the employer in writing that 
he had used Yahoo Messenger for work-related purposes only. 

20.  At 5.20 p.m. the employer again summoned him to give an 
explanation in a notice worded as follows: 

“Please explain why the entire correspondence you exchanged between 5 to 12 July 
2007 using the S. Bucharest [internet] site ID had a private purpose, as shown by the 
attached forty-five pages.” 

21.  The forty-five pages mentioned in the notice consisted of a transcript 
of the messages which the applicant had exchanged with his brother and his 
fiancée during the period when he had been monitored; the messages related 
to personal matters and some were of an intimate nature. The transcript also 
included five messages that the applicant had exchanged with his fiancée 
using his personal Yahoo Messenger account; these messages did not 
contain any intimate information. 

22.  Also on 13 July, the applicant informed the employer in writing that 
in his view it had committed a criminal offence, namely breaching the 
secrecy of correspondence. 

23.  On 1 August 2007 the employer terminated the applicant’s contract 
of employment. 

24.  The applicant challenged his dismissal in an application to the 
Bucharest County Court (“the County Court”). He asked the court, firstly, to 
set aside the dismissal; secondly, to order his employer to pay him the 
amounts he was owed in respect of wages and any other entitlements and to 
reinstate him in his post; and thirdly, to order the employer to pay him 
100,000 Romanian lei (approximately 30,000 euros) in damages for the 
harm resulting from the manner of his dismissal, and to reimburse his costs 
and expenses. 
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25.  As to the merits, relying on Copland v. the United Kingdom 
(no. 62617/00, §§ 43-44, ECHR 2007-I), he argued that an employee’s 
telephone and email communications from the workplace were covered by 
the notions of “private life” and “correspondence” and were therefore 
protected by Article 8 of the Convention. He also submitted that the 
decision to dismiss him was unlawful and that by monitoring his 
communications and accessing their contents his employer had infringed 
criminal law. 

26.  With regard specifically to the harm he claimed to have suffered, the 
applicant noted the manner of his dismissal and alleged that he had been 
subjected to harassment by his employer through the monitoring of his 
communications and the disclosure of their contents “to colleagues who 
were involved in one way or another in the dismissal procedure”. 

27.  The applicant submitted evidence including a full copy of the 
transcript of his Yahoo Messenger communications and a copy of the 
information notice (see paragraph 15 above). 

28.  In a judgment of 7 December 2007 the County Court rejected the 
applicant’s application and confirmed that his dismissal had been lawful. 
The relevant parts of the judgment read as follows: 

“The procedure for conducting a disciplinary investigation is expressly regulated by 
the provisions of Article 267 of the Labour Code. 

In the instant case it has been shown, through the written documents included in the 
file, that the employer conducted the disciplinary investigation in respect of the 
applicant by twice summoning him in writing to explain himself [and] specifying the 
subject, date, time and place of the interview, and that the applicant had the 
opportunity to submit arguments in his defence regarding his alleged acts, as is clear 
from the two explanatory notices included in the file (see copies on sheets 89 and 91). 

The court takes the view that the monitoring of the internet conversations in which 
the employee took part using the Yahoo Messenger software on the company’s 
computer during working hours – regardless of whether or not the employer’s actions 
were illegal in terms of criminal law – cannot undermine the validity of the 
disciplinary proceedings in the instant case. 

The fact that the provisions containing the requirement to interview the suspect 
(învinuitul) in a case of alleged misconduct and to examine the arguments submitted 
in that person’s defence prior to the decision on a sanction are couched in imperative 
terms highlights the legislature’s intention to make respect for the rights of the 
defence a prerequisite for the validity of the decision on the sanction. 

In the present case, since the employee maintained during the disciplinary 
investigation that he had not used Yahoo Messenger for personal purposes but in 
order to advise customers on the products being sold by his employer, the court takes 
the view that an inspection of the content of the [applicant’s] conversations was the 
only way in which the employer could ascertain the validity of his arguments. 

The employer’s right to monitor (monitoriza) employees in the workplace, 
[particularly] as regards their use of company computers, forms part of the broader 
right, governed by the provisions of Article 40 (d) of the Labour Code, to supervise 
how employees perform their professional tasks. 



6 BĂRBULESCU v. ROMANIA JUDGMENT  

Given that it has been shown that the employees’ attention had been drawn to the 
fact that, shortly before the applicant’s disciplinary sanction, another employee had 
been dismissed for using the internet, the telephone and the photocopier for personal 
purposes, and that the employees had been warned that their activities were being 
monitored (see notice no. 2316 of 3 July 2007, which the applicant had signed [after] 
acquainting himself with it – see copy on sheet 64), the employer cannot be accused 
of showing a lack of transparency and of failing to give its employees a clear warning 
that it was monitoring their computer use. 

Internet access in the workplace is above all a tool made available to employees by 
the employer for professional use, and the employer indisputably has the power, by 
virtue of its right to supervise its employees’ activities, to monitor personal internet 
use. 

Such checks by the employer are made necessary by, for example, the risk that 
through their internet use, employees might damage the company’s IT systems, carry 
out illegal activities in cyberspace for which the company could incur liability, or 
disclose the company’s trade secrets. 

The court considers that the acts committed by the applicant constitute a disciplinary 
offence within the meaning of Article 263 § 2 of the Labour Code since they amount 
to a culpable breach of the provisions of Article 50 of S.’s internal regulations ..., 
which prohibit the use of computers for personal purposes. 

The aforementioned acts are deemed by the internal regulations to constitute serious 
misconduct, the penalty for which, in accordance with Article 73 of the same internal 
regulations, [is] termination of the contract of employment on disciplinary grounds. 

Having regard to the factual and legal arguments set out above, the court considers 
that the decision complained of is well-founded and lawful, and dismisses the 
application as unfounded.” 

29.  The applicant appealed to the Bucharest Court of Appeal (“the Court 
of Appeal”). He repeated the arguments he had submitted before the first-
instance court and contended in addition that that court had not struck a fair 
balance between the interests at stake, unjustly prioritising the employer’s 
interest in enjoying discretion to control its employees’ time and resources. 
He further argued that neither the internal regulations nor the information 
notice had contained any indication that the employer could monitor 
employees’ communications. 

30.  The Court of Appeal dismissed the applicant’s appeal in a judgment 
of 17 June 2008, the relevant parts of which read: 

“The first-instance court has rightly concluded that the internet is a tool made 
available to employees by the employer for professional use, and that the employer is 
entitled to set rules for the use of this tool, by laying down prohibitions and provisions 
which employees must observe when using the internet in the workplace; it is clear 
that personal use may be refused, and the employees in the present case were duly 
informed of this in a notice issued on 26 June 2007 in accordance with the provisions 
of the internal regulations, in which they were instructed to observe working hours, to 
be present at the workplace [during those hours and] to make effective use of working 
time. 

In conclusion, an employer who has made an investment is entitled, in exercising 
the rights enshrined in Article 40 § 1 of the Labour Code, to monitor internet use in 
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the workplace, and an employee who breaches the employer’s rules on personal 
internet use is committing a disciplinary offence that may give rise to a sanction, 
including the most serious one. 

There is undoubtedly a conflict between the employer’s right to engage in 
monitoring and the employees’ right to protection of their privacy. This conflict has 
been settled at European Union level through the adoption of Directive no. 95/46/EC, 
which has laid down a number of principles governing the monitoring of internet and 
email use in the workplace, including the following in particular. 

- Principle of necessity: monitoring must be necessary to achieve a certain aim. 

- Principle of purpose specification: data must be collected for specified, explicit 
and legitimate purposes. 

- Principle of transparency: the employer must provide employees with full 
information about monitoring operations. 

- Principle of legitimacy: data-processing operations may only take place for a 
legitimate purpose. 

- Principle of proportionality: personal data being monitored must be relevant and 
adequate in relation to the specified purpose. 

- Principle of security: the employer is required to take all possible security 
measures to ensure that the data collected are not accessible to third parties. 

In view of the fact that the employer has the right and the duty to ensure the smooth 
running of the company and, to that end, [is entitled] to supervise how its employees 
perform their professional tasks, and the fact [that it] enjoys disciplinary powers 
which it may legitimately use and which [authorised it in the present case] to monitor 
and transcribe the communications on Yahoo Messenger which the employee denied 
having exchanged for personal purposes, after he and his colleagues had been warned 
that company resources should not be used for such purposes, it cannot be maintained 
that this legitimate aim could have been achieved by any other means than by 
breaching the secrecy of his correspondence, or that a fair balance was not struck 
between the need to protect [the employee’s] privacy and the employer’s right to 
supervise the operation of its business. 

... 

Accordingly, having regard to the considerations set out above, the court finds that 
the decision of the first-instance court is lawful and well-founded and that the appeal 
is unfounded; it must therefore be dismissed, in accordance with the provisions of 
Article 312 § 1 of the C[ode of] Civ[il] Pr[ocedure].” 

31.  In the meantime, on 18 September 2007 the applicant had lodged a 
criminal complaint against the statutory representatives of S., alleging a 
breach of the secrecy of correspondence. On 9 May 2012 the Directorate for 
Investigating Organised Crime and Terrorism (DIICOT) of the prosecutor’s 
office attached to the Supreme Court of Cassation and Justice ruled that 
there was no case to answer, on the grounds that the company was the 
owner of the computer system and the internet connection and could 
therefore monitor its employees’ internet activity and use the information 
stored on the server, and in view of the prohibition on personal use of the IT 
systems, as a result of which the monitoring had been foreseeable. The 
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applicant did not avail himself of the opportunity provided for by the 
applicable procedural rules to challenge the prosecuting authorities’ 
decision in the domestic courts. 

II.  RELEVANT DOMESTIC LAW 

A.  The Constitution 

32.  The relevant parts of the Romanian Constitution provide: 

Article 26 

“1.  The public authorities shall respect and protect intimate, family and private 
life.” 

Article 28 

“The secrecy of letters, telegrams, other postal communications, telephone 
conversations and any other lawful means of communication is inviolable.” 

B.  The Criminal Code 

33.  The relevant parts of the Criminal Code as in force at the material 
time read as follows: 

Article 195 – Breach of secrecy of correspondence 

“1.  Anyone who unlawfully opens somebody else’s correspondence or intercepts 
somebody else’s conversations or communication by telephone, by telegraph or by 
any other long-distance means of transmission shall be liable to imprisonment for 
between six months and three years.” 

C.  The Civil Code 

34.  The relevant provisions of the Civil Code as in force at the time of 
the events were worded as follows: 

Article 998 

“Any act committed by a person that causes damage to another shall render the 
person through whose fault the damage was caused liable to make reparation for it.” 

Article 999 

“Everyone shall be liable for damage he has caused not only through his own acts 
but also through his failure to act or his negligence.” 
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D.  The Labour Code 

35.  As worded at the material time, the Labour Code provided: 

Article 40 

“1.  The employer shall in principle have the following rights: 

... 

(d)  to supervise how [employees] perform their professional tasks; 

... 

2.  The employer shall in principle have the following duties: 

... 

(i)  to guarantee the confidentiality of employees’ personal data.” 

E.  Law no. 677/2001 on the protection of individuals with regard to 
the processing of personal data and on the free movement of such 
data 

36.  The relevant parts of Law no. 677/2001 on the protection of 
individuals with regard to the processing of personal data and on the free 
movement of such data (“Law no. 677/2001”), which reproduces certain 
provisions of Directive 95/46/EC of the European Parliament and of the 
Council of the European Union of 24 October 1995 on the protection of 
individuals with regard to the processing of personal data and on the free 
movement of such data (see paragraph 45 below), provide: 

Article 3 – Definitions 

“For the purposes of this Law: 

(a)  ’personal data’ shall mean any information relating to an identified or 
identifiable natural person; an identifiable person is one who can be identified, 
directly or indirectly, in particular by reference to an identification number or to one 
or more factors specific to his physical, physiological, mental, economic, cultural or 
social identity; 

...” 

Article 5 – Conditions for the legitimacy of data processing 

“1.  Personal data ... may not be processed in any way unless the data subject has 
explicitly and unambiguously consented to it. 

2.  The consent of the data subject shall not be necessary in the following 
circumstances: 

(a)  where processing is necessary for the performance of a contract to which the 
data subject is party or in order to take steps at the request of the data subject prior 
to entering into a contract; 
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... 

(e)  where processing is necessary for the purposes of the legitimate interests 
pursued by the controller or by the third party or parties to whom the data are 
disclosed, except where such interests are overridden by the interests or fundamental 
rights and freedoms of the data subject; 

... 

3.  The provisions of paragraph 2 are without prejudice to the statutory provisions 
governing the public authorities’ duty to respect and protect intimate, family and 
private life.” 

Article 18 – Right to apply to the courts 

“1.  Data subjects shall be entitled, without prejudice to the possibility of lodging a 
complaint with the supervisory authority, to apply to the courts for protection of the 
rights safeguarded by this Act that have been infringed. 

2.  Any person who has suffered damage as a result of the unlawful processing of 
his or her personal data may apply to the competent court for compensation [for the 
damage]. 

...” 

III.  INTERNATIONAL LAW AND PRACTICE 

A.  United Nations standards 

37.  The Guidelines for the regulation of computerized personal data 
files, adopted by the United Nations General Assembly on 14 December 
1990 in Resolution 45/95 (A/RES/45/95), lay down the minimum 
guarantees that should be provided for in national legislation. The relevant 
principles read as follows: 

“1.  Principle of lawfulness and fairness 

Information about persons should not be collected or processed in unfair or unlawful 
ways, nor should it be used for ends contrary to the purposes and principles of the 
Charter of the United Nations. 

2.  Principle of accuracy 

Persons responsible for the compilation of files or those responsible for keeping 
them have an obligation to conduct regular checks on the accuracy and relevance of 
the data recorded and to ensure that they are kept as complete as possible in order to 
avoid errors of omission and that they are kept up to date regularly or when the 
information contained in a file is used, as long as they are being processed. 

3.  Principle of purpose specification 

The purpose which a file is to serve and its utilization in terms of that purpose 
should be specified, legitimate and, when it is established, receive a certain amount of 
publicity or be brought to the attention of the person concerned, in order to make it 
possible subsequently to ensure that: 
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(a)  All the personal data collected and recorded remain relevant and adequate to 
the purposes so specified; 

(b)  None of the said personal data is used or disclosed, except with the consent of 
the person concerned, for purposes incompatible with those specified; 

(c)  The period for which the personal data are kept does not exceed that which 
would enable the achievement of the purposes so specified. 

4.  Principle of interested-person access 

Everyone who offers proof of identity has the right to know whether information 
concerning him is being processed and to obtain it in an intelligible form, without 
undue delay or expense, and to have appropriate rectifications or erasures made in the 
case of unlawful, unnecessary or inaccurate entries and, when it is being 
communicated, to be informed of the addressees. Provision should be made for a 
remedy, if need be with the supervisory authority specified in principle 8 below. The 
cost of any rectification shall be borne by the person responsible for the file. It is 
desirable that the provisions of this principle should apply to everyone, irrespective of 
nationality or place of residence. 

... 

6.  Power to make exceptions 

Departures from principles 1 to 4 may be authorized only if they are necessary to 
protect national security, public order, public health or morality, as well as, inter alia, 
the rights and freedoms of others, especially persons being persecuted (humanitarian 
clause) provided that such departures are expressly specified in a law or equivalent 
regulation promulgated in accordance with the internal legal system which expressly 
states their limits and sets forth appropriate safeguards. 

...” 

38.  The International Labour Office (ILO) issued a Code of Practice on 
the Protection of Workers’ Personal Data (“the ILO Code of Practice”) in 
1997, laying down the following principles: 

“5.  General principles 

5.1.  Personal data should be processed lawfully and fairly, and only for reasons 
directly relevant to the employment of the worker. 

5.2.  Personal data should, in principle, be used only for the purposes for which they 
were originally collected. 

5.3.  If personal data are to be processed for purposes other than those for which 
they were collected, the employer should ensure that they are not used in a manner 
incompatible with the original purpose, and should take the necessary measures to 
avoid any misinterpretations caused by a change of context. 

5.4.  Personal data collected in connection with technical or organizational measures 
to ensure the security and proper operation of automated information systems should 
not be used to control the behaviour of workers. 

5.5.  Decisions concerning a worker should not be based solely on the automated 
processing of that worker’s personal data. 

5.6.  Personal data collected by electronic monitoring should not be the only factors 
in evaluating worker performance. 



12 BĂRBULESCU v. ROMANIA JUDGMENT  

5.7.  Employers should regularly assess their data processing practices: 

(a)  to reduce as far as possible the kind and amount of personal data collected; 
and 

(b)  to improve ways of protecting the privacy of workers. 

5.8.  Workers and their representatives should be kept informed of any data 
collection process, the rules that govern that process, and their rights. 

... 

5.13.  Workers may not waive their privacy rights.” 

39.  With regard to the more specific issue of monitoring of workers, the 
ILO Code of Practice states as follows: 

“6.  Collection of personal data 

6.1.  All personal data should, in principle, be obtained from the individual worker. 

... 

6.14.  (1)  If workers are monitored they should be informed in advance of the 
reasons for monitoring, the time schedule, the methods and techniques used and the 
data to be collected, and the employer must minimize the intrusion on the privacy of 
workers. 

(2)  Secret monitoring should be permitted only: 

(a)  if it is in conformity with national legislation; or 

(b)  if there is suspicion on reasonable grounds of criminal activity or other serious 
wrongdoing. 

(3)  Continuous monitoring should be permitted only if required for health and 
safety or the protection of property.” 

40.  The ILO Code of Practice also includes an inventory of workers’ 
individual rights, particularly as regards information about the processing of 
personal data, access to such data and reviews of any measures taken. The 
relevant parts read as follows: 

“11.  Individual rights 

11.1.  Workers should have the right to be regularly notified of the personal data 
held about them and the processing of that personal data. 

11.2.  Workers should have access to all their personal data, irrespective of whether 
the personal data are processed by automated systems or are kept in a particular 
manual file regarding the individual worker or in any other file which includes 
workers’ personal data. 

11.3.  The workers’ right to know about the processing of their personal data should 
include the right to examine and obtain a copy of any records to the extent that the 
data contained in the record includes that worker’s personal data. 

... 

11.8.  Employers should, in the event of a security investigation, have the right to 
deny the worker access to that worker’s personal data until the close of the 
investigation and to the extent that the purposes of the investigation would be 
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threatened. No decision concerning the employment relationship should be taken, 
however, before the worker has had access to all the worker’s personal data. 

11.9.  Workers should have the right to demand that incorrect or incomplete 
personal data, and personal data processed inconsistently with the provisions of this 
code, be deleted or rectified. 

... 

11.13.  In any legislation, regulation, collective agreement, work rules or policy 
developed consistent with the provisions of this code, there should be specified an 
avenue of redress for workers to challenge the employer’s compliance with the 
instrument. Procedures should be established to receive and respond to any complaint 
lodged by workers. The complaint process should be easily accessible to workers and 
be simple to use.” 

41.  In addition, on 18 December 2013 the United Nations General 
Assembly adopted Resolution no. 68/167 on the right to privacy in the 
digital age (A/RES/68/167), in which, inter alia, it called upon States: 

“(a)  To respect and protect the right to privacy, including in the context of digital 
communication; 

(b)  To take measures to put an end to violations of those rights and to create the 
conditions to prevent such violations, including by ensuring that relevant national 
legislation complies with their obligations under international human rights law; 

(c)  To review their procedures, practices and legislation regarding the surveillance 
of communications, their interception and the collection of personal data, including 
mass surveillance, interception and collection, with a view to upholding the right to 
privacy by ensuring the full and effective implementation of all their obligations under 
international human rights law; 

(d)  To establish or maintain existing independent, effective domestic oversight 
mechanisms capable of ensuring transparency, as appropriate, and accountability for 
State surveillance of communications, their interception and the collection of personal 
data[.]” 

B.  Council of Europe standards 

42.  The Council of Europe Convention for the Protection of Individuals 
with regard to Automatic Processing of Personal Data (1981, ETS no. 108), 
which came into force in respect of Romania on 1 June 2002, includes the 
following provisions in particular: 

Article 2 – Definitions 

“For the purposes of this Convention: 

(a)  ’personal data’ means any information relating to an identified or identifiable 
individual (‘data subject’); 

... 

(c)  ’automatic processing’ includes the following operations if carried out in 
whole or in part by automated means: storage of data, carrying out of logical and/or 
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arithmetical operations on those data, their alteration, erasure, retrieval or 
dissemination; 

...” 

Article 3 – Scope 

“1.  The Parties undertake to apply this Convention to automated personal data files 
and automatic processing of personal data in the public and private sectors. 

...” 

Article 5 – Quality of data 

“Personal data undergoing automatic processing shall be: 

(a)  obtained and processed fairly and lawfully; 

(b)  stored for specified and legitimate purposes and not used in a way 
incompatible with those purposes; 

(c)  adequate, relevant and not excessive in relation to the purposes for which they 
are stored; 

(d)  accurate and, where necessary, kept up to date; 

(e)  preserved in a form which permits identification of the data subjects for no 
longer than is required for the purpose for which those data are stored.” 

Article 8 – Additional safeguards for the data subject 

“Any person shall be enabled: 

(a)  to establish the existence of an automated personal data file, its main purposes, 
as well as the identity and habitual residence or principal place of business of the 
controller of the file; 

(b)  to obtain at reasonable intervals and without excessive delay or expense 
confirmation of whether personal data relating to him are stored in the automated 
data file as well as communication to him of such data in an intelligible form; 

... 

(d)  to have a remedy if a request for confirmation or, as the case may be, 
communication, rectification or erasure as referred to in paragraphs b and c of this 
article is not complied with.” 

Article 9 – Exceptions and restrictions 

“... 

2.  Derogation from the provisions of Articles 5, 6 and 8 of this Convention shall be 
allowed when such derogation is provided for by the law of the Party and constitutes a 
necessary measure in a democratic society in the interests of: 

(a)  protecting State security, public safety, the monetary interests of the State or the 
suppression of criminal offences; 

(b)  protecting the data subject or the rights and freedoms of others; 

...” 
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Article 10 – Sanctions and remedies 

“Each Party undertakes to establish appropriate sanctions and remedies for 
violations of provisions of domestic law giving effect to the basic principles for data 
protection set out in this chapter.” 

43.  Recommendation CM/Rec(2015)5 of the Committee of Ministers to 
member States on the processing of personal data in the context of 
employment, which was adopted on 1 April 2015, states in particular: 

“4.  Application of data processing principles 

4.1.   Employers should minimise the processing of personal data to only the data 
necessary to the aim pursued in the individual cases concerned. 

... 

6.  Internal use of data 

6.1.   Personal data collected for employment purposes should only be processed by 
employers for such purposes. 

6.2.  Employers should adopt data protection policies, rules and/or other instruments 
on internal use of personal data in compliance with the principles of the present 
recommendation. 

... 

10.  Transparency of processing 

10.1.  Information concerning personal data held by employers should be made 
available either to the employee concerned directly or through the intermediary of his 
or her representatives, or brought to his or her notice through other appropriate means. 

10.2.  Employers should provide employees with the following information: 

–  the categories of personal data to be processed and a description of the purposes 
of the processing; 

–  the recipients, or categories of recipients of the personal data; 

–  the means employees have of exercising the rights set out in principle 11 of the 
present recommendation, without prejudice to more favourable ones provided by 
domestic law or in their legal system; 

–  any other information necessary to ensure fair and lawful processing. 

10.3.  A particularly clear and complete description must be provided of the 
categories of personal data that can be collected by ICTs, including video surveillance 
and their possible use. This principle also applies to the particular forms of processing 
provided for in Part II of the appendix to the present recommendation. 

10.4.  The information should be provided in an accessible format and kept up to 
date. In any event, such information should be provided before an employee carries 
out the activity or action concerned, and made readily available through the 
information systems normally used by the employee. 

... 

14.  Use of Internet and electronic communications in the workplace 
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14.1.  Employers should avoid unjustifiable and unreasonable interferences with 
employees’ right to private life. This principle extends to all technical devices and 
ICTs used by an employee. The persons concerned should be properly and 
periodically informed in application of a clear privacy policy, in accordance with 
principle 10 of the present recommendation. The information provided should be kept 
up to date and should include the purpose of the processing, the preservation or back-
up period of traffic data and the archiving of professional electronic communications. 

14.2.  In particular, in the event of processing of personal data relating to Internet or 
Intranet pages accessed by the employee, preference should be given to the adoption 
of preventive measures, such as the use of filters which prevent particular operations, 
and to the grading of possible monitoring on personal data, giving preference for 
non-individual random checks on data which are anonymous or in some way 
aggregated. 

14.3.  Access by employers to the professional electronic communications of their 
employees who have been informed in advance of the existence of that possibility can 
only occur, where necessary, for security or other legitimate reasons. In case of absent 
employees, employers should take the necessary measures and foresee the appropriate 
procedures aimed at enabling access to professional electronic communications only 
when such access is of professional necessity. Access should be undertaken in the 
least intrusive way possible and only after having informed the employees concerned. 

14.4.  The content, sending and receiving of private electronic communications at 
work should not be monitored under any circumstances. 

14.5.  On an employee’s departure from an organisation, the employer should take 
the necessary organisational and technical measures to automatically deactivate the 
employee’s electronic messaging account. If employers need to recover the contents 
of an employee’s account for the efficient running of the organisation, they should do 
so before his or her departure and, when feasible, in his or her presence.” 

IV.   EUROPEAN UNION LAW 

44.  The relevant provisions of the Charter of Fundamental Rights of the 
European Union (2007/C 303/01) are worded as follows: 

Article 7 – Respect for private and family life 

“Everyone has the right to respect for his or her private and family life, home and 
communications.” 

Article 8 – Protection of personal data 

“1.  Everyone has the right to the protection of personal data concerning him or her. 

2.  Such data must be processed fairly for specified purposes and on the basis of the 
consent of the person concerned or some other legitimate basis laid down by law. 
Everyone has the right of access to data which has been collected concerning him or 
her, and the right to have it rectified. 

3.  Compliance with these rules shall be subject to control by an independent 
authority.” 

45.  Directive 95/46/EC of the European Parliament and of the Council 
of the European Union of 24 October 1995 on the protection of individuals 



 BĂRBULESCU v. ROMANIA JUDGMENT  17 

 

with regard to the processing of personal data and on the free movement of 
such data (“Directive 95/46/EC”) states that the object of national laws on 
the processing of personal data is notably to protect the right to privacy, as 
recognised both in Article 8 of the Convention and in the general principles 
of Community law. The relevant provisions of Directive 95/46/EC read as 
follows: 

Article 2 – Definitions 

“For the purposes of this Directive: 

(a)  ’personal data’ shall mean any information relating to an identified or 
identifiable natural person (‘data subject’); an identifiable person is one who can be 
identified, directly or indirectly, in particular by reference to an identification 
number or to one or more factors specific to his physical, physiological, mental, 
economic, cultural or social identity; 

...” 

Article 6 

“1.  Member States shall provide that personal data must be: 

(a)  processed fairly and lawfully; 

(b)  collected for specified, explicit and legitimate purposes and not further 
processed in a way incompatible with those purposes . Further processing of data for 
historical, statistical or scientific purposes shall not be considered as incompatible 
provided that Member States provide appropriate safeguards; 

(c)  adequate, relevant and not excessive in relation to the purposes for which they 
are collected and/or further processed; 

(d)  accurate and, where necessary, kept up to date; every reasonable step must be 
taken to ensure that data which are inaccurate or incomplete, having regard to the 
purposes for which they were collected or for which they are further processed, are 
erased or rectified; 

(e)  kept in a form which permits identification of data subjects for no longer than 
is necessary for the purposes for which the data were collected or for which they are 
further processed. Member States shall lay down appropriate safeguards for personal 
data stored for longer periods for historical, statistical or scientific use. 

2.  It shall be for the controller to ensure that paragraph 1 is complied with.” 

Article 7 

“Member States shall provide that personal data may be processed only if: 

(a)  the data subject has unambiguously given his consent; or 

(b)  processing is necessary for the performance of a contract to which the data 
subject is party or in order to take steps at the request of the data subject prior to 
entering into a contract; or 

(c)  processing is necessary for compliance with a legal obligation to which the 
controller is subject; or 
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(d)  processing is necessary in order to protect the vital interests of the data 
subject; or 

(e)  processing is necessary for the performance of a task carried out in the public 
interest or in the exercise of official authority vested in the controller or in a third 
party to whom the data are disclosed; or 

(f)  processing is necessary for the purposes of the legitimate interests pursued by 
the controller or by the third party or parties to whom the data are disclosed, except 
where such interests are overridden by the interests for fundamental rights and 
freedoms of the data subject which require protection under Article 1 (1).” 

Article 8 – The processing of special categories of data 

“1.  Member States shall prohibit the processing of personal data revealing racial or 
ethnic origin, political opinions, religious or philosophical beliefs, trade-union 
membership, and the processing of data concerning health or sex life. 

2.  Paragraph 1 shall not apply where: 

(a) the data subject has given his explicit consent to the processing of those data, 
except where the laws of the Member State provide that the prohibition referred to 
in paragraph 1 may not be lifted by the data subject’s giving his consent; or 

(b) processing is necessary for the purposes of carrying out the obligations and 
specific rights of the controller in the field of employment law in so far as it is 
authorized by national law providing for adequate safeguards; or 

(c)  processing is necessary to protect the vital interests of the data subject or of 
another person where the data subject is physically or legally incapable of giving his 
consent; or 

... 

(e)  the processing relates to data which are manifestly made public by the data 
subject or is necessary for the establishment, exercise or defence of legal claims. 

... 

4.  Subject to the provision of suitable safeguards, Member States may, for reasons 
of substantial public interest, lay down exemptions in addition to those laid down in 
paragraph 2 either by national law or by decision of the supervisory authority.” 

46.  A Working Party on Data Protection (“the Working Party”) has been 
set up under Article 29 of the Directive and, in accordance with Article 30, 
is empowered to: 

“(a)  examine any question covering the application of the national measures 
adopted under this Directive in order to contribute to the uniform application of such 
measures; 

(b)  give the Commission an opinion on the level of protection in the Community 
and in third countries; 

(c)  advise the Commission on any proposed amendment of this Directive, on any 
additional or specific measures to safeguard the rights and freedoms of natural persons 
with regard to the processing of personal data and on any other proposed Community 
measures affecting such rights and freedoms; 

(d)  give an opinion on codes of conduct drawn up at Community level.” 
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The Working Party is an independent advisory body of the European 
Union. It issued an opinion in September 2001 on the processing of personal 
data in an employment context (opinion 8/2001), which summarises the 
fundamental data-protection principles: finality, transparency, legitimacy, 
proportionality, accuracy, security and staff awareness. In the opinion, 
which it adopted in conformity with its role of contributing to the uniform 
application of national measures adopted under Directive 95/46/EC, the 
Working Party pointed out that the monitoring of email involved the 
processing of personal data, and expressed the view that any monitoring of 
employees had to be 

“a proportionate response by an employer to the risks it faces taking into account the 
legitimate privacy and other interests of workers.” 

47.  In May 2002 the Working Party produced a working document on 
surveillance and monitoring of electronic communications in the workplace 
(“the working document”), in which it expressly took into account the 
provisions of Directive 95/46/EC read in the light of the provisions of 
Article 8 of the Convention. The working document asserts that the simple 
fact that a monitoring activity or surveillance is considered convenient to 
serve an employer’s interest cannot in itself justify an intrusion into 
workers’ privacy, and that any monitoring measure must satisfy four 
criteria: transparency, necessity, fairness and proportionality. 

48.  Regarding the technical aspect, the working document states: 
“Prompt information can be easily delivered by software such as warning windows, 

which pop up and alert the worker that the system has detected and/or has taken steps 
to prevent an unauthorised use of the network.” 

49.  More specifically, with regard to the question of access to 
employees’ emails, the working document includes the following passage: 

“It would only be in exceptional circumstances that the monitoring of a worker’s 
[e]mail or Internet use would be considered necessary. For instance, monitoring of a 
worker’s email may become necessary in order to obtain confirmation or proof of 
certain actions on his part. Such actions would include criminal activity on the part of 
the worker insofar as it is necessary for the employer to defend his own interests, for 
example, where he is vicariously liable for the actions of the worker. These activities 
would also include detection of viruses and in general terms any activity carried out 
by the employer to guarantee the security of the system. 

It should be mentioned that opening an employee’s email may also be necessary for 
reasons other than monitoring or surveillance, for example in order to maintain 
correspondence in case the employee is out of office (e.g. due to sickness or leave) 
and correspondence cannot be guaranteed otherwise (e.g. via auto reply or automatic 
forwarding).” 

50.  The Court of Justice of the European Union has interpreted the 
provisions of Directive 95/46/EC in the light of the right to respect for 
private life, as guaranteed by Article 8 of the Convention, in the case of 
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Österreichischer Rundfunk and Others (C-465/00, C-138/01 and C-139/01, 
judgment of 20 May 2003, ECLI:EU:C:2003:294, paragraphs 71 et seq.). 

51.  Regulation (EU) 2016/679 of the European Parliament and of the 
Council of 27 April 2016 on the protection of natural persons with regard to 
the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation), 
published in OJ 2016 L 119/1, entered into force on 24 May 2016 and will 
repeal Directive 95/46/EC with effect from 25 May 2018 (Article 99). The 
relevant provisions of the Regulation read as follows: 

Article 30 – Records of processing activities 

“1  Each controller and, where applicable, the controller’s representative, shall 
maintain a record of processing activities under its responsibility. That record shall 
contain all of the following information: 

(a)  the name and contact details of the controller and, where applicable, the joint 
controller, the controller’s representative and the data protection officer; 

(b)  the purposes of the processing; 

(c)  a description of the categories of data subjects and of the categories of 
personal data; 

(d)  the categories of recipients to whom the personal data have been or will be 
disclosed including recipients in third countries or international organisations; 

(e)  where applicable, transfers of personal data to a third country or an 
international organisation, including the identification of that third country or 
international organisation and, in the case of transfers referred to in the second 
subparagraph of Article 49(1), the documentation of suitable safeguards; 

(f)  where possible, the envisaged time limits for erasure of the different categories 
of data; 

(g)  where possible, a general description of the technical and organisational 
security measures referred to in Article 32(1). 

2.  Each processor and, where applicable, the processor’s representative shall 
maintain a record of all categories of processing activities carried out on behalf of a 
controller, containing: 

(a)  the name and contact details of the processor or processors and of each 
controller on behalf of which the processor is acting, and, where applicable, of the 
controller’s or the processor’s representative, and the data protection officer; 

(b)  the categories of processing carried out on behalf of each controller; 

(c)  where applicable, transfers of personal data to a third country or an 
international organisation, including the identification of that third country or 
international organisation and, in the case of transfers referred to in the second 
subparagraph of Article 49(1), the documentation of suitable safeguards; 

(d)  where possible, a general description of the technical and organisational 
security measures referred to in Article 32(1). 

3.  The records referred to in paragraphs 1 and 2 shall be in writing, including in 
electronic form. 
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4.  The controller or the processor and, where applicable, the controller’s or the 
processor’s representative, shall make the record available to the supervisory authority 
on request. 

5.  The obligations referred to in paragraphs 1 and 2 shall not apply to an enterprise 
or an organisation employing fewer than 250 persons unless the processing it carries 
out is likely to result in a risk to the rights and freedoms of data subjects, the 
processing is not occasional, or the processing includes special categories of data as 
referred to in Article 9(1) or personal data relating to criminal convictions and 
offences referred to in Article 10.” 

Article 47 – Binding corporate rules 

“1.  The competent supervisory authority shall approve binding corporate rules in 
accordance with the consistency mechanism set out in Article 63, provided that they: 

(a)  are legally binding and apply to and are enforced by every member concerned 
of the group of undertakings, or group of enterprises engaged in a joint economic 
activity, including their employees; 

(b)  expressly confer enforceable rights on data subjects with regard to the 
processing of their personal data; and 

(c)  fulfil the requirements laid down in paragraph 2. 

2.  The binding corporate rules referred to in paragraph 1 shall specify at least: 

(a)  the structure and contact details of the group of undertakings, or group of 
enterprises engaged in a joint economic activity and of each of its members; 

(b)  the data transfers or set of transfers, including the categories of personal data, 
the type of processing and its purposes, the type of data subjects affected and the 
identification of the third country or countries in question; 

(c)  their legally binding nature, both internally and externally; 

(d)  the application of the general data protection principles, in particular purpose 
limitation, data minimisation, limited storage periods, data quality, data protection 
by design and by default, legal basis for processing, processing of special categories 
of personal data, measures to ensure data security, and the requirements in respect of 
onward transfers to bodies not bound by the binding corporate rules; 

(e)  the rights of data subjects in regard to processing and the means to exercise 
those rights, including the right not to be subject to decisions based solely on 
automated processing, including profiling in accordance with Article 22, the right to 
lodge a complaint with the competent supervisory authority and before the 
competent courts of the Member States in accordance with Article 79, and to obtain 
redress and, where appropriate, compensation for a breach of the binding corporate 
rules; 

(f)  the acceptance by the controller or processor established on the territory of a 
Member State of liability for any breaches of the binding corporate rules by any 
member concerned not established in the Union; the controller or the processor shall 
be exempt from that liability, in whole or in part, only if it proves that that member 
is not responsible for the event giving rise to the damage; 

(g)  how the information on the binding corporate rules, in particular on the 
provisions referred to in points (d), (e) and (f) of this paragraph is provided to the 
data subjects in addition to Articles 13 and 14; 
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(h)  the tasks of any data protection officer designated in accordance with 
Article 37 or any other person or entity in charge of the monitoring compliance with 
the binding corporate rules within the group of undertakings, or group of enterprises 
engaged in a joint economic activity, as well as monitoring training and complaint-
handling; 

(i)  the complaint procedures; 

(j)  the mechanisms within the group of undertakings, or group of enterprises 
engaged in a joint economic activity for ensuring the verification of compliance with 
the binding corporate rules. Such mechanisms shall include data protection audits 
and methods for ensuring corrective actions to protect the rights of the data subject. 
Results of such verification should be communicated to the person or entity referred 
to in point (h) and to the board of the controlling undertaking of a group of 
undertakings, or of the group of enterprises engaged in a joint economic activity, 
and should be available upon request to the competent supervisory authority; 

(k)  the mechanisms for reporting and recording changes to the rules and reporting 
those changes to the supervisory authority; 

(l)  the cooperation mechanism with the supervisory authority to ensure 
compliance by any member of the group of undertakings, or group of enterprises 
engaged in a joint economic activity, in particular by making available to the 
supervisory authority the results of verifications of the measures referred to in point 
(j); 

(m)  the mechanisms for reporting to the competent supervisory authority any 
legal requirements to which a member of the group of undertakings, or group of 
enterprises engaged in a joint economic activity is subject in a third country which 
are likely to have a substantial adverse effect on the guarantees provided by the 
binding corporate rules; and 

(n)  the appropriate data protection training to personnel having permanent or 
regular access to personal data. 

3.  The Commission may specify the format and procedures for the exchange of 
information between controllers, processors and supervisory authorities for binding 
corporate rules within the meaning of this Article. Those implementing acts shall be 
adopted in accordance with the examination procedure set out in Article 93(2).” 

Article 88 – Processing in the context of employment 

“1.  Member States may, by law or by collective agreements, provide for more 
specific rules to ensure the protection of the rights and freedoms in respect of the 
processing of employees’ personal data in the employment context, in particular for 
the purposes of the recruitment, the performance of the contract of employment, 
including discharge of obligations laid down by law or by collective agreements, 
management, planning and organisation of work, equality and diversity in the 
workplace, health and safety at work, protection of employer’s or customer’s property 
and for the purposes of the exercise and enjoyment, on an individual or collective 
basis, of rights and benefits related to employment, and for the purpose of the 
termination of the employment relationship. 

2.  Those rules shall include suitable and specific measures to safeguard the data 
subject’s human dignity, legitimate interests and fundamental rights, with particular 
regard to the transparency of processing, the transfer of personal data within a group 
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of undertakings, or a group of enterprises engaged in a joint economic activity and 
monitoring systems at the work place. 

3.  Each Member State shall notify to the Commission those provisions of its law 
which it adopts pursuant to paragraph 1, by 25 May 2018 and, without delay, any 
subsequent amendment affecting them.” 

V.  COMPARATIVE LAW 

52.  The documents available to the Court concerning the legislation of 
the Council of Europe member States, in particular a study of thirty-four of 
them, indicate that all the States concerned recognise in general terms, at 
constitutional or statutory level, the right to privacy and to secrecy of 
correspondence. However, only Austria, Finland, Luxembourg, Portugal, 
Slovakia and the United Kingdom have explicitly regulated the issue of 
workplace privacy, whether in labour laws or in special legislation. 

53.  With regard to monitoring powers, thirty-four Council of Europe 
member States require employers to give employees prior notice of 
monitoring. This may take a number of forms, for example notification of 
the personal data-protection authorities or of workers’ representatives. The 
existing legislation in Austria, Estonia, Finland, Greece, Lithuania, 
Luxembourg, Norway, Poland, Slovakia and the former Yugoslav Republic 
of Macedonia requires employers to notify employees directly before 
initiating the monitoring. 

54.  In, Austria, Denmark, Finland, France, Germany, Greece, Italy, 
Portugal and Sweden, employers may monitor emails marked by employees 
as “private”, without being permitted to access their content. In 
Luxembourg employers may not open emails that are either marked as 
“private” or are manifestly of a private nature. The Czech Republic, Italy 
and Slovenia, as well as the Republic of Moldova to a certain extent, also 
limit the extent to which employers may monitor their employees’ 
communications, according to whether the communications are professional 
or personal in nature. In Germany and Portugal, once it has been established 
that a message is private, the employer must stop reading it. 

THE LAW 

I.  ALLEGED VIOLATION OF ARTICLE 8 OF THE CONVENTION 

55.  The applicant submitted that his dismissal by his employer had been 
based on a breach of his right to respect for his private life and 
correspondence and that, by not revoking that measure, the domestic courts 
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had failed to comply with their obligation to protect the right in question. 
He relied on Article 8 of the Convention, which provides: 

“1.  Everyone has the right to respect for his private and family life, his home and 
his correspondence. 

2.  There shall be no interference by a public authority with the exercise of this right 
except such as is in accordance with the law and is necessary in a democratic society 
in the interests of national security, public safety or the economic well-being of the 
country, for the prevention of disorder or crime, for the protection of health or morals, 
or for the protection of the rights and freedoms of others.” 

A.  The Chamber’s findings 

56.  In its judgment of 12 January 2016 the Chamber held, firstly, that 
Article 8 of the Convention was applicable in the present case. Referring to 
the concept of reasonable expectation of privacy, it found that the present 
case differed from Copland (cited above, § 41) and Halford v. the United 
Kingdom (25 June 1997, § 45, Reports of Judgments and Decisions 
1997-III) in that the applicant’s employer’s internal regulations in the 
present case strictly prohibited employees from using company computers 
and resources for personal purposes. The Chamber had regard to the nature 
of the applicant’s communications and the fact that a transcript of them had 
been used as evidence in the domestic court proceedings, and concluded that 
the applicant’s right to respect for his “private life” and “correspondence” 
was at stake. 

57.  Next, the Chamber examined the case from the standpoint of the 
State’s positive obligations, since the decision to dismiss the applicant had 
been taken by a private-law entity. It therefore determined whether the 
national authorities had struck a fair balance between the applicant’s right to 
respect for his private life and correspondence and his employer’s interests. 

58.  The Chamber noted that the applicant had been able to bring his case 
and raise his arguments before the labour courts. The courts had found that 
he had committed a disciplinary offence by using the internet for personal 
purposes during working hours, and to that end they had had regard to the 
conduct of the disciplinary proceedings, in particular the fact that the 
employer had accessed the contents of the applicant’s communications only 
after the applicant had declared that he had used Yahoo Messenger for 
work-related purposes. 

59.  The Chamber further noted that the domestic courts had not based 
their decisions on the contents of the applicant’s communications and that 
the employer’s monitoring activities had been limited to his use of Yahoo 
Messenger. 

60.  Accordingly, it held that there had been no violation of Article 8 of 
the Convention. 
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B.  Scope of the case before the Grand Chamber 

61.  The Court notes that in the proceedings before the Chamber the 
applicant alleged that his employer’s decision to terminate his contract had 
been based on a breach of his right to respect for his private life and 
correspondence as enshrined in Article 8 of the Convention and that, by not 
revoking that measure, the domestic courts had failed to comply with their 
obligation to protect the right in question. The Chamber declared this 
complaint admissible on 12 January 2016. 

62.  The Court reiterates that the case referred to the Grand Chamber is 
the application as it has been declared admissible by the Chamber (see K. 
and T. v. Finland [GC], no. 25702/94, §§ 140-41, ECHR 2001-VII; D.H. 
and Others v. the Czech Republic [GC], no. 57325/00, § 109, ECHR 
2007-IV; and Blokhin v. Russia [GC], no. 47152/06, § 91, ECHR 2016). 

63.  In his observations before the Grand Chamber, the applicant 
complained for the first time about the rejection in 2012 of the criminal 
complaint filed by him in connection with an alleged breach of the secrecy 
of correspondence (see paragraph 90 below). 

64.  This new complaint was not mentioned in the decision of 12 January 
2016 as to admissibility, which defines the boundaries of the examination of 
the application. It therefore falls outside the scope of the case as referred to 
the Grand Chamber, which accordingly does not have jurisdiction to deal 
with it and will limit its examination to the complaint that was declared 
admissible by the Chamber. 

C.  Applicability of Article 8 of the Convention 

1.  The parties’ submissions 

(a)  The Government 

65.  The Government argued that the applicant could not claim any 
expectation of “privacy” as regards the communications he had exchanged 
via an instant messaging account created for professional use. With 
reference to the case-law of the French and Cypriot courts, they submitted 
that messages sent by an employee using the technical facilities made 
available to him by his employer had to be regarded as professional in 
nature unless the employee explicitly identified them as private. They noted 
that it was not technically possible using Yahoo Messenger to mark 
messages as private; nevertheless, the applicant had had an adequate 
opportunity, during the initial stage of the disciplinary proceedings, to 
indicate that his communications had been private, and yet had chosen to 
maintain that they had been work-related. The applicant had been informed 
not only of his employer’s internal regulations, which prohibited all 
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personal use of company resources, but also of the fact that his employer 
had initiated a process for monitoring his communications. 

66.  The Government relied on three further arguments in contending that 
Article 8 of the Convention was not applicable in the present case. Firstly, 
there was no evidence to suggest that the transcript of the applicant’s 
communications had been disclosed to his work colleagues; the applicant 
himself had produced the full transcript of the messages in the proceedings 
before the domestic courts, without asking for any restrictions to be placed 
on access to the documents concerned. Secondly, the national authorities 
had used the transcript of the messages as evidence because the applicant 
had so requested, and because the prosecuting authorities had already found 
that the monitoring of his communications had been lawful. Thirdly, the 
information notice had contained sufficient indications for the applicant to 
have been aware that his employer could monitor his communications, and 
this had rendered them devoid of any private element. 

(b)  The applicant 

67.  The applicant did not make any submissions as to the applicability of 
Article 8 of the Convention, but repeatedly maintained that his 
communications had been private in nature. 

68.  He further argued that, since he had created the Yahoo Messenger 
account in question and was the only person who knew the password, he 
had had a reasonable expectation of privacy regarding his communications. 
He also asserted that he had not received prior notification from his 
employer about the monitoring of his communications. 

2.  The Court’s assessment 
69.  The Court notes that the question arising in the present case is 

whether the matters complained of by the applicant fall within the scope of 
Article 8 of the Convention. 

70.  At this stage of its examination it considers it useful to emphasise 
that “private life” is a broad term not susceptible to exhaustive definition 
(see Sidabras and Džiautas v. Lithuania, nos. 55480/00 and 59330/00, § 43, 
ECHR 2004-VIII). Article 8 of the Convention protects the right to personal 
development (see K.A. and A.D. v. Belgium, nos. 42758/98 and 45558/99, 
§ 83, 17 February 2005), whether in terms of personality (see Christine 
Goodwin v. the United Kingdom [GC], no. 28957/95, § 90, ECHR 2002-VI) 
or of personal autonomy, which is an important principle underlying the 
interpretation of the Article 8 guarantees (see Pretty v. the United Kingdom, 
no. 2346/02, § 61, ECHR 2002-III). The Court acknowledges that everyone 
has the right to live privately, away from unwanted attention (see Smirnova 
v. Russia, nos. 46133/99 and 48183/99, § 95, ECHR 2003-IX (extracts)). It 
also considers that it would be too restrictive to limit the notion of “private 
life” to an “inner circle” in which the individual may live his or her own 
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personal life as he or she chooses, thus excluding entirely the outside world 
not encompassed within that circle (see Niemietz v. Germany, 16 December 
1992, § 29, Series A no. 251-B). Article 8 thus guarantees a right to “private 
life” in the broad sense, including the right to lead a “private social life”, 
that is, the possibility for the individual to develop his or her social identity. 
In that respect, the right in question enshrines the possibility of approaching 
others in order to establish and develop relationships with them (see 
Bigaeva v. Greece, no. 26713/05, § 22, 28 May 2009, and Özpınar 
v. Turkey, no. 20999/04, § 45 in fine, 19 October 2010). 

71.  The Court considers that the notion of “private life” may include 
professional activities (see Fernández Martínez v. Spain [GC], 
no. 56030/07, § 110, ECHR 2014 (extracts), and Oleksandr Volkov 
v. Ukraine, no. 21722/11, §§ 165-66, ECHR 2013), or activities taking place 
in a public context (see Von Hannover v. Germany (no. 2) [GC], 
nos. 40660/08 and 60641/08, § 95, ECHR 2012). Restrictions on an 
individual’s professional life may fall within Article 8 where they have 
repercussions on the manner in which he or she constructs his or her social 
identity by developing relationships with others. It should be noted in this 
connection that it is in the course of their working lives that the majority of 
people have a significant, if not the greatest, opportunity to develop 
relationships with the outside world (see Niemietz, cited above, § 29). 

72.  Furthermore, as regards the notion of “correspondence”, it should be 
noted that in the wording of Article 8 this word is not qualified by any 
adjective, unlike the term “life”. And indeed, the Court has already held 
that, in the context of correspondence by means of telephone calls, no such 
qualification is to be made. In a number of cases relating to correspondence 
with a lawyer, it has not even envisaged the possibility that Article 8 might 
be inapplicable on the ground that the correspondence was of a professional 
nature (see Niemietz, cited above, § 32, with further references). 
Furthermore, it has held that telephone conversations are covered by the 
notions of “private life” and “correspondence” within the meaning of 
Article 8 (see Roman Zakharov v. Russia [GC], no. 47143/06, § 173, ECHR 
2015). In principle, this is also true where telephone calls are made from or 
received on business premises (see Halford, cited above, § 44, and Amann 
v. Switzerland [GC], no. 27798/95, § 44, ECHR 2000-II). The same applies 
to emails sent from the workplace, which enjoy similar protection under 
Article 8, as does information derived from the monitoring of a person’s 
internet use (see Copland, cited above, § 41 in fine). 

73.  It is clear from the Court’s case-law that communications from 
business premises as well as from the home may be covered by the notions 
of “private life” and “correspondence” within the meaning of Article 8 of 
the Convention (see Halford, cited above, § 44; and Copland, cited above, 
§ 41). In order to ascertain whether the notions of “private life” and 
“correspondence” are applicable, the Court has on several occasions 
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examined whether individuals had a reasonable expectation that their 
privacy would be respected and protected (ibid.; and as regards “private 
life”, see also Köpke v. Germany (dec.), no. 420/07, 5 October 2010). In that 
context, it has stated that a reasonable expectation of privacy is a significant 
though not necessarily conclusive factor (see Köpke, cited above). 

74.  Applying these principles in the present case, the Court first 
observes that the kind of internet instant messaging service at issue is just 
one of the forms of communication enabling individuals to lead a private 
social life. At the same time, the sending and receiving of communications 
is covered by the notion of “correspondence”, even if they are sent from an 
employer’s computer. The Court notes, however, that the applicant’s 
employer instructed him and the other employees to refrain from any 
personal activities in the workplace. This requirement on the employer’s 
part was reflected in measures including a ban on using company resources 
for personal purposes (see paragraph 12 above). 

75.  The Court further notes that with a view to ensuring that this 
requirement was met, the employer set up a system for monitoring its 
employees’ internet use (see paragraphs 17 and 18 above). The documents 
in the case file, in particular those relating to the disciplinary proceedings 
against the applicant, indicate that during the monitoring process, both the 
flow and the content of the applicants’ communications were recorded and 
stored (see paragraphs 18 and 20 above). 

76.  The Court observes in addition that despite this requirement on the 
employer’s part, the applicant exchanged messages of a personal nature 
with his fiancée and his brother (see paragraph 21 above). Some of these 
messages were of an intimate nature (ibid.). 

77.  The Court considers that it is clear from the case file that the 
applicant had indeed been informed of the ban on personal internet use laid 
down in his employer’s internal regulations (see paragraph 14 above). 
However, it is not so clear that he had been informed prior to the monitoring 
of his communications that such a monitoring operation was to take place. 
Thus, the Government submitted that the applicant had acquainted himself 
with the employer’s information notice on an unspecified date between 
3 and 13 July 2007 (see paragraph 16 above). Nevertheless, the domestic 
courts omitted to ascertain whether the applicant had been informed of the 
monitoring operation before the date on which it began, given that the 
employer recorded communications in real time from 5 to 13 July 2007 (see 
paragraph 17 above). 

78.  In any event, it does not appear that the applicant was informed in 
advance of the extent and nature of his employer’s monitoring activities, or 
of the possibility that the employer might have access to the actual contents 
of his communications. 

79.  The Court also takes note of the applicant’s argument that he himself 
had created the Yahoo Messenger account in question and was the only 
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person who knew the password (see paragraph 68 above). In addition, it 
observes that the material in the case file indicates that the employer also 
accessed the applicant’s personal Yahoo Messenger account (see paragraph 
21 above). Be that as it may, the applicant had created the Yahoo Messenger 
account in issue on his employer’s instructions to answer customers’ 
enquiries (see paragraph 11 above), and the employer had access to it. 

80.  It is open to question whether – and if so, to what extent – the 
employer’s restrictive regulations left the applicant with a reasonable 
expectation of privacy. Be that as it may, an employer’s instructions cannot 
reduce private social life in the workplace to zero. Respect for private life 
and for the privacy of correspondence continues to exist, even if these may 
be restricted in so far as necessary. 

81.  In the light of all the above considerations, the Court concludes that 
the applicant’s communications in the workplace were covered by the 
concepts of “private life” and “correspondence”. Accordingly, in the 
circumstances of the present case, Article 8 of the Convention is applicable. 

D.  Compliance with Article 8 of the Convention 

1.  The parties’ submissions and third-party comments 

(a)  The applicant 

82.  In his written observations before the Grand Chamber, the applicant 
submitted that the Chamber had not taken sufficient account of certain 
factual aspects of the case. Firstly, he emphasised the specific features of 
Yahoo Messenger, which was designed for personal use. His employer’s 
decision to use this tool in a work context did not alter the fact that it was 
essentially intended to be used for personal purposes. He thus considered 
himself to be the sole owner of the Yahoo Messenger account that he had 
opened at his employer’s request. 

83.  Secondly, the applicant argued that his employer had not introduced 
any policy on internet use. He had not had any warning of the possibility 
that his communications might be monitored or read; nor had he given any 
consent in that regard. If such a policy had been in place and he had been 
informed of it, he would have refrained from disclosing certain aspects of 
his private life on Yahoo Messenger. 

84.  Thirdly, the applicant contended that a distinction should be drawn 
between personal internet use having a profit-making purpose and “a small 
harmless private conversation” which had not sought to derive any profit 
and had not caused any damage to his employer; he pointed out in that 
connection that during the disciplinary proceedings against him, the 
employer had not accused him of having caused any damage to the 
company. The applicant highlighted developments in information and 
communication technologies, as well as in the social customs and habits 
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linked to their use. He submitted that contemporary working conditions 
made it impossible to draw a clear dividing line between private and 
professional life, and disputed the legitimacy of any management policy 
prohibiting personal use of the internet and of any connected devices. 

85.  From a legal standpoint, the applicant submitted that the Romanian 
State had not fulfilled its positive obligations under Article 8 of the 
Convention. More specifically, the domestic courts had not overturned his 
dismissal despite having acknowledged that there had been a violation of his 
right to respect for his private communications. 

86.  Firstly, he submitted that the Chamber had incorrectly distinguished 
the present case from Copland (cited above, § 42). In his view, the decisive 
factor in analysing the case was not whether the employer had tolerated 
personal internet use, but the fact that the employer had not warned the 
employee that his communications could be monitored. In that connection, 
he contended that his employer had first placed him under surveillance and 
had only afterwards given him the opportunity to specify whether his 
communications were private or work-related. The Court had to examine 
both whether an outright ban on personal internet use entitled the employer 
to monitor its employees, and whether the employer had to give reasons for 
such monitoring. 

87.  Secondly, the applicant submitted that the Chamber’s analysis in 
relation to the second paragraph of Article 8 was not consistent with the 
Court’s case-law in that it had not sought to ascertain whether the 
interference with his right to respect for his private life and correspondence 
had been in accordance with the law, had pursued a legitimate aim and had 
been necessary in a democratic society. 

88.  With regard to the jurisdiction of the labour courts, the applicant 
contended that they were competent to carry out a full review of the 
lawfulness and justification of the measure referred to them. It was for the 
courts to request the production of the necessary evidence and to raise any 
relevant factual or legal issues, even where they had not been mentioned by 
the parties. Accordingly, the labour courts had extensive jurisdiction to 
examine any issues relating to a labour-law dispute, including those linked 
to respect for employees’ private life and correspondence. 

89.  However, in the applicant’s case the domestic courts had pursued a 
rigid approach, aimed simply at upholding his employer’s decision. They 
had performed an incorrect analysis of the factual aspects of the case and 
had failed to take into account the specific features of communications in 
cyberspace. The violation of the applicant’s right to respect for his private 
life and correspondence had thus been intentional and illegal and its aim had 
been to gather evidence enabling his contract to be terminated. 

90.  Lastly, the applicant complained for the first time in the proceedings 
before the Grand Chamber of the outcome of the criminal complaint he had 
lodged in 2007: in 2012 the department of the prosecutor’s office with 
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responsibility for investigating organised crime and terrorism (DIICOT) had 
rejected the complaint without properly establishing the facts of the case. 

91.  At the hearing before the Grand Chamber the applicant stated, in 
reply to a question from the judges, that because his employer had only 
made a single printer available to employees, all his colleagues had been 
able to see the contents of the forty-five-page transcript of his Yahoo 
Messenger communications. 

92.  The applicant urged the Grand Chamber to find a violation of 
Article 8 of the Convention and to take the opportunity to confirm that 
monitoring of employees’ correspondence could only be carried out in 
compliance with the applicable legislation, in a transparent manner and on 
grounds provided for by law, and that employers did not have discretion to 
monitor their employees’ correspondence. 

(b)  The Government 

93.  The Government stated that the employer had recorded the 
applicant’s communications from 5 to 13 July 2007 and had then given him 
an opportunity to account for his internet use, which was more substantial 
than that of his colleagues. They pointed out that since the applicant had 
maintained that the contents of his communications were work-related, the 
employer had investigated his explanations. 

94.  The Government argued that in his appeal against the decision of the 
first-instance court the applicant had not challenged the court’s finding that 
he had been informed that his employer was monitoring internet use. In that 
connection, they produced a copy of the information notice issued by the 
employer and signed by the applicant. On the basis of the employer’s 
attendance register, they observed that the applicant had signed the notice 
between 3 and 13 July 2007. 

95.  The Government further submitted that the employer had recorded 
the applicant’s communications in real time. There was no evidence that the 
employer had accessed the applicant’s previous communications or his 
private email. 

96.  The Government indicated their agreement with the Chamber’s 
conclusions and submitted that the Romanian State had satisfied its positive 
obligations under Article 8 of the Convention. 

97.  They observed firstly that the applicant had chosen to raise his 
complaints in the domestic courts in the context of a labour-law dispute. 
The courts had examined all his complaints and weighed up the various 
interests at stake, but the main focus of their analysis had been whether the 
disciplinary proceedings against the applicant had been compliant with 
domestic law. The applicant had had the option of raising before the 
domestic courts his specific complaint of a violation of his right to respect 
for his private life, for example by means of an action under Law 
no. 677/2001 or an action in tort, but he had chosen not to do so. He had 
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also filed a criminal complaint, which had given rise to a decision by the 
prosecuting authorities to take no further action on the grounds that the 
monitoring by the employer of employees’ communications had not been 
unlawful. 

98.  Referring more specifically to the State’s positive obligations, the 
Government submitted that approaches among Council of Europe member 
States varied greatly as regards the regulation of employee monitoring by 
employers. Some States included this matter within the wider scope of 
personal data processing, while others had passed specific legislation in this 
sphere. Even among the latter group of States, there were no uniform 
solutions regarding the scope and purpose of monitoring by the employer, 
prior notification of employees or personal internet use. 

99.  Relying on Köpke (cited above), the Government maintained that the 
domestic courts had performed an appropriate balancing exercise between 
the applicant’s right to respect for his private life and correspondence and 
his employer’s right to organise and supervise work within the company. In 
the Government’s submission, where communications were monitored by a 
private entity, an appropriate examination by the domestic courts was 
sufficient for the purposes of Article 8 and there was no need for specific 
protection by means of a legislative framework. 

100.  The Government further submitted that the domestic courts had 
reviewed the lawfulness and the necessity of the employer’s decision and 
had concluded that the disciplinary proceedings had been conducted in 
accordance with the legislation in force. They attached particular 
importance to the manner in which the proceedings had been conducted, 
especially the opportunity given to the applicant to indicate whether the 
communications in question had been private. If he had made use of that 
opportunity, the domestic courts would have weighed up the interests at 
stake differently. 

101.  In that connection, the Government noted that in the proceedings 
before the domestic authorities the applicant himself had produced the full 
transcripts of his communications, without taking any precautions; he could 
instead have disclosed only the names of the relevant accounts or submitted 
extracts of his communications, for example those that did not contain any 
intimate information. The Government also disputed the applicant’s 
allegations that his communications had been disclosed to his colleagues 
and pointed out that only the three-member disciplinary board had had 
access to them. 

102.  The Government further contended that the employer’s decision 
had been necessary, since it had had to investigate the arguments raised by 
the applicant in the disciplinary proceedings in order to determine whether 
he had complied with the internal regulations. 

103.  Lastly, the Government argued that a distinction should be made 
between the nature of the communications and their content. They observed, 
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as the Chamber had, that the domestic courts had not taken the content of 
the applicant’s communications into account at all but had simply examined 
their nature and found that they were personal. 

104.  The Government thus concluded that the applicant’s complaint 
under Article 8 of the Convention was ill-founded. 

(c)  Third parties 

(i)  The French Government 

105.  The French Government referred, in particular, to their conception 
of the scope of the national authorities’ positive obligation to ensure respect 
for employees’ private life and correspondence. They provided a 
comprehensive overview of the applicable provisions of French civil law, 
labour law and criminal law in this sphere. In their submission, Article 8 of 
the Convention was only applicable to strictly personal data, 
correspondence and electronic activities. In that connection, they referred to 
settled case-law of the French Court of Cassation to the effect that any data 
processed, sent and received by means of the employer’s electronic 
equipment were presumed to be professional in nature unless the employee 
designated them clearly and precisely as personal. 

106.  The French Government submitted that States had to enjoy a wide 
margin of appreciation in this sphere since the aim was to strike a balance 
between competing private interests. The employer could monitor 
employees’ professional data and correspondence to a reasonable degree, 
provided that a legitimate aim was pursued, and could use the results of the 
monitoring operation in disciplinary proceedings. They emphasised that 
employees had to be given advance notice of such monitoring. In addition, 
where data clearly designated as personal by the employee were involved, 
the employer could ask the courts to order investigative measures and to 
instruct a bailiff to access the relevant data and record their content. 

(ii)  The European Trade Union Confederation 

107.  The European Trade Union Confederation submitted that it was 
crucial to protect privacy in the working environment, taking into account in 
particular the fact that employees were structurally dependent on employers 
in this context. After summarising the applicable principles of international 
and European law, it stated that internet access should be regarded as a 
human right and that the right to respect for correspondence should be 
strengthened. The consent, or at least prior notification, of employees was 
required, and staff representatives had to be informed, before the employer 
could process employees’ personal data. 
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2.  The Court’s assessment 

(a)  Whether the case concerns a negative or a positive obligation 

108.  The Court must determine whether the present case should be 
examined in terms of the State’s negative or positive obligations. It 
reiterates that by Article 1 of the Convention, the Contracting Parties “shall 
secure to everyone within their jurisdiction the rights and freedoms defined 
in ... [the] Convention”. While the essential object of Article 8 of the 
Convention is to protect individuals against arbitrary interference by public 
authorities, it may also impose on the State certain positive obligations to 
ensure effective respect for the rights protected by Article 8 (see, among 
other authorities, X and Y v. the Netherlands, 26 March 1985, § 23, Series A 
no. 91; Von Hannover (no. 2), cited above, § 98; and Hämäläinen 
v. Finland [GC], no. 37359/09, § 62, ECHR 2014). 

109.  In the present case the Court observes that the measure complained 
of by the applicant, namely the monitoring of Yahoo Messenger 
communications, which resulted in disciplinary proceedings against him 
followed by his dismissal for infringing his employer’s internal regulations 
prohibiting the personal use of company resources, was not taken by a State 
authority but by a private commercial company. The monitoring of the 
applicant’s communications and the inspection of their content by his 
employer in order to justify his dismissal cannot therefore be regarded as 
“interference” with his right by a State authority. 

110.  Nevertheless, the Court notes that the measure taken by the 
employer was accepted by the national courts. It is true that the monitoring 
of the applicant’s communications was not the result of direct intervention 
by the national authorities; however, their responsibility would be engaged 
if the facts complained of stemmed from a failure on their part to secure to 
the applicant the enjoyment of a right enshrined in Article 8 of the 
Convention (see, mutatis mutandis, Obst v. Germany, no. 425/03, §§ 40 and 
43, 23 September 2010, and Schüth v. Germany, no. 1620/03, §§ 54 and 57, 
ECHR 2010). 

111.  In the light of the particular circumstances of the case as described 
in paragraph 109 above, the Court considers, having regard to its conclusion 
concerning the applicability of Article 8 of the Convention (see paragraph 
81 above) and to the fact that the applicant’s enjoyment of his right to 
respect for his private life and correspondence was impaired by the actions 
of a private employer, that the complaint should be examined from the 
standpoint of the State’s positive obligations. 

112.  While the boundaries between the State’s positive and negative 
obligations under the Convention do not lend themselves to precise 
definition, the applicable principles are nonetheless similar. In both contexts 
regard must be had in particular to the fair balance that has to be struck 
between the competing interests of the individual and of the community as a 
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whole, subject in any event to the margin of appreciation enjoyed by the 
State (see Palomo Sánchez and Others v. Spain [GC], nos. 28955/06 and 
3 others, § 62, ECHR 2011). 

(b)  General principles applicable to the assessment of the State’s positive 
obligation to ensure respect for private life and correspondence in an 
employment context 

113.  The Court reiterates that the choice of the means calculated to 
secure compliance with Article 8 of the Convention in the sphere of the 
relations of individuals between themselves is in principle a matter that falls 
within the Contracting States’ margin of appreciation. There are different 
ways of ensuring respect for private life, and the nature of the State’s 
obligation will depend on the particular aspect of private life that is at issue 
(see Söderman v. Sweden [GC], no. 5786/08, § 79, ECHR 2013, with 
further references). 

114.  The Court’s task in the present case is therefore to clarify the nature 
and scope of the positive obligations that the respondent State was required 
to comply with in protecting the applicant’s right to respect for his private 
life and correspondence in the context of his employment. 

115.  The Court observes that it has held that in certain circumstances, 
the State’s positive obligations under Article 8 of the Convention are not 
adequately fulfilled unless it secures respect for private life in the relations 
between individuals by setting up a legislative framework taking into 
consideration the various interests to be protected in a particular context 
(see X and Y v. the Netherlands, cited above, §§ 23, 24 and 27, and M.C. 
v. Bulgaria, no. 39272/98, § 150, ECHR 2003-XII, both concerning sexual 
assaults of minors; see also K.U. v. Finland, no. 2872/02, §§ 43 and 49, 
ECHR 2008, concerning an advertisement of a sexual nature placed on an 
internet dating site in the name of a minor; Söderman, cited above, § 85, 
concerning the effectiveness of remedies in respect of an alleged violation 
of personal integrity committed by a close relative; and Codarcea 
v. Romania, no. 31675/04, §§ 102-04, 2 June 2009, concerning medical 
negligence). 

116.  The Court accepts that protective measures are not only to be found 
in labour law, but also in civil and criminal law. As far as labour law is 
concerned, it must ascertain whether in the present case the respondent State 
was required to set up a legislative framework to protect the applicant’s 
right to respect for his private life and correspondence in the context of his 
professional relationship with a private employer. 

117.  In this connection it considers at the outset that labour law has 
specific features that must be taken into account. The employer-employee 
relationship is contractual, with particular rights and obligations on either 
side, and is characterised by legal subordination. It is governed by its own 
legal rules, which differ considerably from those generally applicable to 
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relations between individuals (see Saumier v. France, no. 74734/14, § 60, 
12 January 2017). 

118.  From a regulatory perspective, labour law leaves room for 
negotiation between the parties to the contract of employment. Thus, it is 
generally for the parties themselves to regulate a significant part of the 
content of their relations (see, mutatis mutandis, Wretlund v. Sweden (dec.), 
no. 46210/99, 9 March 2004, concerning the compatibility with Article 8 of 
the Convention of the obligation for the applicant, an employee at a nuclear 
plant, to undergo drug tests; with regard to trade-union action from the 
standpoint of Article 11, see Gustafsson v. Sweden, 25 April 1996, § 45, 
Reports 1996-II, and, mutatis mutandis, Demir and Baykara v. Turkey [GC], 
no. 34503/97, §§ 140-46, ECHR 2008, for the specific case of civil 
servants). It also appears from the comparative-law material at the Court’s 
disposal that there is no European consensus on this issue. Few member 
States have explicitly regulated the question of the exercise by employees of 
their right to respect for their private life and correspondence in the 
workplace (see paragraph 52 above). 

119.  In the light of the above considerations, the Court takes the view 
that the Contracting States must be granted a wide margin of appreciation in 
assessing the need to establish a legal framework governing the conditions 
in which an employer may regulate electronic or other communications of a 
non-professional nature by its employees in the workplace. 

120.  Nevertheless, the discretion enjoyed by States in this field cannot 
be unlimited. The domestic authorities should ensure that the introduction 
by an employer of measures to monitor correspondence and other 
communications, irrespective of the extent and duration of such measures, is 
accompanied by adequate and sufficient safeguards against abuse (see, 
mutatis mutandis, Klass and Others v. Germany, 6 September 1978, § 50, 
Series A no. 28, and Roman Zakharov, cited above, §§ 232-34). 

121.  The Court is aware of the rapid developments in this area. 
Nevertheless, it considers that proportionality and procedural guarantees 
against arbitrariness are essential. In this context, the domestic authorities 
should treat the following factors as relevant: 

(i)  whether the employee has been notified of the possibility that the 
employer might take measures to monitor correspondence and other 
communications, and of the implementation of such measures. While in 
practice employees may be notified in various ways depending on the 
particular factual circumstances of each case, the Court considers that for 
the measures to be deemed compatible with the requirements of Article 8 of 
the Convention, the notification should normally be clear about the nature of 
the monitoring and be given in advance; 

(ii)  the extent of the monitoring by the employer and the degree of 
intrusion into the employee’s privacy. In this regard, a distinction should be 
made between monitoring of the flow of communications and of their 
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content. Whether all communications or only part of them have been 
monitored should also be taken into account, as should the question whether 
the monitoring was limited in time and the number of people who had 
access to the results (see Köpke, cited above). The same applies to the 
spatial limits to the monitoring; 

(iii)  whether the employer has provided legitimate reasons to justify 
monitoring the communications and accessing their actual content (see 
paragraphs 38, 43 and 45 above for an overview of international and 
European law in this area). Since monitoring of the content of 
communications is by nature a distinctly more invasive method, it requires 
weightier justification; 

(iv)  whether it would have been possible to establish a monitoring 
system based on less intrusive methods and measures than directly 
accessing the content of the employee’s communications. In this 
connection, there should be an assessment in the light of the particular 
circumstances of each case of whether the aim pursued by the employer 
could have been achieved without directly accessing the full contents of the 
employee’s communications; 

(v)  the consequences of the monitoring for the employee subjected to it 
(see, mutatis mutandis, the similar criterion applied in the assessment of the 
proportionality of an interference with the exercise of freedom of expression 
as protected by Article 10 of the Convention in Axel Springer AG 
v. Germany [GC], no. 39954/08, § 95, 7 February 2012, with further 
references); and the use made by the employer of the results of the 
monitoring operation, in particular whether the results were used to achieve 
the declared aim of the measure (see Köpke, cited above); 

(vi)  whether the employee had been provided with adequate safeguards, 
especially when the employer’s monitoring operations were of an intrusive 
nature. Such safeguards should in particular ensure that the employer cannot 
access the actual content of the communications concerned unless the 
employee has been notified in advance of that eventuality. 

In this context, it is worth reiterating that in order to be fruitful, labour 
relations must be based on mutual trust (see Palomo Sánchez and Others, 
cited above, § 76). 

122.  Lastly, the domestic authorities should ensure that an employee 
whose communications have been monitored has access to a remedy before 
a judicial body with jurisdiction to determine, at least in substance, how the 
criteria outlined above were observed and whether the impugned measures 
were lawful (see Obst, cited above, § 45, and Köpke, cited above). 

123.  In the present case the Court will assess how the domestic courts to 
which the applicant applied dealt with his complaint of an infringement by 
his employer of his right to respect for his private life and correspondence in 
an employment context. 
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(c)  Application of the above general principles in the present case 

124.  The Court observes that the domestic courts held that the interests 
at stake in the present case were, on the one hand, the applicant’s right to 
respect for his private life, and on the other hand, the employer’s right to 
engage in monitoring, including the corresponding disciplinary powers, in 
order to ensure the smooth running of the company (see paragraphs 28 and 
30 above). It considers that, by virtue of the State’s positive obligations 
under Article 8 of the Convention, the national authorities were required to 
carry out a balancing exercise between these competing interests. 

125.  The Court observes that the precise subject of the complaint 
brought before it is the alleged failure of the national courts, in the context 
of a labour-law dispute, to protect the applicant’s right under Article 8 of the 
Convention to respect for his private life and correspondence in an 
employment context. Throughout the proceedings the applicant complained 
in particular, both before the domestic courts and before the Court, about his 
employer’s monitoring of his communications via the Yahoo Messenger 
accounts in question and the use of their contents in the subsequent 
disciplinary proceedings against him. 

126.  As to whether the employer disclosed the contents of the 
communications to the applicant’s colleagues (see paragraph 26 above), the 
Court observes that this argument is not sufficiently substantiated by the 
material in the case file and that the applicant did not produce any further 
evidence at the hearing before the Grand Chamber (see paragraph 91 
above). 

127.  It therefore considers that the complaint before it concerns the 
applicant’s dismissal based on the monitoring carried out by his employer. 
More specifically, it must ascertain in the present case whether the national 
authorities performed a balancing exercise, in accordance with the 
requirements of Article 8 of the Convention, between the applicant’s right to 
respect for his private life and correspondence and the employer’s interests. 
Its task is therefore to determine whether, in the light of all the 
circumstances of the case, the competent national authorities struck a fair 
balance between the competing interests at stake when accepting the 
monitoring measures to which the applicant was subjected (see, mutatis 
mutandis, Palomo Sánchez and Others, cited above, § 62). It acknowledges 
that the employer has a legitimate interest in ensuring the smooth running of 
the company, and that this can be done by establishing mechanisms for 
checking that its employees are performing their professional duties 
adequately and with the necessary diligence. 

128.  In the light of the above considerations, the Court will first examine 
the manner in which the domestic courts established the relevant facts in the 
present case. Both the County Court and the Court of Appeal held that the 
applicant had had prior notification from his employer (see paragraphs 28 
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and 30 above). The Court must then ascertain whether the domestic courts 
observed the requirements of the Convention when considering the case. 

129.  At this stage, the Court considers it useful to reiterate that when it 
comes to establishing the facts, it is sensitive to the subsidiary nature of its 
task and must be cautious in taking on the role of a first-instance tribunal of 
fact, where this is not rendered unavoidable by the circumstances of a 
particular case (see Mustafa Tunç and Fecire Tunç v. Turkey [GC], 
no. 24014/05, § 182, 14 April 2015). Where domestic proceedings have 
taken place, it is not the Court’s task to substitute its own assessment of the 
facts for that of the domestic courts and it is for the latter to establish the 
facts on the basis of the evidence before them (see, among other authorities, 
Edwards v. the United Kingdom, 16 December 1992, § 34, Series A 
no. 247-B). Though the Court is not bound by the findings of domestic 
courts and remains free to make its own assessment in the light of all the 
material before it, in normal circumstances it requires cogent elements to 
lead it to depart from the findings of fact reached by the domestic courts 
(see Giuliani and Gaggio v. Italy [GC], no. 23458/02, § 180, ECHR 2011 
(extracts), and Aydan v. Turkey, no. 16281/10, § 69, 12 March 2013). 

130.  The evidence produced before the Court indicates that the applicant 
had been informed of his employer’s internal regulations, which prohibited 
the personal use of company resources (see paragraph 12 above). He had 
acknowledged the contents of the document in question and had signed a 
copy of it on 20 December 2006 (see paragraph 14 above). In addition, the 
employer had sent all employees an information notice dated 26 June 2007 
reminding them that personal use of company resources was prohibited and 
explaining that an employee had been dismissed for breaching this rule (see 
paragraph 15 above). The applicant acquainted himself with the notice and 
signed a copy of it on an unspecified date between 3 and 13 July 2007 (see 
paragraph 16 above). The Court notes lastly that on 13 July 2007 the 
applicant was twice summoned by his employer to provide explanations as 
to his personal use of the internet (see paragraphs 18 and 20 above). 
Initially, after being shown the charts indicating his internet activity and that 
of his colleagues, he argued that his use of his Yahoo Messenger account 
had been purely work-related (see paragraphs 18 and 19 above). 
Subsequently, on being presented fifty minutes later with a forty-five-page 
transcript of his communications with his brother and fiancée, he informed 
his employer that in his view it had committed the criminal offence of 
breaching the secrecy of correspondence (see paragraph 22 above). 

131.  The Court notes that the domestic courts correctly identified the 
interests at stake – by referring explicitly to the applicant’s right to respect 
for his private life – and also the applicable legal principles (see paragraphs 
28 and 30 above). In particular, the Court of Appeal made express reference 
to the principles of necessity, purpose specification, transparency, 
legitimacy, proportionality and security set forth in Directive 95/46/EC, and 
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pointed out that the monitoring of internet use and of electronic 
communications in the workplace was governed by those principles (see 
paragraph 30 above). The domestic courts also examined whether the 
disciplinary proceedings had been conducted in an adversarial manner and 
whether the applicant had been given the opportunity to put forward his 
arguments. 

132.  It remains to be determined how the national authorities took the 
criteria set out above (see paragraph 121) into account in their reasoning 
when weighing the applicant’s right to respect for his private life and 
correspondence against the employer’s right to engage in monitoring, 
including the corresponding disciplinary powers, in order to ensure the 
smooth running of the company. 

133.  As to whether the applicant had received prior notification from his 
employer, the Court observes that it has already concluded that he did not 
appear to have been informed in advance of the extent and nature of his 
employer’s monitoring activities, or of the possibility that the employer 
might have access to the actual content of his messages (see paragraph 78 
above). With regard to the possibility of monitoring, it notes that the County 
Court simply observed that “the employees’ attention had been drawn to the 
fact that, shortly before the applicant’s disciplinary sanction, another 
employee had been dismissed” (see paragraph 28 above) and that the Court 
of Appeal found that the applicant had been warned that he should not use 
company resources for personal purposes (see paragraph 30 above). 
Accordingly, the domestic courts omitted to determine whether the 
applicant had been notified in advance of the possibility that the employer 
might introduce monitoring measures, and of the scope and nature of such 
measures. The Court considers that to qualify as prior notice, the warning 
from the employer must be given before the monitoring activities are 
initiated, especially where they also entail accessing the contents of 
employees’ communications. International and European standards point in 
this direction, requiring the data subject to be informed before any 
monitoring activities are carried out (see paragraphs 38 and 43 above; see 
also, for a comparative-law perspective, paragraph 53 above). 

134.  As regards the scope of the monitoring and the degree of intrusion 
into the applicant’s privacy, the Court observes that this question was not 
examined by either the County Court or the Court of Appeal (see paragraphs 
28 and 30 above), even though it appears that the employer recorded all the 
applicant’s communications during the monitoring period in real time, 
accessed them and printed out their contents (see paragraphs 17 and 21 
above). 

135.  Nor does it appear that the domestic courts carried out a sufficient 
assessment of whether there were legitimate reasons to justify monitoring 
the applicant’s communications. The Court is compelled to observe that the 
Court of Appeal did not identify what specific aim in the present case could 



 BĂRBULESCU v. ROMANIA JUDGMENT  41 

 

have justified such strict monitoring. Admittedly, this question had been 
touched upon by the County Court, which had mentioned the need to avoid 
the company’s IT systems being damaged, liability being incurred by the 
company in the event of illegal activities in cyberspace, and the company’s 
trade secrets being disclosed (see paragraph 28 above). However, in the 
Court’s view, these examples can only be seen as theoretical, since there 
was no suggestion that the applicant had actually exposed the company to 
any of those risks. Furthermore, the Court of Appeal did not address this 
question at all. 

136.  In addition, neither the County Court nor the Court of Appeal 
sufficiently examined whether the aim pursued by the employer could have 
been achieved by less intrusive methods than accessing the actual contents 
of the applicant’s communications. 

137.  Moreover, neither court considered the seriousness of the 
consequences of the monitoring and the subsequent disciplinary 
proceedings. In this respect the Court notes that the applicant had received 
the most severe disciplinary sanction, namely dismissal. 

138.  Lastly, the Court observes that the domestic courts did not 
determine whether, when the employer summoned the applicant to give an 
explanation for his use of company resources, in particular the internet (see 
paragraphs 18 and 20 above), it had in fact already accessed the contents of 
the communications in issue. It notes that the national authorities did not 
establish at what point during the disciplinary proceedings the employer had 
accessed the relevant content. In the Court’s view, accepting that the content 
of communications may be accessed at any stage of the disciplinary 
proceedings runs counter to the principle of transparency (see, to this effect, 
Recommendation CM/Rec(2015)5, cited in paragraph 43 above; for a 
comparative-law perspective, see paragraph 54 above). 

139.  Having regard to the foregoing, the Court finds that the Court of 
Appeal’s conclusion that a fair balance was struck between the interests at 
stake (see paragraph 30 above) is questionable. Such an assertion appears 
somewhat formal and theoretical. The Court of Appeal did not explain the 
specific reasons linked to the particular circumstances of the applicant and 
his employer that led it to reach that finding. 

140.  That being so, it appears that the domestic courts failed to 
determine, in particular, whether the applicant had received prior notice 
from his employer of the possibility that his communications on Yahoo 
Messenger might be monitored; nor did they have regard either to the fact 
that he had not been informed of the nature or the extent of the monitoring, 
or to the degree of intrusion into his private life and correspondence. In 
addition, they failed to determine, firstly, the specific reasons justifying the 
introduction of the monitoring measures; secondly, whether the employer 
could have used measures entailing less intrusion into the applicant’s 
private life and correspondence; and thirdly, whether the communications 
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might have been accessed without his knowledge (see paragraphs 120 and 
121 above). 

141.  Having regard to all the above considerations, and notwithstanding 
the respondent State’s margin of appreciation, the Court considers that the 
domestic authorities did not afford adequate protection of the applicant’s 
right to respect for his private life and correspondence and that they 
consequently failed to strike a fair balance between the interests at stake. 
There has therefore been a violation of Article 8 of the Convention. 

II.  APPLICATION OF ARTICLE 41 OF THE CONVENTION 

142.  Article 41 of the Convention provides: 
“If the Court finds that there has been a violation of the Convention or the Protocols 

thereto, and if the internal law of the High Contracting Party concerned allows only 
partial reparation to be made, the Court shall, if necessary, afford just satisfaction to 
the injured party.” 

A.  Damage 

1.  Pecuniary damage 
143.  Before the Chamber, the applicant claimed 59,976.12 euros (EUR) 

in respect of the pecuniary damage he had allegedly sustained. He explained 
that this amount represented the current value of the wages to which he 
would have been entitled if he had not been dismissed. At the hearing before 
the Grand Chamber, the applicant’s representatives stated that they 
maintained their claim for just satisfaction. 

144.  In their observations before the Chamber, the Government stated 
that they were opposed to any award in respect of the pecuniary damage 
alleged to have been sustained. In their submission, the sum claimed was 
based on mere speculation and there was no link between the applicant’s 
dismissal and the damage alleged. 

145.  The Court observes that it has found a violation of Article 8 of the 
Convention in that the national courts failed to establish the relevant facts 
and to perform an adequate balancing exercise between the applicant’s right 
to respect for his private life and correspondence and the employer’s 
interests. It does not discern any causal link between the violation found and 
the pecuniary damage alleged, and therefore dismisses this claim. 

2.  Non-pecuniary damage 
146.  Before the Chamber, the applicant also claimed EUR 200,000 in 

respect of the non-pecuniary damage he had allegedly sustained as a result 
of his dismissal. He stated that because of the disciplinary nature of the 
dismissal, he had been unable to find another job, that his standard of living 
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had consequently deteriorated, that he had lost his social standing and that 
as a result, his fiancée had decided in 2010 to end their relationship. 

147.  The Government submitted in reply that the finding of a violation 
could in itself constitute sufficient just satisfaction. In any event, they 
submitted that the sum claimed by the applicant was excessive in the light 
of the Court’s case-law in this area. 

148.  The Court considers that the finding of a violation constitutes 
sufficient just satisfaction for any non-pecuniary damage that may have 
been sustained by the applicant. 

B.  Costs and expenses 

149.  Before the Chamber, the applicant also claimed 3,310 Romanian lei 
(RON) (approximately EUR 750) in respect of the costs and expenses 
incurred in the domestic courts, and RON 500 (approximately EUR 115) for 
the fees of the lawyer who had represented him in the domestic proceedings. 
He claimed a further EUR 500 for the fees of the lawyers who had 
represented him before the Court. He produced the following in support of 
his claim: 

-   copies of the legal-aid agreement and of the receipt for payment of the 
sum of RON 500, corresponding to his lawyer’s fees in the domestic 
proceedings; 

-  documents proving that he had paid his employer the sums of 
RON 2,700 and RON 610.30 in respect of costs and expenses; 

-  a copy of the receipt for payment of the sum of RON 2,218.64, 
corresponding to the fees of one of the lawyers who had represented him 
before the Court. 

The applicant did not seek the reimbursement of the expenses incurred in 
connection with the proceedings before the Grand Chamber. 

150.  In their observations before the Chamber, the Government 
requested the Court to award the applicant only those sums that were 
necessary and corresponded to duly substantiated claims. In that connection, 
they submitted that the applicant had not proved that he had paid EUR 500 
in fees to the lawyers who had represented him before the Court, and that 
the receipt for payment of a sum of RON 500 in fees to the lawyer who had 
represented him in the domestic courts had not been accompanied by any 
supporting documents detailing the hours worked. 

151.  According to the Court’s case-law, an applicant is entitled to the 
reimbursement of costs and expenses only in so far as it has been shown 
that these have been actually and necessarily incurred and are reasonable as 
to quantum (see Lupeni Greek Catholic Parish and Others v. Romania 
[GC], no. 76943/11, § 187, ECHR 2016 (extracts)). In the present case, 
having regard to the documents in its possession and to its case-law, the 
Court considers it reasonable to award the applicant the sum of EUR 1,365 
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covering costs under all heads. 

C.  Default interest 

152.  The Court considers it appropriate that the default interest rate 
should be based on the marginal lending rate of the European Central Bank, 
to which should be added three percentage points. 

FOR THESE REASONS, THE COURT 

1.  Holds, by eleven votes to six, that there has been a violation of Article 8 
of the Convention; 

 
2.  Holds, by sixteen votes to one, that the finding of a violation constitutes 

in itself sufficient just satisfaction for the non-pecuniary damage 
sustained by the applicant; 

 
3.  Holds, by fourteen votes to three, 

(a)  that the respondent State is to pay the applicant, within three 
months, EUR 1,365 (one thousand three hundred and sixty-five euros) in 
respect of costs and expenses, to be converted into the currency of the 
respondent State at the rate applicable at the date of settlement, plus any 
tax that may be chargeable to the applicant; 
(b)  that from the expiry of the above-mentioned three months until 
settlement simple interest shall be payable on the above amount at a rate 
equal to the marginal lending rate of the European Central Bank during 
the default period plus three percentage points; 
 

4.  Dismisses, unanimously, the remainder of the applicant’s claim for just 
satisfaction. 

Done in English and French, and delivered at a public hearing in the 
Human Rights Building, Strasbourg, on 5 September 2017. 

  Søren Prebensen Guido Raimondi 
Deputy to the Registrar President 
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In accordance with Article 45 § 2 of the Convention and Rule 74 § 2 of 
the Rules of Court, the following separate opinions are annexed to this 
judgment: 

(a)  partly dissenting opinion of Judge Karakaş; 
(b)  joint dissenting opinion of Judges Raimondi, Dedov, Kjølbro, Mits, 

Mourou-Vikström and Eicke. 

G.R. 
S.C.P. 
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PARTLY DISSENTING OPINION OF JUDGE KARAKAŞ 

(Translation) 
 
I agree entirely with the majority’s finding of a violation of Article 8 of 

the Convention. 
However, I do not share the majority’s opinion that the finding of a 

violation constitutes sufficient just satisfaction for the non-pecuniary 
damage sustained by the applicant. 

It is obvious that under Article 41 the Court decides to award a certain 
amount in respect of non-pecuniary damage if it considers it “necessary” to 
afford redress. As it has considerable latitude to determine in which cases 
such an award should be made to the applicants, the Court sometimes 
concludes that the finding of a violation constitutes sufficient just 
satisfaction and that no monetary award is required (see, among many other 
authorities, Nikolova v. Bulgaria, no. 31195/96, § 76, ECHR 1999-II; Vinter 
and Others v. the United Kingdom [GC], nos. 66069/09 and 2 others, ECHR 
2013 (extracts); and Murray v. the Netherlands [GC], no. 10511/10, ECHR 
2016). In order to arrive at that conclusion, the Court will have regard to all 
the facts of the case, including the nature of the violations found and any 
special circumstances pertaining to the context of the case (see, for example, 
Vinter and Others, cited above, and the joint partly dissenting opinion of 
Judges Spielmann, Sajó, Karakaş and Pinto de Albuquerque in the case of 
Murray, cited above). Where this is warranted by the circumstances of the 
case, as in McCann and Others v. the United Kingdom (27 September 1995, 
§ 219, Series A no. 324), in which the Court declined to make any award in 
respect of non-pecuniary damage in view of the fact that the three terrorist 
suspects who had been killed had been intending to plant a bomb in 
Gibraltar, or by the nature of the violation found, as in the case of Tarakhel 
v. Switzerland ([GC], no. 29217/12, ECHR 2014 (extracts)), the Court rules 
that the finding of a violation in itself affords sufficient just satisfaction for 
any non-pecuniary damage. In other words, it is only in very exceptional 
cases that the Court decides not to make any award in respect of non-
pecuniary damage. 

There may also be instances in which the Court decides to award a lower 
sum than that awarded in other cases relating to the Article concerned, again 
taking into consideration the particular features of the context. For example, 
in A. and Others v. the United Kingdom ([GC], no. 3455/05, ECHR 2009), 
in the context of terrorism, the Court gave detailed reasons (§ 252; see also 
Del Río Prada v. Spain [GC], no. 42750/09, § 145, ECHR 2013) explaining 
why it had awarded a significantly lower sum than in other previous cases 
concerning unlawful detention. 

In the present case, the domestic courts did not ensure adequate 
protection of the applicant’s right to respect for his private life and 
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correspondence: the applicant was seriously affected by the disciplinary 
proceedings against him, since he was dismissed from his post. 

This violation of Article 8 undoubtedly caused non-pecuniary damage to 
the applicant, who cannot be satisfied with the mere finding that such 
damage was sustained. For that reason, I was in favour of granting an 
award, even of a modest amount, by way of just satisfaction for the non-
pecuniary damage sustained by the applicant. 

 
  



48 BĂRBULESCU v. ROMANIA JUDGMENT – SEPARATE OPINIONS 

JOINT DISSENTING OPINION OF JUDGES RAIMONDI, 
DEDOV, KJØLBRO, MITS, MOUROU-VIKSTRÖM 

AND EICKE 

Introduction 

1.  We agree with the majority, some of us with some hesitation, that, 
even in a context where on the facts before the Court it is difficult to see 
how the applicant could have had a “reasonable expectation of privacy” (see 
below), Article 8 is applicable in the circumstances of this case (see 
paragraphs 69 to 81 of the judgment). With Article 8 having been found to 
be applicable, we also agree that this applicant’s complaint falls to be 
examined from the standpoint of the State’s positive obligations (see 
paragraph 111 of the judgment). Subject to what follows, we also agree with 
the general principles applicable to the assessment of the State’s positive 
obligation, as set out in paragraphs 113 to 122 of the judgment. 

2.  However, for the reasons set out below, we respectfully disagree with 
the majority in relation to the correct approach to the State’s positive 
obligation in the context of this case and their ultimate conclusion that the 
“domestic authorities”, by which the majority means only the employment 
courts, “did not afford adequate protection of the applicant’s right to respect 
for his private life and correspondence and that they consequently failed to 
strike a fair balance between the interests at stake” (see paragraph 141 of the 
judgment). 

Principle 

3.  In light of the fact that there is common ground that the present 
application is to be considered by reference to the State’s positive obligation 
under Article 8, the appropriate starting point is provided by the Court’s 
case-law defining the content and reach of the concept of “positive 
obligations” under Article 8. The relevant principles were most recently 
summarised by the Grand Chamber, in the context of the positive obligation 
to protect the applicant’s physical and psychological integrity from other 
persons, in Söderman v. Sweden ([GC], no. 5786/08, §§ 78-85, ECHR 
2013). There the Court made clear that: 

(a)  the object of Article 8 is essentially that of protecting the 
individual against arbitrary interference by the public authorities. 
However, this provision does not merely compel the State to abstain 
from such interference: in addition to this primarily negative 
undertaking, there are positive obligations inherent in an effective respect 
for private or family life. These obligations may involve the adoption of 
measures designed to secure respect for private life even in the sphere of 
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the relations of individuals between themselves (see, inter alia, Airey 
v. Ireland, 9 October 1979, § 32, Series A no. 32) (Söderman, cited 
above, § 78); 

(b)  the choice of the means calculated to secure compliance with 
Article 8 of the Convention in the sphere of the relations of individuals 
between themselves is in principle a matter that falls within the 
Contracting States’ margin of appreciation, whether the obligations on 
the State are positive or negative. There are different ways of ensuring 
respect for private life and the nature of the State’s obligation will 
depend on the particular aspect of private life that is in issue (see, for 
example, Von Hannover v. Germany (no. 2) [GC], nos. 40660/08 and 
60641/08, § 104, ECHR 2012; Odièvre v. France [GC], no. 42326/98, 
§ 46, ECHR 2003 III; Evans v. the United Kingdom [GC], no. 6339/05, 
§ 77, ECHR 2007 I; and Mosley v. the United Kingdom, no. 48009/08, 
§ 109, 10 May 2011) (Söderman, cited above, § 79); and 

(c)  in respect of less serious acts between individuals, which may 
violate psychological integrity, the obligation of the State under Article 8 
to maintain and apply in practice an adequate legal framework affording 
protection does not always require that an efficient criminal-law 
provision covering the specific act be in place. The legal framework 
could also consist of civil-law remedies capable of affording sufficient 
protection (see, mutatis mutandis, X and Y v. the Netherlands, 26 March 
1985, §§ 24 and 27, Series A no. 91, and K.U. v. Finland, no. 2872/02, 
§ 47, ECHR 2008). The Court notes, for example, that in some previous 
cases concerning the protection of a person’s picture against abuse by 
others, the remedies available in the member States have been of a civil-
law nature, possibly combined with procedural remedies such as the 
granting of an injunction (see, inter alia, Von Hannover, cited above; 
Reklos and Davourlis v. Greece, no. 1234/05, 15 January 2009; and 
Schüssel v. Austria (dec.), no. 42409/98, 21 February 2002) (Söderman, 
cited above, § 85). 
4.  The facts of this case, as the majority at least implicitly accepts (see 

paragraph 80 of the judgment), are, of course, a million miles away from the 
seriousness of the cases considered in Söderman. After all, in that case the 
Court was concerned with allegations of the violation of a person’s physical 
or psychological integrity by another person. 

5.  Nevertheless, even in that context, it is clear, firstly, that the choice of 
measures designed to secure respect for private life under Article 8, even in 
the sphere of the relations of individuals between themselves, is primarily 
for the Contracting States; a choice in relation to which they enjoy a wide 
margin of appreciation (see paragraph 119 of the judgment; narrowing 
where, unlike in the present case, a particularly important facet of an 
individual’s existence or identity is at stake, or where the activities at stake 
involve a most intimate aspect of private life). This conclusion is underlined 
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by the fact that there is no European consensus on this matter and only six 
out of thirty-four surveyed Council of Europe member States have explicitly 
regulated the issue of the workplace privacy (see paragraphs 52 and 118 of 
the judgment). Secondly, the “measures” adopted by the State under Article 
8 should in principle take the form of an adequate “legal framework” 
affording protection to the victim. Article 8 does not necessarily require that 
an efficient criminal-law provision covering the specific act be in place. The 
legal framework could also consist of civil-law remedies capable of 
affording sufficient protection. 

6.  This, of course, applies mutatis mutandis in the present case where, as 
the majority identify, the Court is at best concerned with the protection of a 
core or minimum level of private life and correspondence in the work place 
against interference by a private law employer. 

The focus of the enquiry 

7.  Having identified some of the principles set out above, the majority, 
in paragraph 123, unjustifiably in our view, narrowed its enquiry to the 
question “how the domestic courts to which the applicant applied dealt with 
his complaint of an infringement by his employer of his right to respect for 
private life and correspondence in an employment context”. 

8.  Although recognising that “protective measures are not only to be 
found in labour law, but also in civil and criminal law” (see paragraph 116 
of the judgment), the majority in fact sidelined and avoided the real question 
that falls to be answered, namely: did the High Contracting Party maintain 
and apply an adequate “legal framework” providing at least civil-law 
remedies capable of affording sufficient protection to the applicant? 

9.  As the respondent Government submitted, and the majority accepts, 
the relevant “legal framework” in Romania consisted not only of the 
employment courts, before which the applicant raised his complaint, but 
also included inter alia: 

(a)  the criminal offence of “breach of secrecy of correspondence” 
under Article 195 of the Criminal Code (see paragraph 33 of the 
judgment); incidentally, a remedy which the applicant engaged by 
lodging a criminal complaint but, following a decision by the prosecutor 
that there was no case to answer, failed to exhaust by not challenging that 
decision in the domestic courts: paragraph 31 of the judgment; 

(b)  the provisions of Law no. 677/2001 “on the protection of 
individuals with regard to the processing of personal data and on the free 
movement of such data” (see paragraph 36 of the judgment), which, in 
anticipation of Romania’s accession to the EU, reproduces certain 
provisions of Directive 95/46/EC of the European Parliament and of the 
Council of the European Union of 24 October 1995 on the protection of 
individuals with regard to the processing of personal data and on the free 
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movement of such data. This Law expressly provides, in Article 18, for a 
right to (i) lodge a complaint with the supervisory authority and, in the 
alternative or subsequently, (ii) apply to the competent courts for 
protection of the data protection rights safeguarded by the Act, including 
a right to seek compensation in relation to any damage suffered; and 

(c)  the provisions of the Civil Code (Articles 998 and 999; 
paragraph 34 of the judgment) enabling a claim in tort to be brought with 
a view to obtaining reparation for the damage caused, whether 
deliberately or through negligence. 
10.  Other than the criminal complaint which was not pursued any 

further, none of the domestic remedies was ever engaged by the applicant. 
Instead, the applicant only applied to the employment courts to challenge 
not primarily the interference by his employer with his private 
life/correspondence but his dismissal. As the majority note in paragraph 24: 

“He asked the court, firstly, to set aside the dismissal; secondly, to order his 
employer to pay him the amounts he was owed in respect of wages and any other 
entitlements and to reinstate him in his post; and thirdly, to order the employer to pay 
him 100,000 Romanian lei (approximately 30,000 euros) in damages for the harm 
resulting from the manner of his dismissal, and to reimburse his costs and expenses.” 

11.  It was only in the context of these dismissal proceedings that, relying 
on the judgment of this Court in Copland v. the United Kingdom 
(no.  62617/00, §§ 43-44, ECHR 2007-I), he argued that the decision to 
dismiss him was unlawful and that by monitoring his communications and 
accessing their contents his employer had infringed criminal law. 

12.  The fact that the applicant’s focus was primarily, if not exclusively, 
on the legality of his dismissal, rather than the interference by his employer 
with his right to respect for private life/correspondence, is also reflected in 
the way his case was presented before this Court. As the judgment notes at 
paragraph 55, the applicant’s complaint was that “his dismissal by his 
employer had been based on a breach of his right to respect for his private 
life and correspondence and that, by not revoking that measure, the 
domestic courts had failed to comply with their obligation to protect the 
right in question”. 

13.  As a consequence, one cannot help but note (if only in passing) that, 
if the respondent Government had raised this as a preliminary objection, 
there might have been some question as to whether, by applying to the 
employment courts on the basis he did, the applicant had, in fact, exhausted 
those domestic remedies “that relate to the breaches alleged and which are 
at the same time available and sufficient” (see Aquilina v. Malta [GC], 
no. 25642/94, § 39, ECHR 1999-III). After all, there is no material before 
the Court to suggest that any of the three remedies identified above, and, in 
particular, a complaint to the specialist data protection supervisory authority 
and/or an action for damages under Law no. 677/2001 before the competent 
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courts were “bound to fail” (see Davydov and Others v. Russia, 
no. 75947/11, § 233, 30 May 2017). 

14.  Our doubts about the effectiveness of the employment courts in this 
context (and the appropriateness of the Court restricting its analysis to the 
adequacy of the analysis by those employment courts) is further underlined 
by the fact that, in line with this Court’s jurisprudence under Article 6 of the 
Convention, regardless of whether or not the employer’s actions were illegal 
that fact could not per se undermine the validity of the disciplinary 
proceedings in the instant case. After all, as this Court confirmed most 
recently in Vukota-Bojić v. Switzerland (no. 61838/10, §§ 94-95, 18 October 
2016): 

“... the question whether the use as evidence of information obtained in violation of 
Article 8 rendered a trial as a whole unfair contrary to Article 6 has to be determined 
with regard to all the circumstances of the case, including respect for the applicant’s 
defence rights and the quality and importance of the evidence in question (compare, 
inter alia, Khan, cited above, §§ 35-40; P.G. and J.H. v. the United Kingdom, cited 
above, §§ 77-79; and Bykov v. Russia [GC], no. 4378/02, §§ 94-98, 10 March 2009, in 
which no violation of Article 6 was found). 

In particular, it must be examined whether the applicant was given an opportunity to 
challenge the authenticity of the evidence and to oppose its use. In addition, the 
quality of the evidence must be taken into consideration, as must the circumstances in 
which it was obtained and whether these circumstances cast doubts on its reliability or 
accuracy. Finally, the Court will attach weight to whether the evidence in question 
was or was not decisive for the outcome of the proceedings (compare, in particular, 
Khan, cited above, §§ 35 and 37).” 

15.  In any event, the above alternative domestic remedies, some of 
which are more obviously suitable to the protection of an individual’s 
private life/correspondence in the private workplace, were plainly relevant 
to the assessment whether the “legal framework” created by Romania was 
capable of providing “adequate” protection to the applicant against an 
unlawful interference with his right to respect for private 
life/correspondence under Article 8 by another private individual (in this 
case, his employer). 

16.  By not including them, sufficiently or at all, in their analysis, the 
majority failed to have regard to important factors relevant to the question 
posed by this case and failed to give due weight to the acknowledged wide 
margin of appreciation enjoyed by High Contracting Parties in determining 
what measures to take and what remedies to provide for in compliance with 
their positive obligation under Article 8 to put in place an adequate “legal 
framework”. Absent any evidence to suggest that the domestic remedies 
either individually or cumulatively were not sufficiently available or 
effective to provide the protection required under Article 8, it seems to us 
that there is no basis on which the Court could find a violation of Article 8 
in the circumstances of the present case. 
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17.  Before leaving this question of the appropriate focus for the enquiry, 
we would want to express our sincere hope that the majority judgment 
should not be read as a blanket requirement under the Convention that, 
where more appropriate remedies are available within the domestic legal 
framework (such as e.g. those required to be put in place under the relevant 
EU data protection legislation), the domestic employment courts, when 
confronted with a case such as that brought by the applicant, are required to 
duplicate the functions of any such, more appropriate, specialist remedy. 

The analysis by the domestic employment courts 

18.  However, even if, contrary to the above, the majority’s focus only on 
the analysis by the domestic employment courts were the appropriate 
approach, we also do not agree that, in fact, that analysis is defective so as 
to lead to a finding of a violation under Article 8. 

19.  In considering the judgments of the County Court and the Bucharest 
Court of Appeal, we note that both domestic courts took into consideration 
the employer’s internal regulations, which prohibited the use of company 
resources for personal purposes (see paragraphs 12, 28 and 30 of the 
judgment). We further observe that the applicant had been informed of the 
internal regulations, since he had acquainted himself with them and signed a 
copy of them on 20 December 2006 (see paragraph 14 of the judgment). 
The domestic courts interpreted the provisions of that instrument as 
implying that it was possible that measures might be taken to monitor 
communications, an eventuality that was likely to reduce significantly the 
likelihood of any reasonable expectation on the applicant’s part that the 
privacy of his correspondence would be respected (contrast Halford v. the 
United Kingdom, 25 June 1997, § 45, Reports of Judgments and Decisions 
1997-III, and Copland, cited above, § 42). We therefore consider that the 
question of prior notification should have been examined against this 
background. 

20.  In this context, it is clear on the evidence before the Court that the 
domestic courts did indeed consider this question. Both the County Court 
and the Court of Appeal attached a certain weight to the information notice 
which the applicant had signed, and their decisions indicate that a signed 
copy of the notice was produced in the proceedings before them (see 
paragraphs 28 and 30 of the judgment). The County Court observed, among 
other things, that the employer had warned its employees that their 
activities, including their computer use, were being monitored, and that the 
applicant himself had acknowledged the information notice (see paragraph 
28 of the judgment). The Court of Appeal further confirmed that “personal 
use [of company resources could] be refused ... in accordance with the 
provisions of the internal regulations”, of which the employees had been 
duly informed (see paragraph 30 of the judgment). Accordingly, the 
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domestic courts found, on the basis of the documents in their possession, 
that the applicant had received sufficient warning that his activities, 
including his use of the computer made available to him by his employer, 
could be monitored. We can see no basis for departing from their decisions, 
and consider that the applicant could reasonably have expected his activities 
to be monitored. 

21.  Next, we note that the national authorities carried out a careful 
balancing exercise between the interests at stake, taking into account both 
the applicant’s right to respect for his private life and the employer’s right to 
engage in monitoring, including the corresponding disciplinary powers, in 
order to ensure the smooth running of the company (see paragraphs 28 
and 30 of the judgment; see also, mutatis mutandis, Obst v. Germany, 
no. 425/03, § 49, 23 September 2010, and Fernández Martínez v. Spain 
[GC], no. 56030/07, § 151, ECHR 2014 (extracts). The Court of Appeal, in 
particular, citing the provisions of Directive 95/46/EC, noted that there had 
been a conflict in the present case between “the employer’s right to engage 
in monitoring and the employees’ right to protection of their privacy” (see 
paragraph 30 of the judgment). 

22.  We also note that, on the basis of the material in their possession, the 
domestic courts found that the legitimate aim pursued by the employer in 
engaging in the monitoring of the applicant’s communications had been to 
exercise “the right and the duty to ensure the smooth running of the 
company” (see the Court of Appeal as quoted at paragraph 30 of the 
judgment). While the domestic courts attached greater weight to the 
employer’s right to ensure the smooth running of the company and to 
supervise how employees performed their tasks in the context of their 
employment relationship than to the applicant’s right to respect for his 
private life and correspondence, we consider that it is not unreasonable for 
an employer to wish to check that its employees are carrying out their 
professional duties when making use in the workplace and during working 
hours of the equipment which it has made available to them. The Court of 
Appeal found that the monitoring of the applicant’s communications was 
the only way for the employer to achieve this legitimate aim, prompting it to 
conclude that a fair balance had been struck between the need to protect the 
applicant’s private life and the employer’s right to supervise the operation 
of its business (see paragraph 30 of the judgment). 

23.  In our view, the choice of the national authorities to give the 
employer’s interests precedence over those of the employee is not capable 
in itself of raising an issue under the Convention (see, mutatis mutandis, 
Obst, cited above, § 49). We would reiterate that where they are required to 
strike a balance between several competing private interests, the authorities 
enjoy a certain discretion (see Hämäläinen v. Finland [GC], no. 37359/09, 
§ 67 in fine, ECHR 2014, and further references). In the present case, 



 BĂRBULESCU v. ROMANIA JUDGMENT – SEPARATE OPINIONS  55 

 

therefore, it is our view that the domestic courts acted within Romania’s 
margin of appreciation. 

24.  We further note that the monitoring to which the applicant was 
subjected was limited in time, and that the evidence before the Court 
indicates that the employer only monitored the applicant’s electronic 
communications and internet activity. Indeed, the applicant did not allege 
that any other aspect of his private life, as enjoyed in a professional context, 
had been monitored by his employer. Furthermore, on the evidence before 
the Court, the results of the monitoring operation were used solely for the 
purposes of the disciplinary proceedings against the applicant and only the 
persons involved in those proceedings had access to the content of the 
applicant’s communications (for a similar approach see Köpke v. Germany 
(dec.), no. 420/07, 5 October 2010). In this connection, it is observed that 
the majority agree that the applicant did not substantiate his allegations that 
the content in question had been disclosed to other colleagues (see 
paragraph 126 of the judgment). 

25.  Lastly, we note that in their examination of the case, the national 
authorities took into account the attitude displayed by the applicant in the 
course of his professional activities in general, and during the disciplinary 
proceedings against him in particular. Thus, the County Court found that he 
had committed a disciplinary offence by breaching his employer’s internal 
regulations, which prohibited the use of computers for personal purposes 
(see paragraph 28 of the judgment). The domestic authorities attached 
significant weight in their analysis to the applicant’s attitude in the 
disciplinary proceedings, during which he had denied using his employer’s 
resources for personal purposes and had maintained that he had used them 
solely for work-related purposes, which was incorrect (see paragraphs 28 
and 30 of the judgment). They were plainly entitled to do so. This was 
confirmed when the applicant asserted before this Court that, despite the 
fact that he knew that private use of his work computer was prohibited, it 
would only have been an awareness of monitoring by the employer which 
would have led him not to engage in private use of the employer’s 
computer; he did not deny that he was informed about the monitoring, but 
could not remember when he had received the information notice alerting 
him to the monitoring. 

26.  After all, as the majority also stress (see paragraph 121 of the 
judgment), in order to be fruitful, employment relations must be based on 
mutual trust (see Palomo Sánchez and Others v. Spain [GC], nos. 28955/06 
and 3 others, § 76, ECHR 2011). Accordingly, it is our view that within 
their margin of appreciation, the domestic (employment) courts were 
entitled, when weighing up the interests at stake, to take into account the 
attitude displayed by the applicant, who had broken the bond of trust with 
his employer. 
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27.  Having regard to all the foregoing considerations and in contrast to 
the majority, we conclude that there has been no failure to protect the 
applicant’s right to respect for his private life and correspondence and that 
there has, therefore, been no violation of Article 8 of the Convention. 
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EXPLANATORY MEMORANDUM  
 
to Recommendation CM/Rec(2015)5  
of the Committee of Ministers to member States  
on the processing of personal data in the context of employment  
 
(Adopted by the Committee of Ministers on 1 April 2015 
at the 1224th meeting of the Ministers’ Deputies)  
 
Introduction  
 
1. Recommendation No. R (89) 2 of the Committee of Ministers to member States on the protection of 
personal data used for employment purposes was the sixth such instrument adopted by the Committee of 
Ministers within the framework of the "sectoral approach" to data protection issues. 
 
2. Twenty-five years have passed since the recommendation was adopted. Work per se has changed a 
lot (in terms of subject matter, form, duration and intermediaries), as have the places where it is performed 
and the way in which it is organised. Employers, employees and their needs have changed, and due to the 
increasing use of new technologies, the spectrum of personal data that is handled has become broader (IP 
addresses, log files and location data, for example). The need to review the recommendation thus became 
clear. 
 
3. The Consultative Committee of Convention 108 mandated an expert in 2011 to carry out a study on 
Recommendation No. R (89) 2 and to suggest proposals for its revision (document T-PD-BUR(2010)1FIN – 
“Study on Recommendation No. R (89) 2 on the protection of personal data used for employment purposes – 
proposals for the revision of the above-mentioned Recommendation” by Giovanni Buttarelli). 
 
4. On the basis of the study, the consultative committee worked on the revision of the recommendation 
and approved the draft text during its 31st Plenary meeting (2-4 June 2014). It subsequently transmitted the 
draft revised recommendation to the Steering Committee on Media and Information Society (CDMSI) for 
examination and approval, which ensured parallel consultation of the European Committee on Legal Co-
operation (CDCJ).  

 
5. With regard to the development of context as compared to 1989, the following elements were taken 
into consideration: 
 
- the growing use of information technologies in the context of employment and the need to protect 

employee’s dignity and fundamental rights against the monitoring of their activities;  
- the tendency of employers to collect data on employees outside the strict perimeter of work, as for 

example on search engines and social networking sites; 
                                                      
1 This document has been classified restricted until examination by the Committee of Ministers. 
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- the introduction of particular forms of processing carrying specific risks to individuals, involving for 
instance biometric or location data. 

 
6. The draft recommendation was approved by the CDMSI at its 7th meeting (18-21 November 2014). 
 
7. The Recommendation CM/Rec(2015)5 of the Committee of Ministers to member States on the 
processing of personal data in the context of employment was adopted by the Committee of Ministers of the 
Council of Europe on 1 April 2015.  
 
Preamble  
 
8. The preamble sets out the reasons that have led the Committee of Ministers to present the 
recommendation to governments of member States. 
 
9. The work of the Council of Europe in the field of data protection has always supported the position 
that information systems and technologies (ICTs) bring undoubted benefits to society. The main concern of 
the Organisation in this area has been to set standards allowing technological progress to be accompanied 
by a clear recognition of the need to safeguard the interests of the individual, in particular in respect of data 
processing.  
 
10. The employment sector, private and public – to which the principles contained in this 
recommendation are directed – reflects this preoccupation: how to strike a balance between the undoubted 
advantages offered by technology to enterprises on the one hand and on the other, the rights and freedoms 
of employees in a work environment where ICTs are part of the employees’ daily activities. The benefits 
which result for them in better organisation of work, a reduction in routine tasks and so on, must be evaluated 
in the light of the possible impact on the privacy of the individual employee, and of the workforce of an entity 
as a whole, which technology may possibly produce. The preamble also recognises that other rights and 
freedoms may possibly be put at risk through the introduction of ICTs in the workplace – for example, 
freedom of association or freedom of expression as guaranteed by the Convention for the Protection of 
Human Rights and Fundamental Freedoms (ETS No. 5, more commonly known as the European Convention 
on Human Rights and hereinafter “ECHR”), as well as the rights guaranteed by the European Social Charter 
which are of direct concern to the relationship between employers and employees.  
 
11. The first paragraph of Article 8 of the ECHR provides that “Everyone has the right to respect for his 
private and family life, his home and his correspondence”. The European Court of Human Rights (hereinafter 
“the Court”) has also developed case law under which Article 8 may also give rise to positive obligations that 
are inherent to the effective “respect” for private life. In light of those positive obligations, the State must take 
the necessary measures, including legislative ones, to ensure in practice effective compliance with the rights 
deriving from Article 8 of the ECHR.  
 
12. At the outset, the point is made that privacy is not simply to be interpreted in terms of the right of the 
employee to be free from unjustified intrusion into his or her workaday life, although the recommendation’s 
principles on monitoring and surveillance of employees are closely related to this traditional meaning of the 
concept of privacy. Rather, the principles set out reflect the concern spelt out in the provisions of the 
Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 
No. 108) of 28 January 1981 (hereinafter referred to as “Convention 108”) to protect the data subject through 
the regulation of the processing (collection, use, storage, etc.) of personal information.  
 
13. The recommendation is, accordingly, structured in such a way as to make Convention 108’s broad 
principles meaningful to the employment context by offering principles designed to regulate the relevant 
activities of the employer. In other words, by adapting the convention’s basic principles relating to fair and 
lawful processing, intended purposes, proportionality, data minimisation and access to data, the guidelines 
set out in the recommendation provide responses to questions such as: how should data be collected by 
employers? For what purposes? What use can be made of the data stored? What are the rights of the 
employee in regard to the data processed by the employer?  

 
14. Given that the recommendation constitutes a sectoral approach to data protection, it is necessary to 
take into account all the elements distinguishing the sector in question and which influence the way in which 
Convention 108’s basic principles are to be adapted. Accordingly, the text seeks to reflect the typical 
legitimate information needs of the employer as well as the legitimate privacy/data protection needs of the 
employee. However, and as the preamble points out, it is also a feature of the employment sector that both 
group interests and individual interests are at stake. A valid sectoral approach must also seek to tailor 
Convention 108’s broad principles to the reality of the collective interest. It is for this reason that, at various 
stages in the text, the principles set out in the recommendation accept the possibility of employee 
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representatives defending the data protection interests of the individual employee and employees as a whole 
within an entity. 
 
15. As regards the implementation of the recommendation’s principles, governments of member States 
should ensure that the principles contained in the appendix of the recommendation are reflected in the 
application of domestic legislation on data protection in the employment sector, as well as in other branches 
of the law which have a bearing on the use of personal data for employment purposes. 
 
16.  The purview of the recommendation allows for a number of ways in which these principles can be 
implemented. In the first instance, it is possible for the data protection authorities established pursuant to the 
national data protection legislation to avail themselves of the principles when they are confronted by problems 
of data protection in the context of employer-employee relations. The governments of the member States 
should, accordingly, ensure that such authorities are aware of the existence of the recommendation and of its 
value to dispute resolution in this sector. Convention 108, to which the domestic norms conform, makes no 
exception for the employment sector. Accordingly, national data protection authorities responsible for the 
application of the domestic norms can usefully avail themselves of the provisions of the recommendation to 
help them discharge their tasks in giving effect to data protection norms in the employment sector. By way of 
example, the principles could be used by them in specific cases or as a basis for proposed codes of conduct 
in the employment field. Recommendation CM/Rec(2010)13 of the Committee of Ministers to member States 
on the protection of individuals with regard to automatic processing of personal data in the context of profiling, 
which lays down rules regulating the processing of personal data in profiling techniques, can be of particular 
relevance in the context of employment.  
 
17. Beyond these considerations, it is felt that social partners themselves can negotiate acceptance and 
respect for the principles, either as a complement to the existing legal regulations or as an alternative to it. 
The preamble takes into account the different national approaches to government involvement in labour 
relations, which may range from varying degrees of regulation to free collective bargaining - free from State 
intervention - between the social partners on issues relating to employer-employee relations. Accordingly, in 
the absence of legislative initiatives designed to give effect to the principles of the recommendation, 
governments should ensure that the representative bodies of employers and employees are adequately 
informed of the value of the recommendation’s approach to data protection issues.  
 
Appendix to Recommendation CM/Rec(2015)5 
 
Part I - General principles 
 
1.  Scope  
 
18. Consistent with the scope of Convention 108, the principles contained in the recommendation apply 
to the processing of personal data in public and private sector employment. As will be seen hereafter, 
"employment purposes" is to be understood as covering a range of processing activities relating to 
recruitment, performance of the contract of employment, discharge of obligations laid down by law or laid 
down in collective agreements, the management planning and organisation of work, equality and diversity in 
the workplace, health and safety at work, protection of employer’s or customer property and for the purposes 
of the exercise and enjoyment, on an individual or collective basis, of rights and benefits related to 
employment, and for the purpose of termination of the employment relationship.  
 
19. Principle 1.2 of the recommendation brings the activities of employment agencies or "head-hunting 
agencies" in the public and private sectors within the scope of some of its provisions ("unless domestic law 
provides otherwise"). It may be the case that a number of member States consider public sector employment 
agencies in a different context to the employment field and regulate them outside the scope of labour law – 
for example by social security law. While such countries may decide not to apply the principles of the 
recommendation to their activities, it will nevertheless be the case that general data protection legislation of 
the countries in question will apply to their data processing activities. 
 
20. According to Principle 1.2, employment agencies shall use the data in their capacity either as data 
controllers or as processors, in compliance with the principles of this recommendation and only for the 
purposes for which the data were initially collected. In some cases, employment agencies shall use the data 
of candidates to help employers discharge their duties relating to the contracts of employment.  
 
2.  Definitions 
 
21. The definition of "personal data" is consistent with that of Convention 108. It is a long-lasting 
established definition which has been reaffirmed over the years through a variety of legal instruments of the 
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Council of Europe. The term “personal data” is defined broadly and should be interpreted in such a way as to 
allow it to also respond to the increasing use of new technologies and means of electronic communication in 
the relations between employers and employees. Personal data may include an employee’s name, age, 
home address, marital status, education, log files, etc. It may also include an employer’s appraisal or opinion 
of an employee and a digitised image of the employee.  
 
22. The definition of “personal data” refers to any information relating to an identified or an identifiable 
person. “Identifiable individual” means a person who can be directly or indirectly identified. An individual is not 
considered “identifiable” if his or her identification would require unreasonable time, effort or means. The 
determination of what constitutes “unreasonable time, effort or means” should be assessed on a case-by-
case basis, in the light of the purpose of the data processing and taking into account objective criteria such 
as the cost, in relation to the benefits, of such an identification, the technology used and available at the time 
of the processing, technological developments, etc.   
 
23. Data that appears to be anonymous because it is not accompanied by any obvious identifiers may 
nevertheless, in particular cases, permit the identification of the individual concerned. This is the case where, 
for example, alone or through the combination of physical, physiological, genetic, mental, economic, cultural 
or social data (such as age, sex, occupation, geolocation, family status, etc.), it is possible for the controller, 
or any legitimate or illegitimate actor (in particular when the data was made publicly available) to identify the 
person concerned.  Where this is the case, the data may not be considered to be anonymous and must 
therefore be treated as personal data. 
 
24. “Data processing” covers an open-ended general notion capable of flexible interpretation which starts 
from the collection or creation of personal data and covers all automated operations, whether partially or 
totally automated. Data processing also occurs where no automated operation is performed but data are 
organised in a structure which allows a search, combination or correlation of the data related to a specific 
employee or potential employee. 
 
25. “Information systems” refers to any kind of devices such as computers, cameras, video equipment, 
sound devices, telephones and other communication equipment, as well as various methods of establishing 
identity and location, or any method of surveillance. The terms “tools” and “devices” are covered by the notion 
of “information systems” and information technologies, whose definitions are outlined in the recommendation. 
 
26. As regards the notion of “employment purposes”, it should be emphasised that the principle of 
purpose or purpose specification is of crucial importance, serving as it does to define and limit the personal 
information activities of the employer. As provided for in Convention 108, personal data undergoing 
processing should be collected for explicit, specified and legitimate purposes and not processed in a way 
incompatible with those purposes. The purpose identified for this sector – "employment purposes" – seeks to 
balance the interests of the employer with those of the employees while, at the same time, accepting that the 
employer may act as intermediary between the State and the employee for the purpose of collecting and 
storing personal data for subsequent transmission to the State; for example, when it is pursuant to tax or 
social security or industrial safety legislation ("the discharge of obligations laid down by law").  

 
27. “Employment purposes” shall also cover the disciplinary framework (e.g. internal investigations and 
sanctions), as well as data processed after the termination of employment. It should be clarified that when the 
data are stored after the termination of employment, the processing should be in line with Principle 13 and 
with the principle of intended purpose. The term “contract of employment” should be understood as an oral or 
written, expressed or implied, agreement, specifying terms and conditions under which a person consents to 
perform certain duties as directed and controlled by an employer, usually but not always in return for a 
previously agreed wage or salary. It was understood that for the drafters of the recommendation the term 
“contract of employment” would also refer to non-remunerated employment such as volunteering jobs, 
internships and training courses. The principles of the recommendation thus also apply to individuals who are 
in an employment relationship with such status. Furthermore, the employment relationship in the public sector 
should be covered, even if it is not necessarily based on a contract of employment. The employment terms, 
conditions and duties are usually specified under the relevant regulations of administrative law.   
 
28.  The “employer” is a legal entity that controls and directs an employee in the context of an 
employment relationship, which generally exists when a person performs work or services under certain 
conditions in return for remuneration. It is through the employment relationship that reciprocal rights and 
obligations are created between the employee and the employer. It has been, and continues to be, the main 
vehicle through which workers gain access to the rights and benefits associated with employment in the 
areas of labour law and social security.2  
                                                      
2 Source ILO: www.ilo.org/ifpdial/areas-of-work/labour-law/WCMS_CON_TXT_IFPDIAL_EMPREL_EN/lang--en/index.htm. 



 5 CM(2015)32 add 

 
29.  An “employee” is a person who is hired to perform work for an employer within an employment 
relationship. The terms of “worker” or “staff member” also refer to the definition of “employee”. Special 
attention should be given to the concept of employee and, in this regard, to the ruling of the Court of Justice 
of the European Union (CJEU) in the Case C-94/07 – Andrea Raccanelli v. Max-Planck-Gesellschaft zur 
Förderung der Wissenschaften eV. The CJEU ruled that the concept of the “worker” within the meaning of 
Article 35 of the Treaty on the Functioning of the European Union (TFEU) has a specific meaning in EU law 
and must not be interpreted narrowly. Any person who pursues activities which are real and genuine, to the 
exclusion of activities of such a small scale as to be regarded as purely marginal and ancillary, must be 
regarded as a “worker”. The essential feature of an employment relationship is that, according to this case 
law, for a certain period of time a person performs services for and under the direction of another person in 
return for which he or she typically receives remuneration.  
 
30.  Prospective employees should benefit from the same protection and rights as employees, even if 
their candidature does not lead to a contract of employment. Similarly, it should be underlined that the 
principles of this recommendation also apply to former employees. 
 
3.  Respect for human rights, human dignity and fundamental freedoms 
 
31. Principle 3 constitutes a general statement which informs the approach taken in the rest of the 
recommendation to the issue of personal data processing in the employment field. Privacy is to be seen in 
terms of data protection and as imposing limits on the processing of personal information by employers. In 
this sense, it is also to be seen as conferring positive rights on employees to allow them to make sure, 
through the rights specified in Principle 11, that employers have respected the requirements of data 
protection.  
 
32. The reference to “human dignity” in the text takes account of the fact that technology should not be 
used in a way which inhibits social interaction among employees. These concerns are reflected later in the 
text.  
 
33. The approach taken is consistent with the position adopted by the European Court of Human Rights, 
which has stated repeatedly that it is difficult to completely separate matters of private and professional life. In 
Niemietz v. Germany,3 which concerned the search by a government authority of the complainant’s office, the 
Court held that Article 8 afforded protection against the search of someone’s office by stating: "Respect for 
private life must also comprise to a certain degree the right to establish and develop relationships with other 
human beings. There appears, furthermore, to be no reason of principle why this understanding of the notion 
of ‘private life’ should be taken to exclude activities of a professional or business nature since it is, after all, in 
the course of their working lives that the majority of people have a significant, if not the greatest, opportunity 
of developing relationships with the outside world. This view is supported by the fact that, as was rightly 
pointed out by the Commission, it is not always possible to distinguish clearly which of an individual’s 
activities form part of his professional or business life and which do not”. 
 
34. Moreover, in the case of Halford v. the United Kingdom,4 the Court decided that interception of 
workers’ phone calls at work constituted a violation of Article 8 of the Convention, ruling that “telephone calls 
made from business premises as well as from the home may be covered by the notions of ‘private life’ and 
‘correspondence’ within the meaning of Article 8 paragraph 1 (…)”. 
 
35. In Copland v. the United Kingdom,5 the Court reaffirmed this position in respect of the monitoring of 
an employee’s use of telephone, e-mail and the Internet. The Court considered that the collection and 
storage of personal information relating to Ms Copland through her use of the telephone, e-mail and Internet 
interfered with her right to respect for her private life and correspondence, and that that interference was not 
“in accordance with the law”, there having been no domestic law at the relevant time to regulate monitoring. 
While the Court accepted that it might sometimes have been legitimate for an employer to monitor and 
control an employee’s use of telephone and Internet, in this case it was not required to determine whether 
that interference was “necessary in a democratic society”.   
 
4.  Application of personal data protection principles 
 
36. Information systems and technologies used for the processing of personal data in the context of 
employment should be used in such a way as to minimise the processing of personal data, as well as to limit 

                                                      
3 Niemietz v. Germany, Application No. 13710/88, 16 December 1992. 
4 Halford v. the United Kingdom, Application No. 20605/92, 25 June 1997. 
5 Copland v. the United Kingdom, Application No. 62617/00, 3 April 2007. 
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the use of data identifying or allowing the identification of individuals to only that necessary for the aims 
pursued in the individual cases concerned.  
 
37. Principle 4.2 states that employers should develop appropriate measures to ensure that they respect 
in practice the principles and obligations relating to data processing for employment purposes and that they 
should furthermore be in a position to demonstrate their compliance with such principles to the relevant 
supervisory authority. According to this principle, employers are obliged to put in place measures aimed at 
guaranteeing that data protection rules are adhered to in the context of processing operations and to maintain 
records of categories of personal data processing activities under their responsibility, in order to prove to 
employees and to supervisory authorities that measures have been taken to achieve compliance with the 
data protection rules.  
 
38. It must also be stressed that data protection principles should also be respected in both the 
development and the use of technologies and that the principles of Convention 108 are fully applicable in this 
regard (notably those relating to the quality of data, sensitive data, data security and the rights of the data 
subjects). Experience has shown that in the context of employment, the employer will seek to efficiently 
manage his business and optimise the use of new technologies and thus benefit from their potential. Hence, 
these new technologies, such as video surveillance, biometrics or geolocation, give the employer the 
opportunity to monitor all activities of employees, if the law does not regulate or prohibit such monitoring. The 
manner in which the data protection principles should be respected and how to strike a balance between the 
employees’ rights and any legitimate interest of the employer will be developed later in the text.  
 
39. Moreover, according to Principle 4.2, the measures should be adapted to the volume and nature of 
data processed, as well as the scope, context and purpose of the processing and, in respect of this, 
appropriate simplified solutions should be adopted in small-scale working environments. The 
recommendation does not make a distinction between small or medium-sized and large working 
environments for the purpose of the application of the recommendation’s principles. It is felt that the size of 
the working environment is not a decisive factor for data protection since problems may arise regardless of 
the number of people employed by an employer. The principles can be readily applied by small working 
environments, including small family businesses, with a minimum of requirements. However, legislation 
should be sensitive to the need not to impose unnecessary legal requirements on small working 
environments which process small volumes of non-sensitive data.   
 
5. Collection and storage of data  
 
40. Principle 5 seeks to adapt some of the protective provisions within Article 5 of Convention 108 to the 
collection of data concerning individuals by their employers. The principle is not restricted solely to data 
collection on employees within the course of their employment. It also addresses the data protection needs of 
job applicants, even if no employment offer has been made to them. It is felt desirable to also provide 
guidelines relating to data collection at the recruitment stage.  
 
41. Principle 5.1 emphasises the need to make the individual employee the primary source of 
information. In other words, if the employer requires information on a named employee, then such information 
should be sought directly from the employee. This is not an absolute rule. The text of Principle 5.1 accepts 
that it may be necessary at times to bypass the individual employee so as to obtain data on him or her, for 
example, to check the accuracy of information supplied by a prospective employee in the course of a hiring or 
promotion procedure, on condition that the employee, or prospective employee, has been duly informed 
before the data is collected from third parties. 
 
42. It is important to stress in the context of Principle 5 that many aspects of the processing of 
employees’ data do not require specific consent, as they have another legitimate basis prescribed by law. 
There are limitations as to how far consent can be relied upon in the employment context to justify the 
processing of personal data. To be valid, consent must be informed, “freely given” and limited to cases where 
the employee has a genuinely free choice and is subsequently able to refuse or withdraw consent without 
detriment. In general, all data processing within the context of employment should be provided for by 
domestic law.  
 
43. It emerges from Principle 5.2 that the amount of personal information which can be legitimately 
collected on employees depends on the job in question. Employers should review their data collection 
practices – for example, the type of data required on application forms – so as to ensure that they are not 
storing more personal information than necessary in view of the nature of the employment or the needs of the 
moment. The text accepts that, at certain periods in the life of an entity, it may be necessary for the employer 
to obtain more data than normal – for example, for the purposes of a proposed merger or wholesale 
restructuring, it may be appropriate to seek the personal views of the employees. Here it may be noted that in 
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addition to the requirements of relevancy and accuracy, the collection procedure must also respect the 
principle of proportionality and transparent and fair processing.  
 
44. Using search engines for instance to assemble data (including sounds, pictures or videos) can have 
a significant impact on a person’s private and social life, especially if personal data derived from a search is 
incomplete, excessive, incorrect or not relevant any more. A preventive approach inspired by a rationale of 
privacy by design could reduce implementing problems, by encouraging the distribution of privacy-oriented 
products which are more focused, from a technical and organisational viewpoint, on the principles of 
necessity, data minimisation and proportionality.  
 
45. Principle 5.3 refers to the concept of “social networking”. A social networking service is a platform 
which enables the building of social relations among people who share interests, activities, backgrounds or 
real-life connections. It is a web-based service that allows individuals to create a profile, to establish a list of 
users with whom to share views and to develop contacts within the system. Controllers of social networking 
services are themselves bound to the principles of data protection and to the correspondent obligations, 
especially in terms of information, violations of terms of service and proportionality. However, employers 
should refrain from collecting data relating to job applicants or employees without their knowledge through an 
intermediary, under another name or using a pseudonym.   
 
46. When an employee’s or prospective employee’s access to social networking accounts is restricted, 
employers do not have the right to ask for access to such accounts, for instance by requiring that 
employees/prospective employees provide them with their login credentials.  
 
47. Although the collection and processing of health data is dealt with under Principle 9, the drafters of 
the recommendation considered it to be important to recall this rule in Principle 5.4, given that health data are 
sensitive data and their processing in the employment context can only occur where appropriate safeguards 
are put in place and specific conditions met. 
 
48. The storage of personal data referred to in Principle 5.5 is linked to the collection of data. Employers 
should have a legitimate grounds for storing the personal data of employees that have been collected for 
employment purposes, and the length of the storage period will depend on the need for and the purpose of 
the processing. To this end, data collected on job applications and interview records of candidates that have 
not been accepted should be stored for a very short period (see also paragraphs 107-108).  
 
6.  Internal use of data  
 
49. Principle 6 deals solely with the situation where personal data are used internally by the employer. 
Principle 6.1 underlines the need to respect the purposes specification. Personal data collected and stored 
for employment purposes should only be used for those purposes. It is important to identify clearly the various 
circumstances in which personal data can be legitimately used for "employment purposes" and to provide the 
necessary specifications and safeguards. However, it should be borne in mind that the expression 
"employment purposes" covers a range of sub-purposes for which data can be processed. For example, 
personal data may be processed for the purpose of administering an employee training scheme, or a 
company loan or pension scheme, or the data may relate to candidates who have put themselves forward for 
promotion, or they may be processed for salary purposes. It is important to consider the context for which the 
data were collected, since random use of data, although for an employment purpose, may distort the purpose 
for which data were originally collected.   
 
50. With due regard to the principles of relevance and accuracy, and with regard in particular to large-
scale or territorially extensive working environments, certain personal data, for example e-mail addresses or 
pictures, could be made easily accessible in internal communication networks in order to speed up the 
performance of the work carried out and to facilitate interaction with other employees. In such cases 
employees concerned should be duly informed about the internal communication of their data.  
 
51. Principle 6.2 encourages employers to adopt internal privacy policies/rules and to inform employees 
about them. Such rules should take account of the data protection principles outlined in the recommendation 
and, more specifically: 
 
- the principle of fair processing: data collection directly from the employee concerned, information 

provided to the employees, the exercise of the employee’s rights; 
- the purpose of the processing: data should be collected for explicit, legitimate and specified purposes 

and should not be used for other purposes; 
- the communication of data: only for the purposes provided above; 
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- data security: appropriate security measures should be provided to prevent unauthorised access to, or 
alteration, disclosure or destruction of, the data and to prevent their accidental loss or destruction; 

- measures on how to keep data accurate and up to date: in order to prevent taking decisions or actions 
based on inaccurate data; 

- the limitations on data storage: this requirement places a responsibility on employer to be clear about the 
length of time for which data will be kept and the reason for retaining the information; 

- the rights of employees; 
- the obligations of the employer. 
 
52. Employers are further encouraged to adopt binding internal procedures and/or policies defined prior 
to the introduction of new data processing operations; for example, how to provide adequate information to 
employees or how to give them adequate replies in the event that they exercise their rights or complain. 
 
53. Principle 6.3 recommends the taking of adequate measures so as to guarantee that the new context 
in which data are redeployed reflects faithfully the original contextual meaning assigned to the data as well as 
continuing respect for the specific purpose for which the data were collected and stored. For example, when 
an employer is considering whether or not an employee’s wages should be reduced for repeated absence or 
irregular attendance, care should be taken to analyse attendance data to ensure that the employee is not 
absent because of his or her attendance on an authorised training scheme. Alternatively, the fact that an 
employee’s file reveals that his or her repayments of a company loan are in arrears should not be taken into 
consideration in the context of disciplinary proceedings.  
 
54. Moreover, irrespective of different national approaches to the issue of “incompatibility”, it may also be 
the case that an employer’s undertaking that he or she will not use data collected for certain purposes for 
other purposes within the employment relationship may effectively restrict subsequent use of the data. 
Sometimes the very nature of the original purpose for which personal data were collected – for example 
statistics or research relating to industrial diseases – will preclude the subsequent use of the data collected 
for another unrelated employment purpose. Whether or not subsequent use of personal data is to be 
considered “incompatible” with the original purpose for which the data were collected is to be assessed on a 
case-by-case basis. 

 
55. Informing the employee of any proposed use of data drawn from different contexts in order to take 
decisions which affect his or her interests is seen as a safeguard for the employee against the sort of 
prejudice illustrated above. This is a fundamental requirement of the principle of fair processing and of 
transparency which governs the employment relationship.   
 
56. In the event of the transfer of undertakings or businesses, it may be acceptable that certain 
categories of employees’ personal data be communicated to third parties (e.g. to other companies of the 
same group or to the new employer in the event of acquisitions or mergers, transfer of contracts, etc.). The 
amount of personal information on employees which can be legitimately communicated to third parties will of 
course depend on the job in question and, in addition to the requirements of relevancy and proportionality, the 
communication will also be linked to respect for the purposes specification (“for employment purposes”). 
Where substantive changes in the processing occur, the persons concerned should also be informed in due 
respect of applicable law and as may be found appropriate by data protection authorities. Where the transfers 
of undertakings or businesses result in a transfer of employees’ data to third countries, those can only take 
place where the third country ensures an adequate level of protection for the data or appropriate safeguards. 
 
57. The text of Principle 6 says nothing about the issue of the processing of personal data for research or 
statistical purposes by employers. Planning and organisation of work may require this to be carried out at 
times. Should this be the case, the principles laid down in Recommendation No. R (83) 10 on the protection 
of personal data used for scientific research and statistics should be respected.  
 
7.  Communication of data and use of ICTs for the purpose of employee representation 
 
58. The meaning to be assigned to the term “employee’s representatives” will be determined by national 
law and practice in the field of labour relations. These representatives may include works councils, trade 
union representatives or other associations to which the employee is affiliated. The names and addresses of 
employees may in some cases need to be communicated to the representative organ so as to allow literature 
relating to proposed union elections to be circulated. The communication of personal data relating to 
employees who are not affiliate to a representative body should be done with their consent. However, if the 
purpose is to verify compliance with a collective agreement or other terms of employment and this is made 
through employee’s representatives, which may be the case for some member States, transfer of personal 
data relating to employees who are not members of the representative body can be done if necessary to 
verify such compliance. 
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59. The term “collective agreement” should be understood as an agreement between an employers’ 
organisation or an employer, on the one hand, and a trade union on the other. The agreement should be in 
writing and should normally detail the conditions of employment and the relationship between the employer 
and the employee. 
 
60. Furthermore, for the purposes of this recommendation, the term “communication” provided for in 
Principles 7 and 8 should include the disclosure, transmission and transfer of personal data. 
 
61. The quantity of personal information which can be communicated should satisfy the principle of 
proportionality – only that that is "necessary to allow them [the representatives] to represent the interests of 
the employees". The particular national context will obviously influence the amount of data which can be 
communicated to representative bodies, in particular the existence of statutory regulations on the relations 
between employers and representative bodies. For example, national law may authorise the communication 
of personal data relating to a candidate for promotion so as to allow a works council to be consulted before 
any decision is taken. The obligations provided in collective agreements, stated in the Principle 7.1, usually 
concern both employers and employees and may refer for instance to pay agreements, employment 
conditions and joint dispute resolution procedures. 
 
62. Information systems referred to in Principle 7.2 are those defined in Principle 2. New technologies, 
such as e-mails or intranet, may be used for the communication of employees’ data to their representatives. 
This communication should be done in accordance with domestic law and practice. The agreements setting 
the procedures for the secure use of the data and the confidentiality of the communications should also be 
provided for in domestic law or determined by the data protection authorities. 

 
63. Reference could be made here to electronic voting, often online, which has been increasingly 
developed during recent years, particularly for employees’ representatives elections within companies. 
Electronic voting operations may pose risks to employees, notably the risk of disclosure of sensitive data 
such as trade union membership or political opinions.  The processing of personal data necessary for 
elections should seek to ensure the protection of the privacy of employees. The implementation of effective 
security measures is essential for a successful vote operation, such as the use of cryptographic methods, 
sealing and encryption. 
 
64. The data processed by representative bodies in these circumstances are naturally subject to the 
general principles of data protection, particularly so in the case of electronic voting referred to above. 
 
8.  External communication of data  
 
65. It has been noted that the employer may act as an intermediary between the State and the employee 
for the purpose of supplying data to State agencies, such as those referred to in Principle 8.1. It may for 
instance be tax or social security authorities or health and safety inspectorates. The nature and amount of 
personal data which can be communicated to such public bodies or State agencies will be determined by the 
level of fulfilment of the statutory duties. "Legal obligations" should be understood in this sense.  
 
66. Public bodies may require the processing of personal data to enable them to exercise their official 
functions – for example, government research in the field of job-related injuries and diseases or the analysis 
of employment patterns in deprived areas. It is accepted that the expression “in accordance with other 
provisions of domestic law” may oblige communication of employee data in those circumstances (for the 
definition of “communication” see paragraph 56 above) and will depend on the national context. In addition, 
domestic law, in compliance with the ECHR, may at various times require the communication of personal 
data to the police, courts and other public bodies discharging official functions. It will be noted that, in these 
cases, personal data are not being communicated for employment purposes. For example, divorce 
proceedings involving an employee and his/her spouse may require the communication of data relating to 
his/her salary by the employer to the court so as to enable it to assess the amount of maintenance which 
should be paid on the dissolution of their marriage. Regarding the communication of personal data to the 
police – which may be required by domestic law as applied in conformity with Convention 108 – reference 
should also be made to the provisions of Recommendation No. R (87) 15 of the Committee of Ministers to 
member States regulating the use of personal data in the police sector.  
 
67. Principle 8.2 addresses the situation where personal data are to be communicated outside the place 
of employment to public bodies not exercising official functions – for example a government agency acting as 
employer in the labour market – and to private parties, including entities within the same group.  
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68. Principle 8.2.a deals with the communication of personal data for employment purposes to the type of 
bodies referred to above. For example, an employer may engage an auditor to run the company accounts, 
pay wages, deal with personal tax liability of employees, etc. Or an employee may be on a temporary 
assignment with another employer. Both examples will require the disclosure of personal data. The text 
accepts that communication in such circumstances is legitimate since the sort of matters referred to fall 
within the scope of the expression “employment purposes”. It should be noted that the legitimacy of 
communication in those circumstances is made subject to ensuring respect for purposes specification 
(“which are not incompatible with the purposes for which the data were originally collected”) and the 
considerations discussed under Principle 6.3 are equally valid for the interpretation of Principle 8.2.a. 
Principle 8.2.a also makes communication of the data conditional on prior information being given to the 
employee concerned or his/her representatives. Once again, the text of the recommendation recognises the 
value of data protection operating in conjunction with transparency. 
  
69. As regards Principle 8.2.b, the personal data to be communicated may not be intended for use for 
employment purposes – for example, a request made by a direct marketing firm or a political party to have 
lists of employees’ names and addresses. In situations such as these, the safeguards are increased: the 
express, freely given, specific and informed consent of the individual employee must be obtained.  

 
70. It may also be the case that domestic law authorises the communication of personal data to private 
bodies or public bodies not discharging official functions. National legislation on statistics may be such a 
case. More often, the communication referred to in Principle 8.2.c is provided for the purpose of discharging 
legal obligations, relating for example to social security and the welfare of employees, or to optimise the 
allocation of human resources or, where necessary, for judicial purposes, including the exercise of the right to 
remedy. 
 
71. Principles 8.3 and 8.4 were introduced in the light of other legislation that aims to enhance the 
transparency of public administrative activities and to facilitate access to public records by introducing various 
obligations for public administrative bodies to publish and disseminate records, documents and information 
on their organisation and activities. Communication of data relating to a public authority’s staff can cover a 
wide range of topics, including the names of employees, organisation charts and internal directories, as well 
as other data where individual employees can be identified, such as information on salaries and pensions, 
severance payments and compromise agreements, sickness statistics and training records. 
 
72. There are a number of factors that could indicate whether communication would be fair, including 
whether it is necessary and proportional to the fulfilment of the public interest, if it is sensitive personal data, 
the consequences of disclosure and the balance between the employees’ rights and any legitimate public 
interest in disclosure. In principle, the information should relate to their public role rather than their private life. 
When it comes to sensitive personal data, full respect of Article 6 of Convention 108 should be ensured. 
These data are likely to relate to the most personal aspects of employees’ lives, for example their health or 
sexual life, rather than their working life.  
 
73. Additional safeguards may be considered for the fair processing and publication of employees’ data, 
such as the determination of proportionate time limits for their publication as well as taking measures for 
restricting the availability of such information on external search engines. 
 
9.  Processing of sensitive data  
 
74. As with Convention 108 and other recommendations in the field of data protection, a separate 
principle is devoted to the issue of sensitive data. It will be noted however that Principle 9 also lays down 
special guidelines for the processing of health data, given that such data are a more common feature of the 
employment sector than the other types of data referred to in Principle 9.1. For this reason, health data 
require more extensive consideration. Due attention should also be paid to Recommendation No. R (97) 5 of 
the Committee of Ministers to member States on the protection of medical data.   
 
75. Particular attention should be paid to medical technologies which make it possible to uncover the most 
intimate information on the state of an employee’s health. Given the rights to respect for privacy and to human 
dignity, such techniques should be used with care, only if provided for by specific domestic legislation and 
accompanied by appropriate safeguards. Reference may be made to the Recommendation No. R (94) 11 of 
the Committee of Ministers to member States on screening as a tool of preventive medicine. In addition, 
employers, both in the public and private sectors, should be made aware of the provisions of Recommendation 
No. R (87) 25 of the Committee of Ministers to member States concerning a common European public health 
policy to fight the acquired immuno-deficiency syndrome (AIDS). In that recommendation, the Committee of 
Ministers discourages the use of compulsory screening for the entire population or for particular groups. It is 
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felt desirable that employers should follow this approach in the employment sector by not obliging job 
applicants to undergo AIDS screening against their will.  
 
76. The principles laid down earlier in the recommendation in regard to the processing of personal data 
must be read in the light of the provisions relating to sensitive data set out in Article 6 of Convention 108. 
These principles seek to adapt this article to the requirements of the employment sector for which there 
should be no exception other than the one referred to in domestic law, for instance when processing is 
necessary for the purpose of pension systems or sickness insurance schemes negotiated by employers and 
trade unions, on condition that appropriate safeguards are provided. The additional safeguards should mainly 
ensure the security and lawful processing of the data. As regards to cases not covered by this exception, the 
prohibition on the processing of sensitive data remains the rule; derogation from this rule is only possible if 
domestic law lays down appropriate safeguards. Moreover, the attention of employers should be drawn to the 
strict prohibition of collecting sensitive data that are irrelevant to the nature of employment and could lead to 
discrimination towards specific employees; for instance, rejecting candidates for employment due to their 
religious or political beliefs or isolating or dismissing an employee owing to his or her sexual preferences.  
 
77. On the other hand, certain types of sensitive data could be processed lawfully when the very nature 
of the employment requires sensitive data to be obtained: for example, political organisations which seek to 
influence public opinion may require information on the political views of candidates for posts with such 
organisations; and religious institutions may require candidates for employment with them to state their 
religious convictions at the time of recruitment. However this processing is only lawful when specific and 
additional appropriate safeguards are provided for by domestic law. 
 
78. Principle 9.2 sets out the situations where health data are likely to be processed in the employment 
context. They relate to both physical and mental health. Principles 9.2 and following are structured in such a 
way as to limit the processing of health data while emphasising the need for security. As regards to the 
collection, Principle 9.2 places restrictions on the sort of health data which may be collected. It will be noted 
that health data concerning prospective employees as well as employees are covered.  
 
79. Principle 9.2.a deals with the suitability of the employee to exercise his or her duties. According to 
this principle, health data can only be obtained if needed to determine whether the employee is fit for a 
particular position, for example a scientist participating in an expedition. The need to process health-related 
data has to be evaluated against the purpose for each specific case. The reference to “the requirements of 
preventive medicine” in Principle 9.2.b, covers periodic check-ups, for example to ensure that employees who 
are exposed to toxic substances in their work environment do not develop any disease. Principle 9.2.c allows 
health data to be collected in order to enable an employee to work under appropriate conditions in line with 
his/her illness or disability. Processing of health data carried out on the grounds of safeguarding the vital 
interest of the data subject or other employees, as stated in Principle 9.2.d, is usually related to an 
emergency context, which will be evaluated on a case-by-case basis. Principle 9.2.e allows health data to be 
collected so as to allow “social benefits” to be granted to an employee. For example, an employee injured in 
the workplace who makes a claim under a company insurance scheme may need to be medically examined 
to determine the nature and extent of the disability. Moreover, industrial injuries schemes or employees’ 
compensation schemes administered by the State may require data to be collected on the state of the health 
of an employee with a view to settling a claim made by the employee or with a view to assessing the 
likelihood of future claims against the State fund. 
 
80. The nature of the employment will of course influence the sort of questions which may be asked of 
an employee or applicant, and thus the amount of data which can be collected. It will also influence the nature 
of the physical examination. For example, an applicant for a job in a nuclear power plant may, in addition to a 
rigorous medical test, be required to supply information regarding the incidence of cancer or other diseases in 
his or her family history. Applicants for jobs in the liberal professions would not be expected to do so.  
 
81. Principle 9.3 recalls that respect for rights and fundamental freedoms should be safeguarded during 
the collection of data. In this regard, it prohibits the processing of genetic data of employees by the employer, 
as it can lead to discrimination when it comes to any aspect of employment. The processing of genetic data 
can only be allowed under very exceptional circumstances, regulated by provisions of domestic law. 
According to Recommendation No. R (97) 5, such processing can only be permitted for health reasons and in 
particular to avoid any serious prejudice to the health of the data subject or third parties. Processing of 
genetic information may be acquired for example through a genetic monitoring programme that monitors the 
biological effects of toxic substances in the workplace, where the monitoring is required by law or, under 
carefully defined conditions, where the programme is voluntary.  
 
82. Reference should be made to Recommendation No. R (92) 3 of the Committee of Ministers to 
member States on genetic testing and screening for health care purposes, and in particular to Principle 6 of 
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the recommendation which provides that “(…) admission to, or the continued exercise of certain activities, 
especially employment, should not be made dependent on the undergoing of genetics tests or screening”. 
Principle 6 further sets out that “exceptions to this principle must be justified by reasons of direct protection of 
the person concerned or of a third party and be directly related to the specific conditions of the activity”. 
 
83. Principle 9.4 stipulates that an employer can only obtain the data from the employee concerned and 
is not allowed to collect health data directly from other sources, for example by contacting a former employer. 
The individual should be the primary source of information for the purposes of supplying health information – 
primarily through his or her physical examination and answers to the questions put to him or her to determine 
their suitability for employment, on condition that such processing is lawful.   

 
84. Principle 9.5 relates to situations where personnel bound by “medical confidentiality” may have 
access to confidential health data for medical reasons. These situations should only be related to the 
suitability of the employee to exercise his or her duties or to when the processing of health data by the 
employer is necessary to impose measures to protect the employee’s health or to prevent risks for others. It 
should be noted that, in Principles 9.5 and 9.6, the drafters of the recommendation made a deliberate 
distinction between health data in general and health data covered by medical confidentiality. It goes without 
saying that the latter require particular protection.  
 
85. Subject to the rules on the collection of personal data governed by medical confidentiality, referred to 
in Principles 9.5 and 9.6, and unlike the other categories of sensitive data referred to in Principle 9.1, the 
processing of data relating to the health of employees or prospective employees is not subject to a 
requirement of “particular cases”. It is accepted that the processing of such data is a generalised and 
necessary practice in the employment sector. Domestic law will determine the sort of data which are covered 
by medical confidentiality. 
 
86. Where a company or organisation employs its own medical staff to conduct medical examinations on 
employees or job applicants, it is essential that they maintain confidentiality at all levels and even before the 
employer. Employers should not receive medical information, but only conclusions relevant to the 
employment decision. The categories of persons, other than doctors, who are bound by rules on medical 
confidentiality, should be determined in accordance with national law and practice. Principle 9.5 places 
severe limitations on the communication of medical data sensu stricto to administrative personnel, it being 
understood that general indications on the state of health of an employee or prospective employee can be 
given (X has passed his medical examination; the results of the medical examination reveal that Y is no 
longer sufficiently fit to continue employment, etc.). Where it is the case that health data have to be 
communicated to the personnel administration, the data so communicated may only be subsequently stored 
within the personnel administration in strict compliance with Principles 5 and 6 of this recommendation.  
 
87. The confidentiality of health data is threatened when they are added to an employment record 
containing various other categories of data. Physical separation also allows for increased data security. 
Consideration should be given to the use of passwords for selective access to the data stored so as to 
ensure that only members of the medical service can access the data. Other technical means can be used to 
prevent unauthorised access. 
 
88. It is recognised that the processing of health data may require the co-operation of persons outside 
the medical service, who are not subject to the same codes of ethics or requirements of medical 
confidentiality – for example information technology (IT) staff. It is of the utmost importance that their 
attention is drawn to the sensitivity of the information being processed and to the need to respect its 
confidential nature.  
 
89. As regards to the processing of any health data relating to third parties (see Principle 9.7), reference 
could be made to family members of the employee in order to grant them specific benefits. 
 
10.  Transparency of processing 
 
90. Principle 10 proposes a number of ways in which employees can be informed of both their rights and 
the data processing activities of the employer. A particularly clear and complete description must be provided 
of the type of personal data which can be collected by means of information systems and technologies which 
enable them to be monitored by the employer, and of their possible use. A general policy should explain, 
moreover, how covert surveillance could happen. 
 
91. A similar description should be provided of the use of biometric and of Radio Frequency Identification 
(RFID) technology, the possible use of personal identification codes and also the role of IT staff (such as 
system administrators) in relation to data processing. 
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92. The information should also refer to the rights of the employee in regard to his or her data, as 
provided for in Principle 11 of this recommendation, as well as the ways and means of exercising those 
rights. The information referred to in Principle 10.1 should be provided and updated in due time and, in any 
event, before the employee carries out the activity or action concerned, and should also be made readily 
available through the information systems normally used by the employee. 

 
93. It should be noted here that the term “recipient”, included in the type of information to be provided to 
employees, should be understood as a natural or legal person, public authority, service, agency or any other 
body to whom data are disclosed or made available. 
 
94. In accordance with domestic law or practice and, where appropriate, in accordance with relevant 
collective agreements, employers should, in advance, fully inform or consult their employees or 
representatives about the introduction, adaptation and operation of information systems and technologies for 
the collection and use of personal data necessary for requirements relating to production or safety, or to work 
organisation.  
 
11.  Right of access, rectification and to object 
 
95. Employees should be entitled to know about the personal data processed relating to them. Principle 
11.1 advocates that each employee should, on request, be able to access all personal data held by the 
employer which concern him or her. The employee should also be granted the right to know any available 
information as to their source, the parties to which the data have been, or could be, communicated and/or the 
reasoning behind any automated process concerning him or her. To that end, the employer should introduce 
general procedures to ensure that there is an adequate and prompt response where the right of access, 
deletion and rectification are exercised, in particular in large-scale entities or entities spread out across the 
country.  
 
96. The term “controller”, stated in Principle 11.1, refers to the person or body having the decision-
making power concerning the processing, whether this power derives from a legal designation or from factual 
circumstances. In some cases, there may be multiple controllers or co-controllers (jointly responsible for 
processing and possibly responsible for different aspects of that processing). For the principles set out in this 
recommendation, the controller is usually the employer. The “processor”, referred to in Principle 20.1, is a 
separate entity acting on behalf of the controller carrying out the processing in the manner that was requested 
by the controller and for the needs of the controller. An employee of a controller is not a processor, but a data 
subject, in respect of the processing of his or her personal data. 
 
97. Under Principle 11.2 each employee should further have the right to request rectification, blockage or 
erasure of his/her data when they are held contrary to the law or to the principles set out in this 
recommendation, in particular when they are incorrect. The right to object may be limited by virtue of a law 
when, for example, the data should be processed pursuant to tax or social security or industrial safety 
legislation. The right to object may not be applicable when the processing is necessary for employment 
purposes, such as the execution of a contract of employment. 
 
98. The right of access should also be guaranteed in respect of personal assessment data, referred to in 
Principle 11.3, including when they relate to assessments of the productivity or capability of the employee 
(see paragraph 5.5), when the assessment process has been completed at the latest, without prejudice to the 
right of defence of employers or third parties involved. Principle 11.3 seeks to find a balance between the 
right of access of the employee, which also extends to evaluation data, with the legitimate need of the 
employer to express evaluation of the employee. On the other hand, the employee should have a means of 
appeal for challenging the assessment and defend him/herself against any negative assessment, preferably 
before the evaluation is finalised. Any deferment for defence purposes shall only be temporary. 
 
99. Principle 11.4 recognises the right of an employee to have his or her views taken into account when 
subject to a decision solely based on an automated processing of data which has an adverse effect on him or 
her (for example, a disciplinary measure, a dismissal, a denial of promotion). This could be the case for 
example when an employee is dismissed for not performing his or her duties on the basis of monitoring 
carried out via video surveillance, when this monitoring is lawful, and the decision of dismissal is based solely 
on the images recorded. In addition, the fact that a decision is based on automatic processing cannot deprive 
the employee of the right to know the reasons on which the decision is based. 
 
100. Principle 11.5 is connected to the previous one, since the implementation of the requirements of 
Principle 11.4 necessitates the employee being informed of the reasoning on which the automated decision is 
based, and for this purpose he or she should be entitled to consult and examine the relevant reasoning. 
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101. Principle 11.6 defines the authorised exceptions to Principles 10, 11.1, 11.2, 11.4 and 11.5. The 
rights of the employee are not unrestricted and they have to be reconciled with other rights and legitimate 
interests. They can, in accordance with Convention 108, be limited only where laid down by law and where 
this constitutes a necessary measure in a democratic society in the interest of legitimate grounds 
exhaustively listed by Convention 108. For instance, the right to be informed about the reasoning on which 
processing is based can be limited to protect the rights of others, such as legally protected secrets (e.g. trade 
secrets). As regards the right to object, the employer may have a compelling legitimate ground for the 
processing, which overrides the interests or rights and freedoms of the employee. The legitimate interest will, 
of course, have to be demonstrated on a case-by-case basis in order to pursue such processing. Moreover, 
there may be practical limitations to an exercise of the right of access. For example, a particular data file may 
contain data on several employees. In such a case, the employer may extrapolate the personal data referring 
to the employee concerned and when it is not possible to separate the data of the employee concerned from 
that of his or colleagues, the employer may be obliged to seek the colleagues’ consent before being granted 
access to the specific data file. 
 
102. The limitation on the exercise of rights expressed in Principle 11.7 applies to, for example, the 
opening of an investigation by an employer into cases of theft of goods from a factory or from employees. It 
should be noted that, if the exercise of the right of access has been suspended – and this may only be 
carried out to an extent necessary for the needs of the investigation – such suspension may not last beyond 
the end of the inquiry. 
 
103. The person designated by the employee in accordance with the provisions of Principle 11.8 may be a 
colleague, a lawyer or his or her representative. What is essential is that the employee himself or herself 
must appoint such a person. Principle 11.8 accepts that domestic law may restrict, or even prohibit, the 
assistance offered to the employee. 
 
104. Domestic law will further determine the nature of the remedy envisaged in Principle 11.9. Such 
remedies presuppose the intervention of an independent authority, whether a court or independent body as 
understood by the Additional Protocol to Convention 108, i.e. one having the power to investigate and to order 
appropriate sanctions. 
 
12. Security of data  
 
105. Principle 12.1 deals with the technical and organisational steps which should be taken to ensure data 
security. One way of implementing this recommendation is by legal means; other means might be considered 
involving the establishment of internal security policies and procedures. Practical precautions also have to be 
taken by the controller to avoid any accidental or malicious processing incidents. The level of security must 
be appropriate to the likelihood and severity of risks of the data processing and the nature of personal data, 
as well as the nature, scope, context and purpose of the processing.  
 
106. Adequate technical and organisational measures, as stated in Principle 12.1, should be adapted 
according to each situation and should ensure effective data protection. For example:  
 
a. updated processing inventories;  
b. privacy impact assessments for high-risk processing operations; 
c. the appointment of a data protection officer or a more precise assignment of responsibility to ensure 

more structured management of data processing; the introduction of internal audit mechanisms or 
independent inspection of the state of progress in applying legislation; 

d. the identification of internal procedures aimed at highlighting security risks or breaches; 
e. training activities and certification at various levels, including management. 
 
Furthermore, it should be borne in mind that the minimisation of data provides preventive benefits from the 
very beginning of the processing. Also where data breaches occur, the employer should implement 
appropriate technological protection measures to prevent prejudice to employees’ rights and should 
communicate the data breach, without undue delay, to the employees concerned. 
 
107. Principle 12 concerns not only employers, but also third parties, such as employment agencies and 
IT companies processing the personal data of employees on behalf of employers (“entities which may 
process data on their behalf”). Reference shall be made in this regard to the obligations of the “processor”. 
The “processor” is a separate entity acting on behalf of the controller carrying out the processing in the 
manner that was requested by the controller and for the needs of the controller (see also paragraph 90). The 
rules on security of processing imply an obligation on the controller and the processor to implement 
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appropriate technical and organisational measures in order to prevent any unauthorised interference with 
data processing operations [see Directive 95/46/EC]. 
 
108. Principle 12.3  sets out the obligations of the personnel administration, as well as other people 
engaged in the processing of the data, such as webmasters, who, in the exercise of their duties relating to the 
normal functioning and the security of networks, have access to a certain amount of personal data though 
mailboxes, login files, temporary files or cookies. This principle provides that the employer should inform the 
personnel involved in the processing of data about the security measures they should apply, preferably by 
means of internal policy rules. Another measure would consist of including a clause of confidentiality in their 
contract and, as the case may be, in the IT charter of the establishment or in the internal regulations. 
 
13. Preservation of data  
 
109. Principle 13.1 provides that the length of time for which personal data can be retained by an 
employer should be determined by the employment purposes indicated in Principle 2 of the recommendation. 
For some employment purposes, the length of time that data are to be kept will be longer than for other 
purposes. The period of preservation will be determined on a case-by-case basis. For example, payment of a 
company pension scheme will oblige the employer to retain data long after the employee has retired.  
 
110. Principle 13.2 devotes particular attention to the case of personal data submitted by prospective 
employees. In principle, such data should be deleted when the candidate’s application is rejected. In addition, 
the documents provided by the applicant should either be returned to the applicant or be deleted from the 
system (online applications for instance). This said, it may sometimes happen that an employer may wish to 
retain information on a particular candidate who has, for example, failed to meet the requirements of the job 
description but who could be considered for another post at a later stage and for which he or she is more 
suited. It may also be in the interests of the rejected prospective employee to have his or her information kept 
on the employer’s databases. Nevertheless, the employer should do so only with the consent of the 
prospective employee concerned, after he or she has been duly informed.    
 
111. Principle 13.3 also considers the possibility of data submitted in furtherance of a job application being 
retained by the employer as a precaution against legal action being taken against him by a failed applicant, as 
well as for other legitimate purposes. For example, the employer may wish to prove to a court that the job 
applicant was not rejected on grounds of sex, ethnicity, religion, etc., or that correct recruitment and interview 
procedures were followed. In such cases data should be stored only for the period necessary for the 
fulfilment of the said purpose, and deleted when the period during which a legal action could have been 
introduced has expired. The data submitted should also be stored when necessary for other legitimate 
purposes. For instance, this might be the case when an employer is legally obliged to provide information 
about circumstances in their activities that are of importance for the supervision of a law, e.g. legislation on 
non-discrimination. In such cases, the data should be stored as long as necessary. 
 
112. According to Principle 13.4, when an internal investigation is carried out and does not give rise to any 
charge or negative measure against the employee concerned, the data should be deleted after a reasonable 
period. There are no rules as to what would constitute a reasonable period. As stated earlier, the length of 
preservation will be determined on a case-by-case basis. Special attention should be drawn to the right of 
access of the employee concerned. If the exercise of this right was suspended for the needs of the 
investigation, personal data processed for the purposes of the investigation should be communicated to the 
employee concerned before their deletion.  
 
 
Part II – Particular forms of processing 
 
14.  Use of the Internet and electronic communications in the workplace 
 
113. Employers have the right to encourage efficient management and to protect themselves against 
liabilities and damages which employees’ actions may give rise to.  Monitoring and surveillance activities in 
the interests of the employer should however be lawful, transparent, effective and proportionate, and this 
reasonable approach would also avert possible negative effects on the quality of their professional 
relationship.   
 
114. To prevent unjustifiable interferences with individuals’ rights to private life and to the protection of 
personal data with regard to the possible processing of personal data relating to Internet or intranet use, 
employers could be made to formally communicate the information to the persons concerned, outlined in 
Principle 16.1, in a document such as an IT charter or privacy policy, which should be signed by employees 
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and periodically updated. The information in the policy on the use of media and on monitoring should be 
clear, comprehensive, accurate and easily accessible. 
 
115. Principle 14.1 extends to all aspects of an employee’s employment, including his or her use of any 
computer, smartphone or other digital device, either in the framework of the employer’s intranet or extranet, 
or by their direct or indirect use of the Internet provided by the employer. It applies whether the device used 
by the employee is provided by the employer or by the employee him/herself.6 Furthermore, it is often the 
case that information devices in the workplace are used for purposes other than professional ones. Although 
this should remain appropriate and fair and should not affect either the network’s security or the productivity 
of the establishment, the employer may determine the conditions and restrictions on the use of the Internet 
that do not constitute a disproportionate infringement of employees’ privacy. 
 
116. Principle 14.2 provides for the processing of personal data relating to Internet or intranet pages 
viewed by the employees. According to this principle the employer may adopt appropriate measures in order 
to reduce the risk of improper use of the Internet (browsing of non-relevant sites, file or software uploads or 
downloads, the use of network services for purposes unrelated to work), even by using filters, thus avoiding 
subsequent processing of employees’ personal data which could also involve sensitive data.   
 
117. The employer could, for example, take the following measures: 
 
a. identify and specify a priori the categories of sites which are definitely not related to work; 
b. ensure that, when necessary, during screening/check-ups, only data that is anonymous or that does not 

allow the immediate identification of users is processed through appropriate data aggregation techniques 
(for example, analysis of log files relating to web traffic of groups of employees only). 

 
118. Principle 14.3 lays down the conditions of lawfulness of access to employees’ professional electronic 
communications. It should be noted that, for the purposes of the recommendation, “professional 
communications” shall refer particularly to e-mails sent or received during the performance of the employees’ 
duties, or professional information exchanged via Internet messaging services. Access to professional 
electronic communications may be necessary in order to obtain confirmation or proof of misconduct or in 
order to detect infringements of employer’s intellectual property. When it is professionally necessary to 
access such communications, employers should demonstrate the security needs or other lawful reasons for 
that access (such as when the employer is to be held liable for the actions of its employees, has to detect the 
presence of viruses or guarantee the security of the information system). Employers should take further 
necessary measures and consider appropriate procedures in order to access an employee’s professional 
electronic communications. For example, if an employee is absent from work unexpectedly and/or for a 
prolonged period, in view of the possible need for the employer to access the contents of e-mail messages 
on account of pressing requirements related to work, the employee in question should be allowed to entrust 
another employee (trusted party) with checking the contents of his/her e-mail messages and forwarding 
messages that are considered to be professionally relevant to the employer.    
 
119. In addition to providing compelling legitimate grounds for access to professional electronic 
communications of employees, employers should furthermore inform employees in advance of the existence 
of this possibility, preferably by means of an explicit internal policy. A proper policy shall therefore clarify the 
legitimate expectations of employees or third parties to the confidentiality of their communications.  
 
120. It may on some occasions be difficult to distinguish a professional communication from a personal 
one. In some countries, the content of electronic communications – together with certain data outside of 
these communications and attached files – is protected by a guarantee of confidentiality of correspondence 
and communication, sometimes determined at the constitutional level. At least at the beginning, access 
should in principle be limited to data about the communication (length, recipient, etc.) rather than the content 
of the communication itself, if this is sufficient to satisfy the employer’s needs.   
 
121. Principle 14.4 upholds that private communications at work should not be monitored, including the 
content, as well as information on sending and receiving. 
 
122. Principle 14.5 sets out the situations where employees leave the organisation. It is stipulated that 
employers should deactivate former employees’ accounts in such a way as to avoid having access to their 
communication after their departure. If the employers wish to recover the content of an employee’s account, 
they should take the necessary measures to do so before their departure, and preferably in their presence.  
 

                                                      
6 See the guidelines on “Bring Your Own Device” (BYOD) issued by the Information Commissioner’s Office (ICO) 
http://ico.org.uk/for_organisations/data_protection/topic_guides/online/byod  
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123. Principles 14.1 to 14.5 should be interpreted in the sense that all interference with private 
communications must be in conformity with Article 8 of the ECHR and the corresponding case law of the 
Court.  
 
15.  Information systems and technologies for the monitoring of employees, including video surveillance 
 
124. Principle 15.1 sets strict conditions in respect of the introduction and use of information systems and 
technologies for monitoring employees’ activity and behaviour. Without prejudicing measures relating to well-
founded defence proceedings, the use of information systems and technologies, such as video surveillance 
in the workplace or geolocation systems, should be limited only to organisational and/or production 
necessities, or for security purposes or the protection of health. Such systems should only be allowed if 
legitimate, necessary, proportionate, fair, transparent and regulated. They should not aim at permanently 
monitoring the quality and quantity of the individual work in the workplace, nor aim at remotely monitoring 
employees’ behaviour or location. 
 
Moreover, with regard to video surveillance systems, employers should adopt preventive measures, such as:  
 
- the shortest possible maximum preservation period, to be defined and allowed for by the system; 
- only allowing images to be accessed and viewed by duly authorised staff in the exercise of their duties 

(for example the person responsible for security in the establishment).  
 
125. Principle 15.2 states that the processing of personal data in connection with the use of information 
systems and technologies must uphold employees’ fundamental rights and freedoms and in particular their 
right to respect for privacy. This approach is consistent with the position adopted by the Court, which has 
stated repeatedly that increased vigilance in protecting private life is necessary to contend with new 
communication technologies which make it possible to store and reproduce personal data. With regard to 
video surveillance systems, it is clearly stated within Principle 15.2 that placing cameras at locations such as 
toilets or cloakrooms (“occurrences that are part of the most personal area of life of employees”) is strictly 
prohibited in any situation. 
 
126. While bearing in mind that video surveillance systems are also covered by information systems and 
technologies, according to the “Guiding principles for the protection of individuals with regard to the collection 
and processing of data by means of video surveillance” adopted by the European Committee on Legal 
Co-operation (CDCJ) of the Council of Europe in May 2003, “any video surveillance activity should be 
undertaken by taking such measures as are necessary in order to ensure that this activity complies with 
personal data protection principles, in particular by only using video surveillance if, depending on the 
circumstances, the purpose cannot be attained by measures which interfere less with privacy, provided that 
the alternative measures would not involve disproportionate cost […] and by preventing the data collected 
from being indexed, matched or kept unnecessarily. When it proves necessary to keep data, these data must 
be deleted as soon as they are no longer necessary for the determined and specific purpose sought […].” 

 
127. Principle 15.3 stipulates that, in the event of a lawsuit or counterclaim, employees should be able to 
found it on the recording made. Nonetheless, the application of this principle should not lead to the storage of 
the recording made for an unlimited and disproportionate period of time and the data protection principles set 
forth in Principle 3 should apply accordingly. 
 
16.  Equipment revealing employees’ location 
 
128. Principle 16.1 refers to the use of equipment which may reveal employees’ locations and may track 
their movements. This could be for instance Radio Frequency Identification technologies (commonly known 
as “RFID technology”), GPS (Global Positioning System) or portable devices, placed inside objects, clothes 
or uniforms. The considerations discussed under Principle 15.1 are equally valid for the interpretation of 
Principle 16.1, limiting the use of such equipment only to organisational necessities, or for security and safety 
purposes, or for the protection of health, in line with the principles of proportionality and legitimacy and on 
condition that their introduction will not lead to a continuous monitoring of the employees concerned. 
 
129. The use of such equipment may constitute an infringement of the rights and freedoms of employees 
and should not lead to continuous monitoring of an employee. Preventive measures must be considered, for 
instance the possibility to suspend the geolocation outside working hours.  
 
130. Furthermore, as far as the implementation of Principle 16.1 is concerned, the use of these devices 
should not enable the processing of data with regard to certain offences (speeding, for example), nor enable 
the geolocation of other people. 
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131. In this context, a particularly clear and complete description must be provided to employees 
concerned before the use of the equipment which reveals their location. At the very least, the notification 
should inform employees of the type of personal data which may be collected by means of the equipment, of 
their possible use and also the role of any system administrators in relation to data processing. Such 
notification with regard to the policy on monitoring shall also remain valid for other particular forms of 
processing referred to in Part II of this recommendation. 
 
17.  Internal reporting mechanism 
 
132. Internal mechanisms such as hotlines, specific e-mail addresses or online systems may enable 
employees to report illegal activities. Recommendation CM/Rec(2014)7 of the Committee of Ministers to 
member States on the protection of whistleblowers, as well as Opinion 1/2006 of the Article 29 Working 
Party7 on the application of EU data protection rules to internal whistleblowing schemes in the fields of 
accounting, internal accounting controls, auditing matters, fight against bribery, banking and financial crime 
may provide further guidance on this topic. The term “whistleblower” usually refers to a person who reports or 
discloses misconduct, alleged dishonest or illegal activity occurring in an organisation, in the context of their 
work-based relationship, whether it is in the public or private sector. 
 
133. Principle 17 underlines the importance of data security and its specific aims. It states that appropriate 
security measures should be put in place by employers and personal data should be processed for the 
purpose of internal reporting mechanisms relating to the report, as well as for the purpose of complying with 
legal obligations deriving from national law or following a legal action brought on the basis of the internal 
reporting. 
 
134. Those people subject to internal reporting should be duly informed about the use of their data, in 
order to exercise their rights referred to in paragraph 11. 
 
135. Even if anonymous reporting is possible, other mechanisms should be preferred in order to protect 
the rights and interests of all parties involved, confidentiality being the rule under all circumstances. 
 
 
18. Biometric data 
 
136. Principle 18 deals with the processing of biometric data for employment purposes. In information 
technology, biometrics usually refers to technologies for measuring and analysing human body characteristics 
such as fingerprints, eye retinas and irises, voice patterns, facial patterns and hand measurements, 
especially for authentication purposes. The application of biometrics raises important human rights issues, 
given that the integrity of the human body and human dignity are at stake.8 
 
137.  As outlined in Principle 18.1, the processing of biometric data to identify or authenticate employees 
should, in principle, only be permitted where it is necessary to protect the legitimate interests of the employer, 
employees or third parties, provided that such interests do not override the fundamental rights of employees. 
Legitimate interests may prevail, for instance, when protecting the vital interests of employees, or when it is 
necessary to control access to particularly sensitive areas in terms of security, such as a nuclear plant or a 
military base. 
 
138. Although the use of biometrics is possible under specific circumstances, employers should use less 
intrusive means, that is to say methods which uphold individuals’ fundamental rights and freedoms and in 
particular their right to respect for privacy and to human dignity. 
 
139. Where the use of biometric data is permitted under Principle 18.1, the access to such data shall be 
subject to requirements of security and proportionality. Biometric data should not be stored in a centralised 
database, and preference should be given, where appropriate, to biometric identification or authentication 
systems based on media available solely to the person concerned, thus enabling employees to keep the data 
themselves, on a card for example.  
 
19.  Psychological tests, analysis and similar procedures 
 

                                                      
7 The Article 29 Data Protection Working Party is an advisory body and was set up under Directive 95/46/EC of the European 
Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on 
the free movement of such data. 
8 See also Progress report on the application of the principles of Convention 108 to the collection and processing of biometric data 
(2005), prepared by the Consultative Committee of the Convention for the Protection of Individuals with regard to automatic processing 
of personal data (T-PD). 
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140. Psychological tests are used generally to determine, among other things, the ability of an employee 
to work under stressful conditions and to assess the potential of a prospective employee to handle the job 
effectively under those conditions. 
 
141. According to Principle 19.1, recourse to psychological tests, analyses and similar procedures should 
not take place unless they are legitimate and necessary in the employment context and domestic law 
provides appropriate safeguards. In this regard, decisions based solely on the results of such tests, analysis 
and similar procedures should be challengeable. Psychological testing should be administered by a 
professional organisation or a psychologist, subject to codes of ethics or requirements of medical 
confidentiality. The individual’s profile should under no circumstances reveal health-related information.  
 
142. Principle 19.2 further provides that the employee or prospective employee concerned should be 
informed in advance of the use that will be made of the results of these tests, as well as the content of the 
results.  
 
20.  Other forms of data processing posing specific risks to employees’ rights 
 
143. With regard to data processing, cloud computing is one example that presents a specific risk to 
employees’ rights. When public bodies and private enterprises use the services of a cloud provider, data are 
stored or processed by a cloud provider and/or its subcontractors. In such cases, employees risk losing 
control over their personal data as well as having insufficient information with regard to how, where and by 
whom the data is being processed/sub-processed. Similar concerns around employees’ data privacy rights 
may be raised by the use of mobile devices at work. The functioning of such devices, allowing for example 
device-activity monitoring, tracking and remote lock, necessarily involves access to personal data contained 
in these devices and the processing of this data by the employer. 
 
144. Principle 20.1 draws inspiration from Principle 12 of the recommendation regarding the security of 
data. Before carrying out data processing, the employer and, where applicable, the processor will have to 
perform an analysis of its potential impact on the rights and fundamental freedoms of the data subjects. This 
analysis will also have to take into account the principle of proportionality, on the basis of the comprehensive 
overview of the processing (that is the entire documentation and description of the processing, indicating 
what personal data will be processed and for what purpose, how it will be collected, how it will be used, 
internal flows, disclosures, security measures, etc.). The assistance of IT systems developers, including 
security professionals, or designers, together with users and legal experts, in analysing the risks would be an 
advantage and could reduce the administrative burdens linked to this exercise.   
 
145. In order to minimise the risks, employers could for example train staff in charge of processing 
personal data, set up appropriate notification procedures (for instance to indicate when data has to be 
deleted from the system), establish specific contractual provisions where the processing is delegated, as well 
as set up internal procedures to enable the verification and demonstration of compliance. One possible 
measure that could be taken by the employer to facilitate such a verification and demonstration of compliance 
would be the designation of a “data protection officer” entrusted with the means necessary to fulfil his or her 
mission independently. Such a data protection officer, whose designation should be notified to the 
supervisory authority, could be internal or external to the controller.   
 
146. Principle 20.2 further provides for the consultation of employees’ representatives before the 
introduction of high-risk processing operations, unless domestic law provides other safeguards. 
 
21.  Additional safeguards 
 
147. Principle 21 was introduced in order to outline the obligations of the employers when using particular 
forms of processing, especially those that could lead to the monitoring of employees. 
 
148. Regarding the obligation to inform employees before the introduction of information systems and 
technologies enabling the monitoring of their activities, the employer must indicate in a clear and detailed 
manner how the tools placed at their disposal will be used and whether monitoring will be carried out, and if 
so, the indicators and methods which will be used.   
 
149. Information on the policy regarding the use of media and on monitoring shall be clear, 
comprehensive, accurate and easily accessible.  
 
150. The employer should for example specify, where applicable: 
 



CM(2015)32 add 20 

a. the internal rules on data and systems security or on the protection of company or professional secrecy, 
provided for all employees, as well as the role of the systems administrator and any relocation of servers 
to other countries;  

b. any personal use of electronic communication tools which is permitted and invoiced to the party 
concerned or which is strictly forbidden (for example, the downloading or possession of software or files 
that are wholly unrelated to work activity), providing an indication also of the possible consequences, 
preferably graduated according to the seriousness of the offence (also taking into account the possibility 
of involuntary visits to websites due to unexpected actions by search engines, advertisements or typing 
errors); 

c. any inspection that the employer reserves the right to perform, providing an indication of the legitimate 
reasons for it and the methods used;  

d. the log files, if any are kept, in the form of back-up copies as well, and the people who have access to 
them.   

 
151. Employees or their representatives should be informed and consulted before the introduction or 
adaptation of any surveillance system. Where the consultation procedure reveals a possibility of infringing an 
employee’s right to respect for privacy and human dignity, his or her agreement should be sought.  
 
152. In situations where there are no employees’ representatives, some other specific entities should be 
involved in order to ensure that such particular forms of processing are carried out with the appropriate 
safeguards for the employees. 
 
153. Ensuring that a risk analysis be carried out when the introduction of new processing is being 
considered could also constitute a welcome additional safeguard. 
 



 
 
 

 

 
 
 
 

Factsheet – Surveillance at workplace 

September 2017 
This Factsheet does not bind the Court and is not exhaustive 

Surveillance at workplace 
Article 8 (right to respect for private and family life, home and correspondence) 
of the European Convention on Human Rights provides that:  

“1. Everyone has the right to respect for his private and family life, his home and his 
correspondence. 
2. There shall be no interference by a public authority with the exercise of this right 

except such as in accordance with the law and is necessary in a democratic society in the 
interests of national security, public safety or the economic well-being of the country, for 
the prevention of disorder or crime, for the protection of health or morals, or for the 
protection of the rights and freedoms of others.” 
In order to determine whether the interference by the authorities with the applicants’ 
private life or correspondence was necessary in a democratic society and a fair balance 
was struck between the different interests involved, the European Court of Human Rights 
examines whether the interference was in accordance with the law, pursued a legitimate 
aim or aims and was proportionate to the aim(s) pursued. 

Monitoring of telephone and internet use 

Halford v. the United Kingdom 
25 June 1997 (judgment) 
The applicant, who was the highest-ranking female police officer in the United Kingdom, 
brought discrimination proceedings after being denied promotion to the rank of Deputy 
Chief Constable over a period of seven years. Before the European Court of Human 
Rights she alleged in particular that her office and home telephone calls had been 
intercepted with a view to obtaining information to use against her in the course of 
the proceedings. 
The European Court of Human Rights held that there had been a violation of Article 8 
of the European Convention on Human Rights as regards the interception of calls made 
on the applicant’s office telephones. It first found that the conversations held by the 
applicant on her office telephones fell within the scope of the notions of “private life” and 
“correspondence" and that Article 8 of the Convention was therefore applicable to this 
part of the complaint. The Court further noted that there was a reasonable likelihood 
that calls made by the applicant from her office were intercepted by the police with the 
primary aim of gathering material to assist in the defence of the sex-discrimination 
proceedings brought against them. This interception constituted an interference by a 
public authority with the exercise of the applicant’s right to respect for her private life 
and correspondence. Lastly, the Court observed that the Interception of Communications 
Act 1985 did not apply to internal communications systems operated by public 
authorities and that there was no other provision in domestic law to regulate 
interceptions of telephone calls made on such systems. It could not, therefore, be said 
that the interference was “in accordance with the law”, since the domestic law had not 
provided adequate protection to the applicant against interferences by the police with 
her right to respect for her private life and correspondence. In this case the Court also 
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held that there been a violation of Article 13 (right to an effective remedy) of the 
Convention, finding that the applicant had bee unable to seek relief at national level in 
relation to her complaint concerning her office telephones On the other hand, the Court 
held that there had been no violation of Article 8 and no violation of Article 13 of 
the Convention as regards the calls made from the applicant’s home, since it did in 
particular not find it established that there had been interference regarding those 
communications. 

Copland v. the United Kingdom
3 April 2007 (judgment) 
The applicant was employed by Carmarthenshire College, a statutory body administered 
by the State. In 1995 she became the personal assistant to the College Principal and was 
required to work closely with the newly-appointed Deputy Principal. Before the Court, 
she complained that, during her employment at the College, her telephone, e-mail and 
internet usage had been monitored at the Deputy Principal’s instigation. 
The Court held that there had been a violation of Article 8 of the Convention. 
It recalled in particular that, according to its case-law, telephone calls from business 
premises are prima facie covered by the notions of “private life” and “correspondence”. 
It followed logically that e-mails sent from work should be similarly protected, as should 
information derived from the monitoring of personal internet usage. Concerning the 
applicant, she had however been given no warning that her calls would be liable to 
monitoring and therefore had a reasonable expectation as to the privacy of calls made 
from her work telephone. The same expectation ought to apply to her e-mail and 
internet usage. The Court also noted that the mere fact that the data may have been 
legitimately obtained by the college, in the form of telephone bills, was no bar to finding 
an interference. Nor was it relevant that it had not been disclosed to third parties or 
used against the applicant in disciplinary or other proceedings. The Court therefore found 
that the collection and storage of personal information relating to the applicant’s use of 
the telephone, e-mail and internet, without her knowledge, had amounted to an 
interference with her right to respect for her private life and correspondence. In the 
present case, while leaving open the question whether the monitoring of an employee’s 
use of a telephone, e-mail or internet at the place of work might be considered 
“necessary in a democratic society” in certain situations in pursuit of a legitimate aim, 
the Court concluded that, in the absence of any domestic law regulating monitoring at 
the material time, the interference was not “in accordance with the law”. Lastly, having 
regard to its decision on Article 8 of the Convention, the Court did not consider it 
necessary in this case to examine the applicant’s complaint also under Article 13 
(right to an effective remedy) of the Convention. 

 
5 September 2017 (Grand Chamber – judgment)  
This case concerned the decision of a private company to dismiss an employee – the 
applicant – after monitoring his electronic communications and accessing their contents. 
The applicant complained that his employer’s decision was based on a breach of his 
privacy and that the domestic courts had failed to protect his right to respect for his 
private life and correspondence. 
The Grand Chamber held, by eleven votes to six, that there had been a violation of 
Article 8 of the Convention, finding that the Romanian authorities had not adequately 
protected the applicant’s right to respect for his private life and correspondence. 
They had consequently failed to strike a fair balance between the interests at stake. 
In particular, the national courts had failed to determine whether the applicant had 
received prior notice from his employer of the possibility that his communications might 
be monitored; nor had they had regard either to the fact that he had not been informed 
of the nature or the extent of the monitoring, or the degree of intrusion into his private 
life and correspondence. In addition, the national courts had failed to determine, firstly, 
the specific reasons justifying the introduction of the monitoring measures; secondly, 
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whether the employer could have used measures entailing less intrusion into the 
applicant’s private life and correspondence; and thirdly, whether the communications 
might have been accessed without his knowledge. 

Opening of personal files stored on a professional computer 

Pending application 

 
Application communicated to the French Government on 30 March 2015 
The applicant in this case complains in particular of a violation of his right to respect for 
his private life arising from the fact that his employer (The French national rail company, 
SNCF) opened files on his professional computer’s hard drive named « D:/personal 
data » without him being present. He was later struck off because of the contents of the 
files in question. 
The Court gave notice of the application to the French Government and put questions to 
the parties under Article 8 (right to respect for private life) of the Convention. 

Video surveillance 

Köpke v. Germany 
5 October 2010 (decision on the admissibility) 
The applicant, a supermarket cashier, was dismissed without notice for theft, following a 
covert video surveillance operation carried out by her employer with the help of a private 
detective agency. She unsuccessfully challenged her dismissal before the labour courts. 
Her constitutional complaint was likewise dismissed. 
The Court declared , as being manifestly ill-founded, the applicant’s 
complaint under Article 8 of the Convention, finding that the domestic authorities had 
struck a fair balance between the employee’s right to respect for her private life, her 
employer’s interest in the protection of its property rights and the public interest in the 
proper administration of justice. The Court noted in particular that the measure 
complained of had been limited in time (two weeks) and had only covered the area 
surrounding the cash desk and accessible to the public. The visual data obtained had 
been processed by a limited number of persons working for the detective agency and by 
staff members of the employer. They had been used only in connection with the 
termination of her employment and the proceedings before the labour courts. 
It therefore concluded that the interference with the applicant’s private life had been 
restricted to what had been necessary to achieve the aims pursued by the video 
surveillance. The Court observed, however, in this case that the competing interests 
concerned might well be given a different weight in the future, having regard to the 
extent to which intrusions into private life were made possible by new, more and more 
sophisticated technologies. 

Pending application 

and  v. Montenegro (no.  
Application communicated to the Montenegrin Government on 3 December 2014 
This case concerns the use of video surveillance in university classrooms, which the 
applicants – two university professors – claim violates domestic data protection law.  
The Court gave notice of the application to the Montenegrin Government and put 
questions to the parties under Articles 8 (right to respect for private life) 
and 35 (admissibility criteria) of the Convention. 
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Further reading 

See in particular: 

- “Personal data protection”, factsheet prepared by the Court’s Press Unit 
- , European Union Agency for 

Fundamental Rights / Council of Europe, 2014 
- Council of Europe  on data protection 

Media Contact:  
Tel.: +33 (0)3 90 21 42 08  
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1 Executive summary 

This Opinion complements the previous Article 29 Working Party (“WP29”) publications 
Opinion 8/2001 on the processing of personal data in the employment context (WP48)1, and 
the 2002 Working Document on the surveillance of electronic communications in the 
workplace (WP55)2. Since the publication of these documents, a number of new technologies 
have been adopted that enable more systematic processing of employees’ personal data at 
work, creating significant challenges to privacy and data protection.  

This Opinion makes a new assessment of the balance between legitimate interests of 
employers and the reasonable privacy expectations of employees by outlining the risks posed 
by new technologies and undertaking a proportionality assessment of a number of scenarios 
in which they could be deployed.  

Whilst primarily concerned with the Data Protection Directive, the Opinion looks toward the 
additional obligations placed on employers by the General Data Protection Regulation. It also 
restates the position and conclusions of Opinion 8/2001 and the WP55 Working Document, 
namely that when processing employees’ personal data:  

 employers should always bear in mind the fundamental data protection principles, 
irrespective of the technology used;  

 the contents of electronic communications made from business premises enjoy the 
same fundamental rights protections as analogue communications; 

 consent is highly unlikely to be a legal basis for data processing at work, unless 
employees can refuse without adverse consequence; 

 performance of a contract and legitimate interests can sometimes be invoked, 
provided the processing is strictly necessary for a legitimate purpose and complies 
with the principles of proportionality and subsidiarity; 

 employees should receive effective information about the monitoring that takes place; 
and 

 any international transfer of employee data should take place only where an adequate 
level of protection is ensured. 

2. Introduction 

The rapid adoption of new information technologies in the workplace, in terms of 
infrastructure, applications and smart devices, allows for new types of systematic and 
potentially invasive data processing at work. For example:  

 technologies enabling data processing at work can now be implemented at a fraction 
of the costs of several years ago whilst the capacity for the processing of personal data 
by these technologies has increased exponentially; 

                                       
1 WP29, Opinion 08/2001 on the processing of personal data in the employment context, WP 48, 13 September 
2001, url:  
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2001/wp48_en.pdf 
2 WP29, Working document on the surveillance of electronic communications in the workplace, WP 55, 29 May 
2002, url:  
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2002/wp55_en.pdf 
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 new forms of processing, such as those concerning personal data on the use of online 
services  and/or location data from a smart device, are much less visible to employees 
than other more traditional types such as overt CCTV cameras. This raises questions 
about the extent to which employees are aware of these technologies, since employers 
might unlawfully implement these processing without prior notice to the employees; 
and 

 the boundaries between home and work have become increasingly blurred. For 
example, when employees work remotely (e.g. from home), or whilst they are 
travelling for business, monitoring of activities outside of the physical working 
environment can take place and can potentially include monitoring of the individual in 
a private context.  

Therefore, whilst the use of such technologies can be helpful in detecting or preventing the 
loss of intellectual and material company property, improving the productivity of employees 
and protecting the personal data for which the data controller is responsible, they also create 
significant privacy and data protection challenges. As a result, a new assessment is required 
concerning the balance between the legitimate interest of the employer to protect its business 
and the reasonable expectation of privacy of the data subjects: the employees. 

Whilst this Opinion will focus on new information technologies by assessing nine different 
scenarios in which they can feature, it will also briefly reflect on more traditional methods of 
data processing at work where the risks are amplified as a result of technological change.  

Where the word “employee” is used in this Opinion, WP29 does not intend to restrict the 
scope of this term merely to persons with an employment contract recognized as such under 
applicable labour laws. Over the past decades, new business models served by different types 
of labour relationships, and in particular employment on a freelance basis, have become more 
commonplace. This Opinion is intended to cover all situations where there is an employment 
relationship, regardless of whether this relationship is based on an employment contract. 

It is important to state that employees are seldom in a position to freely give, refuse or revoke 
consent, given the dependency that results from the employer/employee relationship. Unless 
in exceptional situations, employers will have to rely on another legal ground than consent—
such as the necessity to process the data for their legitimate interest. However, a legitimate 
interest in itself is not sufficient to override the rights and freedoms of employees. 

Regardless of the legal basis for such processing, a proportionality test should be undertaken 
prior to its commencement to consider whether the processing is necessary to achieve a 
legitimate purpose, as well as the measures that have to be taken to ensure that infringements 
of the rights to private life and secrecy of communications are limited to a minimum. This 
can form part of a Data Protection Impact Assessment (DPIA). 

3. The legal framework  

Whilst the analysis below is primarily conducted in relation to the current legal framework 
under Directive 95/46/EC (the Data Protection Directive or “DPD”)3, this Opinion will also 

                                       
3 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 
individuals with regard to the processing of personal data and on the free movement of such data, OJ L 281, 
23/11/1995, p.31-50, url: http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:31995L0046.   
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look toward the obligations under Regulation 2016/679 (the General Data Protection 
Regulation or “GDPR”)4, which has already entered into force and which will become 
applicable on 25 May 2018.  

With regard to the proposed ePrivacy Regulation5, the Working Party calls on European 
legislators to create a specific exception for interference with devices issued to employees6. 
The Proposed Regulation does not contain a suitable exception to the general interference 
prohibition, and employers cannot usually provide valid consent for the processing of 
personal data of their employees. 

3.1 Directive 95/46/EC—Data Protection Directive (“DPD”) 

In Opinion 08/2001, WP29 previously outlined that employers take into account the 
fundamental data protection principles of the DPD when processing personal data in the 
employment context. The development of new technologies and new methods of processing 
in this context have not altered this situation—in fact, it can be said that such developments 
have made it more important for employers to do so. In this context, employers should: 

 ensure that data is processed for specified and legitimate purposes that are 
proportionate and necessary;  

 take into account the principle of purpose limitation, while making sure that the data 
are adequate, relevant and not excessive for the legitimate purpose; 

 apply the principles of proportionality and subsidiarity regardless of the applicable 
legal ground; 

 be transparent with employees about the use and purposes of monitoring technologies; 
 enable the exercise of data subject rights, including the rights of access and, as 

appropriate, the rectification, erasure or blocking of personal data;  
 keep the data accurate, and not retain them any longer than necessary; and 
 take all necessary measures to protect the data against unauthorised access and ensure 

that staff are sufficiently aware of data protection obligations.  

Without repeating the earlier advice given, WP29 wishes to highlight three principles, 
namely: legal grounds, transparency, and automated decisions. 

3.1.1 LEGAL GROUNDS (ARTICLE 7) 

When processing personal data in the employment context, at least one of the criteria set out 
in Art. 7 has to be satisfied. If the types of personal data processed involve the special 
categories (as elaborated in Art. 8), the processing is prohibited unless an exception applies7,8. 

                                       
4 Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 119, 4.5.2016, p. 1-88, url: http://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679.  
5 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private life 
and the protection of personal data in electronic communications and repealing Directive 2002/58/EC, 
2017/0003 (COD), url: http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=41241.  
6 See WP29, Opinion 01/2017 on the Proposed Regulation for the ePrivacy Regulation, WP 247, 04 April 2017, 
page 29; url: http://ec.europa.eu/newsroom/document.cfm?doc_id=44103  
7 As stated in part 8 of Opinion 08/2001; for example, Art. 8(2)(b) provides an exception for the purposes of 
carrying out the obligations and specific rights of the controller in the field of employment law in so far as it is 
authorised by national law providing for adequate safeguards. 
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Even if the employer can rely on one of those exceptions, a legal ground from Art. 7 is still 
required for the processing to be legitimate. 

In summary, employers must therefore take note of the following:  

 for the majority of such data processing at work, the legal basis cannot and should 
not be the consent of the employees (Art 7(a)) due to the nature of the relationship 
between employer and employee; 

 processing may be necessary for the performance of a contract (Art 7(b)) in cases 
where the employer has to process personal data of the employee to meet any such 
obligations;   

 it is quite common that employment law may impose legal obligations (Art. 7(c)) 
that necessitate the processing of personal data; in such cases the employee must 
be clearly and fully informed of such processing (unless an exception applies);  

 should an employer seek to rely on legitimate interest (Art. 7(f)) the purpose of the 
processing must be legitimate; the chosen method or specific technology must be 
necessary, proportionate and implemented in the least intrusive manner possible along 
with the ability to enable the employer to demonstrate that appropriate measures 
have been put in place to ensure a balance with the fundamental rights and freedoms 
of employees9;   

 the processing operations must also comply with the transparency requirements 
(Art. 10 and 11), and employees should be clearly and fully informed of the 
processing of their personal data10, including the existence of any monitoring; and 

 appropriate technical and organisational measures should  be adopted to ensure 
security of the processing (Art. 17).    

The most relevant criteria under Art. 7 are detailed below. 

 Consent (Article 7(a)) 

Consent, according to the DPD, is defined as any freely-given, specific and informed 
indication of a data subject’s wishes by which the he or she signifies his or her agreement to 
personal data relating to them being processed. For consent to be valid, it must also be 
revocable. 

WP29 has previously outlined in Opinion 8/2001 that where an employer has to process 
personal data of his/her employees it is misleading to start with the supposition that the 
processing can be legitimised through the employees’ consent. In cases where an employer 
says they require consent and there is a real or potential relevant prejudice that arises from the 
employee not consenting (which can be highly probable in the employment context, 
especially when it concerns the employer tracking the behaviour of the employee over time), 
then the consent is not valid since it is not and cannot be freely given. Thus, for the majority 

                                                                                                                       
8 It should be noted that in some countries, there are special measures in place that employers must abide by to 
protect employees’ private lives. Portugal is one example of countries where such special measures exist and 
similar measures may apply in some other Member States too. The conclusions in section 5.6 as well as the 
examples presented in sections 5.1 and 5.7.1 of this Opinion are therefore not valid in Portugal for these reasons.
9 WP29, Opinion 06/2014 on the notion of legitimate interests of the data controller under Article 7 of Directive 
95/46/EC, WP 217, adopted 9 April 2014, url: http://ec.europa.eu/justice/data-protection/article-
29/documentation/opinion-recommendation/files/2014/wp217_en.pdf. 
10 Pursuant to Art. 11(2) of the DPD, the controller is exempted from the obligation to provide information to 
the data subject in cases where the recording or collection of data is expressly laid down by law.  



7 
 

of the cases of employees’ data processing, the legal basis of that processing cannot and 
should not be the consent of the employees, so a different legal basis is required.  

Moreover, even in cases where consent could be said to constitute a valid legal basis of such 
a processing (i.e. if it can be undoubtedly concluded that the consent is freely given), it needs 
to be a specific and informed indication of the employee’s wishes. Default settings on devices 
and/or the installation of software that facilitate the electronic personal data processing 
cannot qualify as consent given from employees, since consent requires an active expression 
of will.  A lack of action (i.e, not changing the default settings) may generally not be 
considered as a specific consent to allow such processing11.  

 Performance of a contract (Article 7(b)) 

Employment relationships are often based on a contract of employment between the 
employer and the employee. When meeting obligations under this contract, such as paying 
the employee, the employer is required to process some personal data.  

 Legal obligations (Article 7(c)) 

It is quite common that employment law imposes legal obligations on the employer, which 
necessitate the processing of personal data (e.g. for the purpose of tax calculation and salary 
administration). Clearly, in such cases, such a law constitutes the legal basis for the data 
processing.. 

 Legitimate interest (Article 7(f)) 

If an employer wishes to rely upon the legal ground of Art. 7(f) of the DPD, the purpose of 
the processing must be legitimate, and the chosen method or specific technology with which 
the processing is to be undertaken must be necessary for the legitimate interest of the 
employer. The processing must also be proportionate to the business needs, i.e. the purpose, it 
is meant to address. Data processing at work should be carried out in the least intrusive 
manner possible and be targeted to the specific area of risk. Additionally, if relying on Art. 
7(f), the employee retains the right to object to the processing on compelling legitimate 
grounds under Art. 14. 

In order to rely on Art. 7(f) as the legal ground for processing it is essential that specific 
mitigating measures are present to ensure a proper balance between the legitimate interest of 
the employer and the fundamental rights and freedoms of the employees.12 Such measures, 
depending on the form of monitoring, should include limitations on monitoring so as to 
guarantee that the employee’s privacy is not violated. Such limitations could be:  

                                       
11 See also WP29, Opinion 15/2011 on the definition of consent, WP187, 13 July 2011, url: 
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2011/wp187_en.pdf, page 24.  
12 For an example of the balance that needs to be struck, see the case of Köpke v Germany, [2010] ECHR 1725, 
(URL: http://www.bailii.org/eu/cases/ECHR/2010/1725.html), in which an employee was dismissed as a result 
of a covert video surveillance operation undertaken by the employer and a private detective agency. Whilst in 
this instance the Court concluded that the domestic authorities had struck a fair balance between the employer’s 
legitimate interest (in the protection of its property rights), the employee’s right to respect for private life, and 
the public interest in the administration of justice, it also observed that the various interests concerned could be 
given a different weight in future as a result of technological development. 
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 geographical (e.g. monitoring only in specific places; monitoring sensitive areas such 
as religious places and for example sanitary zones and break rooms should be 
prohibited),  

 data-oriented (e.g. personal electronic files and communication should not be 
monitored), and  

 time-related (e.g. sampling instead of continuous monitoring).  

3.1.2 TRANSPARENCY (ARTICLES 10 AND 11) 

The transparency requirements of Articles 10 and 11 apply to data processing at work; 
employees must be informed of the existence of any monitoring, the purposes for which 
personal data are to be processed and any other information necessary to guarantee fair 
processing.  

With new technologies, the need for transparency becomes more evident since they enable 
the collection and further processing of possibly huge amounts of personal data in a covert 
way. 

3.1.3 AUTOMATED DECISIONS (ARTICLE 15) 

Art. 15 of the DPD also grants data subjects the right not to be subject to a decision based 
solely on automated processing, where that decision produces legal effects or similarly 
significantly affects them and which is based solely on automated processing of data intended 
to evaluate certain personal aspects, such as performance at work, unless the decision is 
necessary for entering into or performance of a contract, authorised by Union or Member 
State law, or is based on the explicit consent of the data subject. 

3.2   Regulation 2016/679—General Data Protection Regulation (“GDPR”) 

The GDPR includes and enhances the requirements in the DPD. It also introduces new 
obligations for all data controllers, including employers. 

3.2.1 DATA PROTECTION BY DESIGN  

Art. 25 of the GDPR requires data controllers to implement data protection by design and by 
default. As an example: where an employer issues devices to employees, the most privacy-
friendly solutions should be selected if tracking technologies are involved. Data minimisation 
must also be taken into account. 

3.2.2 DATA PROTECTION IMPACT ASSESSMENTS 

Art. 35 of the GDPR outlines the requirements for a data controller to carry out a Data 
Protection Impact Assessment (DPIA) where a type of processing, in particular using new 
technologies, and taking into account the nature, scope, context and purposes of the 
processing itself, is likely to result in a high risk to the rights and freedoms of natural persons. 
An example is a case of systematic and extensive evaluation of personal aspects related to 
natural persons based on automated processing including profiling, and on which decisions 
are taken that produce legal effects concerning the natural person or similarly significantly 
affect the natural person. 
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Where the DPIA indicates that the identified risks cannot be sufficiently addressed by the 
controller—i.e., that the residual risks remain high—then the controller must consult the 
supervisory authority prior to the commencement of the processing (Art. 36(1)) as clarified in 
the WP29 guidelines on DPIAs13.  

3.2.2 “PROCESSING IN THE CONTEXT OF EMPLOYMENT” 

Art. 88 of the GDPR states that Member States may, by law or collective agreements, provide 
for more specific rules to ensure the protection of the rights and freedoms in respect of the 
processing of employees’ personal data in the employment context. In particular, these rules 
may be provided for the purposes of:  

 recruitment;  
 performance of the employment contract (including discharge of obligations laid 

down by law or collective agreements);  
 management, planning and organisation of work;  
 equality and diversity in the workplace;  
 health and safety at work;  
 protection of an employer’s or customer’s property;  
 exercise and enjoyment (on an individual basis) of rights and benefits related to 

employment; and 
 termination of the employment relationship. 

In accordance with Art. 88(2), any such rules should include suitable and specific measures to 
safeguard the data subject’s human dignity, legitimate interests and fundamental rights, with 
particular regard to: 

 the transparency of processing; 
 the transfer of personal data within a group of undertakings or group of enterprises 

engaged in a joint economic activity; and 
 monitoring systems at the workplace. 

In this Opinion, the Working Party has provided guidelines for the legitimate use of new 
technology in a number of specific situations, detailing suitable and specific measures to 
safeguard the human dignity, legitimate interest and fundamental rights of employees. 

4. Risks 

Modern technologies enable employees to be tracked over time, across workplaces and their 
homes, through many different devices such as smartphones, desktops, tablets, vehicles and 
wearables. If there are no limits to the processing, and if it is not transparent, there is a high 
risk that the legitimate interest of employers in the improvement of efficiency and the 
protection of company assets turns into unjustifiable and intrusive monitoring. 

Technologies that monitor communications can also have a chilling effect on the fundamental 
rights of employees to organise, set up workers’ meetings, and to communicate confidentially 
                                       
13 WP29, Guidelines on data protection impact assessment (DPIA) and determining whether processing is likely 
to result in “high risk” for the purposes of Regulation 2016/679, WP 248, 04 April 2017, url: 
http://ec.europa.eu/newsroom/document.cfm?doc_id=44137, page 18.  
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(including the right to seek information). Monitoring communications and behaviour will put 
pressure on employees to conform in order to prevent the detection of what might be 
perceived as anomalies, in a comparable way to the way in which the intensive use of CCTV 
has influenced citizens’ behaviour in public spaces. Moreover, owing to the capabilities of 
such technologies, employees may not be aware of what personal data are being processed 
and for which purposes, whilst it is also possible that they are not even aware of the existence 
of the monitoring technology itself. 

Monitoring IT usage also differs from other, more visible observation and monitoring tools 
like CCTV in that it can take place in a covert way. In the absence of an easily 
understandable and readily accessible workplace monitoring policy, employees may not be 
aware of the existence and consequences of the monitoring that is taking place, and are 
therefore unable to exercise their rights. A further risk comes from the “over-collection” of 
data in such systems, e.g. those collecting WiFi location data.  

The increase in the amount of data generated in the workplace environment, in combination 
with new techniques for data analysis and cross-matching, may also create risks of 
incompatible further processing. Examples of illegitimate further processing include using 
systems that are legitimately installed to protect properties to then monitor the availability, 
performance and customer-friendliness of employees. Others include using data collected via 
a CCTV system to regularly monitor the behaviour and performance of employees, or using 
data of a geolocation system (such as for example WiFi- or Bluetooth tracking) to constantly 
check an employee’s movements and behaviour. 

As a result, such tracking may infringe upon the privacy rights of employees, regardless of 
whether the monitoring takes place systematically or occasionally. The risk is not limited to 
the analysis of the content of communications. Thus, the analysis of metadata about a person 
might allow for an equally privacy-invasive detailed monitoring of an individual’s life and 
behavioural patterns.  

The extensive use of monitoring technologies may also limit employees’ willingness to (and 
channels by which they could) inform employers about irregularities or illegal actions of 
superiors and/or other employees threatening to damage the business (especially client data) 
or workplace. Anonymity is often necessary for a concerned employee to take action and 
report such situations. Monitoring that infringes upon the privacy rights of employees may 
hamper necessary communications to the appropriate officers. In such an instance, the 
established means for internal whistle-blowers may become ineffective14. 

5. Scenarios 

This section addresses a number of data processing at work scenarios in which new 
technologies and/or developments of existing technologies have, or may have, the potential to 
result in high risks to the privacy of employees. In all such cases employers should consider 
whether: 

                                       
14 See for example WP29, Opinion 1/2006 on the application of EU data protection rules to internal 
whistleblowing schemes in the fields of accounting, internal accounting controls, auditing matters, fight against 
bribery, banking and financial crime, WP 117, 1 February 2006, url: http://ec.europa.eu/justice/data-
protection/article-29/documentation/opinion-recommendation/files/2006/wp117_en.pdf.  
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 the processing activity is necessary, and if so, the legal grounds that apply; 
 the proposed processing of personal data is fair to the employees;  
 the processing activity is proportionate to the concerns raised; and 
 the processing activity is transparent. 

5.1 Processing operations during the recruitment process 

Use of social media by individuals is widespread and it is relatively common for user profiles 
to be publicly viewable depending on the settings chosen by the account holder. As a result, 
employers may believe that inspecting the social profiles of prospective candidates can be 
justified during their recruitment processes. This may also be the case for other publicly-
available information about the potential employee. 

However, employers should not assume that merely because an individual’s social media 
profile is publicly available they are then allowed to process those data for their own 
purposes. A legal ground is required for this processing, such as legitimate interest. In this 
context the employer should—prior to the inspection of a social media profile—take into 
account whether the social media profile of the applicant is related to business or private 
purposes, as this can be an important indication for the legal admissibility of the data 
inspection. In addition, employers are only allowed to collect and process personal data 
relating to job applicants to the extent that the collection of those data is necessary and 
relevant to the performance of the job which is being applied for. 

Data collected during the recruitment process should generally be deleted as soon as it 
becomes clear that an offer of employment will not be made or is not accepted by the 
individual concerned15. The individual must also be correctly informed of any such 
processing before they engage with the recruitment process.  

There is no legal ground for an employer to require potential employees to “friend” the 
potential employer, or in other ways provide access to the contents of their profiles. 

Example 

During the recruitment of new staff, an employer checks the profiles of the candidates on 
various social networks and includes information from these networks (and any other 
information available on the internet) in the screening process.  

Only if it is necessary for the job to review information about a candidate on social media, for 
example in order to be able to assess specific risks regarding candidates for a specific 
function, and the candidates are correctly informed (for example, in the text of the job advert) 
the employer may have a legal basis under Article 7(f) to review publicly-available 
information about candidates.  

  

                                       
15 See also Council of Europe, Recommendation CM/Rec(2015)5 of the Committee of Ministers to Member 
States on the processing of personal data in the context of employment, paragraph 13.2 (1 April 2015, url: 
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=09000016805c3f7a). In cases where the employer 
wishes to retain the data with a view to a further job opportunity, the data subject should be informed 
accordingly and be given the possibility to object to such further processing, in which case it should be deleted 
(Id.). 
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5.2 Processing operations resulting from in-employment screening 

Through the existence of profiles on social media, and the development of new analytical 
technologies, employers have (or can obtain) the technical capability of permanently 
screening employees by collecting information regarding their friends, opinions, beliefs, 
interests, habits, whereabouts, attitudes and behaviours therefore capturing data, including 
sensitive data, relating to the employee's private and family life. 
 
In-employment screening of employees’ social media profiles should not take place on a 
generalised basis. 
 
Moreover, employers should refrain from requiring an employee or a job applicant access to 
information that he or she shares with others through social networking. 
 
Example 
An employer monitors the LinkedIn profiles of former employees that are involved during 
the duration of non-compete clauses. The purpose of this monitoring is to monitor 
compliance with such clauses. The monitoring is limited to these former employees. 
 
As long as the employer can prove that such monitoring is necessary to protect his legitimate 
interests, that there are no other, less invasive means available, and that the former employees 
have been adequately informed about the extent of the regular observation of their public 
communications, the employer may be able to rely on the legal basis of Article 7(f) of the 
DPD.   
 
Additionally, employees should not be required to utilise a social media profile that is 
provided by their employer. Even when this is specifically foreseen in light of their tasks (e.g. 
spokesperson for an organisation), they must retain the option of a “non-work” non-public 
profile that they can use instead of the “official” employer-related profile, and this should be 
specified in the terms and conditions of the employment contract.  
 

5.3 Processing operations resulting from monitoring ICT usage at the 
workplace 

Traditionally, the monitoring of electronic communications in the workplace (eg, phone, 
internet browsing, email, instant messaging, VOIP, etc.) was considered the main threat to 
employees’ privacy. In its 2001 Working Document on the surveillance of electronic 
communications in the workplace, WP29 made a number of conclusions in relation to the 
monitoring of email and internet usage. While those conclusions remain valid, there is a need 
to take into account technological developments that have enabled newer, potentially more 
intrusive and pervasive ways of monitoring. Such developments include, amongst others: 

 Data Loss Prevention (DLP) tools, which monitor outgoing communications for the 
purpose of detecting potential data breaches; 

 Next-Generation Firewalls (NGFWs) and Unified Threat Management (UTM) 
systems, which can provide a variety of monitoring technologies including deep 
packet inspection, TLS interception, website filtering, content filtering, on-appliance 
reporting, user identity information and (as described above) data loss prevention. 
Such technologies may also be deployed individually, depending on the employer; 
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 security applications and measures that involve logging employee access to the 
employer’s systems; 

 eDiscovery technology, which refers to any process in which electronic data is 
searched with the aim of its use as evidence; 

 tracking of application and device usage via unseen software, either on the desktop or 
in the cloud; 

 the use in the workplace of office applications provided as a cloud service, which in 
theory allow for very detailed logging of the activities of employees; 

 monitoring of personal devices (e.g., PCs, mobile phones, tablets), that employees 
supply for their work in accordance with a specific use policy, such as Bring-Your-
Own-Device (BYOD), as well as Mobile Device Management (MDM) technology 
which enables the distribution of applications, data and configuration settings, and 
patches for mobile devices; and 

 the use of wearable devices (e.g., health and fitness devices). 

It is possible that an employer will implement an “all-in-one” monitoring solution, such as a 
suite of security packages which enable them to monitor all ICT usage in the workplace as 
opposed to just email and/or website monitoring as was once the case. The conclusions 
adopted in WP55 would apply for any system that enables such monitoring to take place.16  

Example 

An employer intends to deploy a TLS inspection appliance to decrypt and inspect secure 
traffic, with the purpose of detecting anything malicious. The appliance is also able to record 
and analyse the entirety of an employee’s online activity on the organisation’s network. 

Use of encrypted communications protocols is increasingly being implemented to protect 
online data flows involving personal data against interception. However, this can also present 
issues, as the encryption makes it impossible to monitor incoming and outgoing data. TLS 
inspection equipment decrypts the data stream, analyses the content for security purposes and 
then re-encrypts the stream afterwards. 

In this example, the employer relies upon legitimate interests—the necessity to protect the 
network, and the personal data of employees and customers held within that network, against 
unauthorised access or data leakage. However, monitoring every online activity of the 
employees is a disproportionate response and an interference with the right to secrecy of 
communications. The employer should first investigate other, less invasive, means to protect 
the confidentiality of customer data and the security of the network.  

To the extent that some interception of TLS traffic can be qualified as strictly necessary, the 
appliance should be configured in a way to prevent permanent logging of employee activity, 
for example by blocking suspicious incoming or outgoing traffic and redirecting the user to 
an information portal where he or she may ask for review of such an automated decision. If 
some general logging would nonetheless be deemed strictly necessary, the appliance may 

                                       
16 See also Copland v United Kingdom, (2007) 45 EHRR 37, 25 BHRC 216, 2 ALR Int'l 785, [2007] ECHR 253 
(url: http://www.bailii.org/eu/cases/ECHR/2007/253.html), in which the Court stated that emails sent from 
business premises and information derived from the monitoring of internet use could be a part of an employee’s 
private life and correspondence, and that the collection and storage of that information without the knowledge of 
the employee would amount to an interference with the employee’s rights, although the Court did not rule that 
such monitoring would never be necessary in a democratic society. 
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also be configured not to store log data unless the appliance signals the occurrence of an 
incident, with a minimization of the information collected. 

As a good practice, the employer could offer alternative unmonitored access for employees. 
This could be done by offering free WiFi, or stand-alone devices or terminals (with 
appropriate safeguards to ensure confidentiality of the communications) where employees 
can exercise their legitimate right to use work facilities for some private usage17. Moreover, 
employers should consider certain types of traffic whose interception endangers the proper 
balance between their legitimate interests and employee’s privacy—such as the use of private 
webmail, visits to online banking and health websites—with the aim to appropriately 
configure the appliance so as not to proceed with interception of communications in 
circumstances that are not compliant with proportionality. Information on the type of 
communications that the appliance is monitoring should be specified to the employees.  

A policy concerning the purposes for when, and by whom, suspicious log data can be 
accessed should be developed and made easily and permanently accessible for all employees, 
in order to also guide them about acceptable and unacceptable use of the network and 
facilities. This allows employees to adapt their behaviour to prevent being monitored when 
they legitimately use IT work facilities for private use.  As good practice, such a policy 
should be evaluated, at least annually, to assess whether the chosen monitoring solution 
delivers the intended results, and whether there are other, less invasive tools or means 
available to achieve the same purposes. 

Irrespective of the technology concerned or the capabilities it possesses, the legal basis of 
Article 7(f) is only available if the processing meets certain conditions. Firstly, employers 
utilising these products and applications must consider the proportionality of the measures 
they are implementing, and whether any additional actions can be taken to mitigate or reduce 
the scale and impact of the data processing. As an example of good practice, this 
consideration could be undertaken via a DPIA prior to the introduction of any monitoring 
technology. Secondly, employers must implement and communicate acceptable use policies 
alongside privacy policies, outlining the permissible use of the organisation’s network and 
equipment, and strictly detailing the processing taking place.  

In some countries the creation of such a policy would legally require approval of a Workers’ 
Council or similar representation of employees. In practice, such policies are often drafted by 
IT maintenance staff. Since their main focus will mostly be on security, and not on the 
legitimate expectation of privacy of employees, WP29 recommends that in all cases a 
representative sample of employees is involved in assessing the necessity of the monitoring, 
as well as the logic and accessibility of the policy. 

  

                                       
17 See Halford v. United Kingdom, [1997] ECHR 32, (url: http://www.bailii.org/eu/cases/ECHR/1997/32.html), 
in which the Court stated that “telephone calls made from business premises as well as from the home may be 
covered by the notions of ‘private life’ and ‘correspondence’ within the meaning of Article 8 paragraph 1 [of the 
Convention]”; and Barbulescu v. Romania, [2016] ECHR 61, (url: 
http://www.bailii.org/eu/cases/ECHR/2016/61.html), concerning the use of a professional instant messenger 
account for personal correspondence, in which the Court stated that monitoring of the account by the employer 
was limited and proportionate; the dissenting opinion of Judge Pinto de Alberquerque which argued for a careful 
balance to be struck. 
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Example 

An employer deploys a Data Loss Prevention tool to monitor the outgoing e-mails 
automatically, for the purpose of preventing unauthorised transmission of proprietary data 
(e.g. customer’s personal data), independently from whether such an action is unintentional 
or not. Once an e-mail is being considered as the potential source of a data breach, further 
investigation is performed. 

Again, the employer relies upon the necessity for his legitimate interest to protect the 
personal data of customers as well as his assets against unauthorised access or data leakage. 
However, such a DLP tool may involve unnecessary processing of personal data —for 
example, a “false positive” alert might result in unauthorized access of legitimate e-mails that 
have been sent by employees (which may be, for instance, personal e-mails). 

Therefore, the necessity of the DLP tool and its deployment should be fully justified so as to 
strike the proper balance between his legitimate interests and the fundamental right to the 
protection of employees’ personal data. In order for the legitimate interests of the employer to 
be relied upon, certain measures should be taken to mitigate the risks. For example, the rules 
that the system follows to characterize an e-mail as potential data breach should be fully 
transparent to the users, and in cases that the tool recognises an e-mail that is to be sent as a 
possible data breach, a warning message should inform the sender of the e-mail prior to the e-
mail transmission, so as to give the sender the option to cancel this transmission.  

In some cases, the monitoring of employees is possible not so much because of the 
deployment of specific technologies, but simply because employees are expected to use 
online applications made available by the employer which process personal data. The use of 
cloud-based office applications (e.g. document editors, calendars, social networking) is an 
example of this. It should be ensured that employees can designate certain private spaces to 
which the employer may not gain access unless under exceptional circumstances. This, for 
example, is relevant for calendars, which are often also used for private appointments. If the 
employee sets an appointment to “Private” or notes this in appointment itself, employers (and 
other employees) should not be allowed to review the contents of the appointment. 

The requirement of subsidiarity in this context sometimes means that no monitoring may take 
place at all. For example, this is the case where the prohibited use of communications 
services can be prevented by blocking certain websites. If it is possible to block websites, 
instead of continuously monitoring all communications, blocking should be chosen in order 
to comply with this requirement of subsidiarity. 

More generally, prevention should be given much more weight than detection—the interests 
of the employer are better served by preventing internet misuse through technical means than 
by expending resources in detecting misuse. 

5.4 Processing operations resulting from monitoring ICT usage outside the 
workplace 

ICT usage outside the workplace has become more common with the growth of 
homeworking, remote working and “bring your own device” policies. The capabilities of 
such technologies can pose a risk to the private life of employees, as in many cases the 
monitoring systems existing in the workplace are effectively extended into the employees’ 
domestic sphere when they use such equipment. .  



16 
 

5.4.1 MONITORING OF HOME AND REMOTE WORKING 

It has become more common for employers to offer employees the option to work remotely, 
e.g., from home and/or whilst in transit. Indeed, this is a central factor behind the reduced 
distinction between the workplace and the home. In general this involves the employer 
issuing ICT equipment or software to the employees which, once installed in their home/on 
their own devices, enables them to have the same level of access to the employer’s network, 
systems and resources that they would have if they were in the workplace, depending on the 
implementation.  

Whilst remote working can be a positive development, it also presents an area of additional 
risk for an employer. For example, employees that have remote access to the employer’s 
infrastructure are not bound by the physical security measures that may be in place at the 
employer’s premises. To put it plainly: without the implementation of appropriate technical 
measures the risk of unauthorised access increases  and may result in the loss or destruction 
of information, including personal data of employees or customers, which the employer may 
hold. 

In order to mitigate this area of risk employers may think there is a justification for deploying 
software packages (either on-premise or in the cloud) that have the capabilities of, for 
example, logging keystrokes and mouse movements, screen capturing (either randomly or at 
set intervals), logging of applications used (and how long they were used for), and, upon 
compatible devices, enabling webcams and collecting the footage thereof. Such technologies 
are widely available including from third parties such as cloud providers.  

However, the processing involved in such technologies are disproportionate and the employer 
is very unlikely to have a legal ground under legitimate interest, e.g. for recording an 
employee’s keystrokes and mouse movements.  

The key is addressing the risk posed by home and remote working in a proportionate, non-
excessive manner, in whatever way the option is offered and by whatever technology is 
proposed, particularly if the boundaries between business and private use are fluid.  

5.4.2 BRING YOUR OWN DEVICE (BYOD) 

Due to the rise in popularity, features and capability of consumer electronic devices, 
employers may face demands from employees to use their own devices in the workplace to 
carry out their jobs. This is known as “bring your own device” or BYOD. 

Implementing BYOD effectively can lead to a number of benefits for employees, including 
improved employee job satisfaction, overall morale increase, increased job efficiency and 
increased flexibility. However, by definition, some use of an employee's device will be 
personal in nature, and this is more likely to be the case at certain times of the day (e.g., 
evenings and weekends). It is therefore a distinct possibility that employees’ use of their own 
devices will lead to employers processing non-corporate information about those employees, 
and possibly any family members who also use the devices in question. 

In the employment context, BYOD privacy risks are commonly associated with monitoring 
technologies that collect identifiers such as MAC addresses, or in instances where an 
employer accesses an employee’s device under the justification of performing a security scan, 
i.e. for malware. In respect of the latter, a number of commercial solutions exist that allow for 
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the scanning of private devices, however their usage could potentially access all data on that 
device and therefore they must be carefully managed. For example, those sections of a device 
which are presumed to be only used for private purposes (e.g. the folder storing photos taken 
with the device) may in principle not be accessed. 

Monitoring the location and traffic of such devices may be considered to serve a legitimate 
interest to protect the personal data that the employer is responsible for as the data controller; 
however this may be unlawful where an employee's personal device is concerned, if such 
monitoring also captures data relating to the employee's private and family life. In order to 
prevent monitoring of private information appropriate measures must be in place to 
distinguish between private and business use of the device. 

Employers should also implement methods by which their own data on the device is securely 
transferred between that device and their network. It may be the case that the device is 
therefore configured to route all traffic through a VPN back into the corporate network, so as 
to offer a certain level of security; however, if such a measure is used, the employer should 
also consider that software installed for the purposes of monitoring pose a privacy risk during 
periods of personal usage by the employee. Devices that offer additional protections such as 
“sandboxing” data (keeping data contained within a specific app) could be used.  

Conversely, the employer must also consider the prohibition of the use of specific work 
devices for private use if there is no way to prevent private use being monitored—for 
example if the device offers remote access to personal data for which the employer is the data 
controller. 

5.4.3 MOBILE DEVICE MANAGEMENT (MDM) 

Mobile device management enables employers to locate devices remotely, deploy specific 
configurations and/or applications, and delete data on demand. An employer may operate this 
functionality himself, or use a third party to do so. MDM services also enable employers to 
record or track the device in real-time even if it is not reported stolen. 

A DPIA should be performed prior to the deployment of any such technology where it is 
new, or new to the data controller. If the outcome of the DPIA is that the MDM technology is 
necessary in specific circumstances, an assessment should still be made as to whether the 
resulting data processing complies with the principles of proportionality and subsidiarity. 
Employers must ensure that the data collected as part of this remote location capability is 
processed for a specified purpose and does not, and could not, form part of a wider 
programme enabling ongoing monitoring of employees. Even for specified purposes, the 
tracking features should be mitigated. Tracking systems can be designed to register the 
location data without presenting it to the employer—in such circumstances, the location data 
should become available only in circumstances where the device would be reported or lost.  

Employees whose devices are enrolled in MDM services must also be fully informed as to 
what tracking is taking place, and what consequences this has for them. 

5.4.4 WEARABLE DEVICES 

Employers are increasingly tempted to provide wearable devices to their employees in order 
to track and monitor their health and activity within and sometimes even outside of the 
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workplace. However, this data processing involves the processing of health data, and is 
therefore prohibited based on Article 8 of the DPD.  

Given the unequal relationship between employers and employees—i.e., the employee has a 
financial dependence on the employer—and the sensitive nature of the health data, it is highly 
unlikely that legally valid explicit consent can be given for the tracking or monitoring of such 
data as employees are essentially not 'free' to give such consent in the first place. Even if the 
employer uses a third party to collect the health data, which would only provide aggregated 
information about general health developments to the employer, the processing would still be 
unlawful.  

Also, as described in Opinion 5/2014 on Anonymisation Techniques18, it is technically very 
difficult to ensure complete anonymisation of the data. Even in an environment with over a 
thousand employees, given the availability of other data about the employees the employer 
would still be able to single out individual employees with particular health indications such 
as high blood pressure or obesity. 

Example:  

An organisation offers fitness monitoring devices to its employees as a general gift. The 
devices count the number of steps employees take, and register their heartbeats and sleeping 
patterns over time.  

The resulting health data should only be accessible to the employee and not the employer. 
Any data transferred between the employee (as data subject) and the device/service provider 
(as data controller) is a matter for those parties.  

As the health data could also be processed by the commercial party that has manufactured the 
devices or offers a service to employers, when choosing the device or service the employer 
should evaluate the privacy policy of the manufacturer and/or service provider, to ensure that 
it does not result in unlawful processing of health data on employees. 

5.5 Processing operations relating to time and attendance 

Systems that enable employers to control who can enter their premises, and/or certain areas 
within their premises, can also allow the tracking of employees’ activities. Although such 
systems have existed for a number of years, new technologies intended to track employees’ 
time and attendance are being more widely deployed, including those that process of 
biometric data as well as others such as mobile device tracking. 

Whilst such systems can form an important component of an employer’s audit trail, they also 
pose the risk of providing an invasive level of knowledge and control regarding the activities 
of the employee whilst in the workplace. 

Example:  

An employer maintains a server room in which business-sensitive data, personal data relating 
to employees and personal data relating to customers is stored in digital form. In order to 
                                       
18 WP29, Opinion 5/2014 on anonymization techniques, WP 216, 10 April 2014, url: 
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2014/wp216_en.pdf 
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comply with legal obligations to secure the data against unauthorised access, the employer 
has installed an access control system that records the entrance and exit of employees who 
have appropriate permission to enter the room. Should any item of equipment go missing, or 
if any data is subject to unauthorised access, loss or theft, the records maintained by the 
employer allow them to determine who had access to the room at that time.  

Given that the processing is necessary and does not outweigh the right to private life of the 
employees, it can be in the legitimate interest under Art. 7(f), if the employees have been 
adequately informed about the processing operation. However, the continuous monitoring of 
the frequency and exact entrance and exit times of the employees cannot be justified if these 
data are also used for another purpose, such as employee performance evaluation. 

5.6 Processing operations using video monitoring systems 

Video monitoring and surveillance continues to present similar issues for employee privacy 
as before: the capability to continuously capture the behaviour of the worker.19 The most 
relevant changes relating to the application of this technology in the employment context are 
the capability to access the collected data remotely (e.g. via a smartphone) easily; the 
reduction in the cameras’ sizes (along with an increase in their capabilities, e.g. high-
definition); and the processing that can be performed by new video analytics.  

With the capabilities given by video analytics, it is possible for an employer to monitor the 
worker’s facial expressions by automated means, to identify deviations from predefined 
movement patterns (e.g. factory context), and more. This would be disproportionate to the 
rights and freedoms of employees, and therefore, generally unlawful. The processing is also 
likely to involve profiling, and possibly, automated decision-making. Therefore, employers 
should refrain from the use of facial recognition technologies. There may be some fringe 
exceptions to this rule, but such scenarios cannot be used to invoke a general legitimation of 
the use of such technology20. 

5.7 Processing operations involving vehicles used by employees 

Technologies that enable employers to monitor their vehicles have become widely adopted, 
particularly among organisations whose activities involve transport or have significant 
vehicle fleets. 

Any employer using vehicle telematics will be collecting data about both the vehicle and the 
individual employee using that vehicle. This data can include not just the location of the 
vehicle (and, hence, the employee) collected by basic GPS tracking systems, but, depending 
on the technology, a wealth of other information including driving behaviour. Certain 
technologies can also enable continuous monitoring both of the vehicle and the driver (eg, 
event data recorders).  

An employer might be obliged to install tracking technology in vehicles to demonstrate 
compliance with other legal obligations, e.g. to ensure the safety of employees who drive 
those vehicles. The employer may also have a legitimate interest in being able to locate the 
                                       
19 See the above referenced case of Köpke v Germany; additionally, it should also be noted that in some 
jurisdictions the installation of systems such as CCTV for the purpose of proving unlawful conduct has been 
ruled permissible; see the case of Bershka in the Constitutional Court of Spain. 
20 Moreover, under the GDPR, processing of biometric data for identification purposes must be based on an 
exception provided by Art. 9(2). 



20 
 

vehicles at any time. Even if employers would have a legitimate interest to achieve these 
purposes, it should first be assessed whether the processing for these purposes is necessary, 
and whether the actual implementation complies with the principles of proportionality and 
subsidiarity. Where private use of a professional vehicle is allowed, the most important 
measure an employer can take to ensure compliance with these principles is the offering of an 
opt-out: the employee in principle should have the option to temporarily turn off location 
tracking when special circumstances justify this turning off, such as a visit to a doctor. This 
way, the employee can on its own initiative protect certain location data as private. The 
employer must ensure that the collected data are not used for illegitimate further processing, 
such as the tracking and evaluation of employees. 

The employer must also clearly inform the employees that a tracking device has been 
installed in a company vehicle that they are driving, and that their movements are being 
recorded whilst they are using that vehicle (and that, depending on the technology involved, 
their driving behaviour may also be recorded). Preferably such information should be 
displayed prominently in every car, within eyesight of the driver. 

It is possible that employees may use company vehicles outside working hours, e.g. for 
personal use, depending on the specific policies governing the use of those vehicles. Given 
the sensitivity of location data, it is unlikely that there is a legal basis for monitoring the 
locations of employees’ vehicles outside agreed working hours. However, should such a 
necessity exist, an implementation that would be proportionate to the risks should be 
considered. For example, this could mean that, in order to prevent car theft, the location of 
the car is not registered outside working hours, unless the vehicle leaves a widely defined 
circle (region or even country).  In addition, the location would only be shown in a “break-
the-glass” way—the employer would only activate the “visibility” of the location, accessing 
the data already stored by the system, when the vehicle leaves a predefined region.. 

As stated in the WP29 Opinion 13/2011 on Geolocation services on smart mobile devices21:  

“Vehicle tracking devices are not staff tracking devices. Their function is to track or monitor 
the location of the vehicles in which they are installed. Employers should not regard them as 
devices to track or monitor the behaviour or the whereabouts of drivers or other staff, for 
example by sending alerts in relation to speed of vehicle.” 

Further, as stated in the WP29 Opinion 5/2005 on the use of location data with a view to 
providing value-added services22: 

“Processing location data can be justified where it is done as part of monitoring the transport 
of people or goods or improving the distribution of resources for services in scattered 
locations (e.g. planning operations in real time), or where a security objective is being 
pursued in relation to the employee himself or to the goods or vehicles in his charge. 
Conversely, the Working Party considers data processing to be excessive where employees 

                                       
21 WP29, Opinion 13/2011 on Geolocation services on smart mobile devices, WP 185, 16 May 2011, url: 
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2011/wp185_en.pdf 
22 WP29, Opinion 5/2005 on the use of location data with a view to providing value-added services, WP 115, 25 
November 2005, url: http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2005/wp115_en.pdf 
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are free to organise their travel arrangements as they wish or where it is done for the sole 
purpose of monitoring an employee's work where this can be monitored by other means.” 

5.7.1 EVENT DATA RECORDERS 

Event data recorders provide an employer with the technical capability of processing a 
significant amount of personal data about the employees that drive company vehicles. Such 
devices are increasingly being placed into vehicles with the goal to record video, possibly 
including sound, in case of an accident. These systems are able to record at certain times, e.g. 
in response to sudden braking, abrupt directional change or accidents, where the moments 
immediately preceding the incident are stored, but they can also be set to monitor 
continuously. This information can be used subsequently to observe and review an 
individual’s driving behaviour with the aim of improving it. Moreover, many of these 
systems include GPS to track the location of the vehicle in real-time and other details 
corresponding to the driving (such as the vehicle speed) can be also stored for further 
processing.  

These devices have become particularly prevalent among organisations whose activities 
involve transport or have significant vehicle fleets. However, the deployment of event data 
recorders can only be lawful if there is a necessity to process the ensuing personal data about 
the employee for a legitimate purpose, and the processing complies with the principles of 
proportionality and subsidiarity. 

Example  

A transport company equips all of its vehicles with a video camera inside the cabin which 
records sound and video. The purpose of processing these data is to improve the driving skills 
of the employees. The cameras are configured to retain recordings whenever incidents such 
as sudden braking or abrupt directional change take place. The company assumes it has a 
legal ground for the processing in its legitimate interest under Article 7(f) of the Directive, to 
protect the safety of its employees and other drivers’ safety.  

However, the legitimate interest of the company to monitor the drivers does not prevail over 
the rights of those drivers to the protection of their personal data. The continuous monitoring 
of employees with such cameras constitutes a serious interference with their right of privacy. 
There are other methods (e.g., the installation of equipment that prevents the use of mobile 
phones) as well as other safety systems like an advanced emergency braking system or a lane 
departure warning system that can be used for the prevention of vehicle accidents which may 
be more appropriate. Furthermore, such a video has a high probability of resulting in the 
processing of personal data of third parties (such as pedestrians) and, for such a processing, 
the legitimate interest of the company is not sufficient to justify the processing.  

5.8 Processing operations involving disclosure of employee data to third 
parties 

It has become increasingly common for companies to transmit their employees’ data to their 
customers for the purpose of ensuring reliable service provision. These data may be quite 
excessive depending on the scope of services provided (e.g. an employee’s photo may be 
included). However, employees are not in a position, given the imbalance of power, to give 
free consent to the processing of their personal data by their employer, and if the data 
processing is not proportional, the employer does not have a legal ground. 
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Example: 

A delivery company sends its customers an e-mail with a link to the name and the location of 
the deliverer (employee). The company also intended to provide a passport photo of the 
deliverer. The company assumed it would have a legal ground for the processing in its 
legitimate interest (Article 7(f) of the Directive), allowing the customer to check if the 
deliverer is indeed the right person.  

However, it is not necessary to provide the name and the photo of the deliverer to the 
customers. Since there is no other legitimate ground for this processing, the delivery 
company is not allowed to provide these personal data to customers. 

5.9 Processing operations involving international transfers of HR and other 
employee data 

Employers are increasingly using cloud-based applications and services, such as those 
designed for the handling of HR-data as well as online office applications. The use of most of 
these applications will result in the international transfer of data from and concerning 
employees. As previously outlined in Opinion 08/2001, Art. 25 of the Directive states that 
transfers of personal data to a third country outside the EU can take place only where that 
country ensures an adequate level of protection. Whatever the basis, the transfer should 
satisfy the provisions of the Directive.  

It should thus be ensured that these provisions concerning the international transfer of data 
are complied with. WP29 re-states its previous position that it is preferable to rely on 
adequate protection rather than the derogations listed in Art. 26 of the DPD; where consent is 
relied on it must be specific, unambiguous and freely-given. However, it should also be 
ensured that the data shared outside the EU/EEA, and subsequent access by other entities 
within the group, remains limited to the minimum necessary for the intended purposes. 

6. Conclusions and Recommendations 

6.1 Fundamental rights 

The contents of communications above, as well as the traffic data relating to those 
communications, enjoy the same fundamental rights protections as “analogue” 
communications.  

Electronic communications made from business premises may be covered by the notions of 
“private life” and “correspondence” within the meaning of Article 8 paragraph 1 of the 
European Convention. Based on the current Data Protection Directive employers may only 
collect the data for legitimate purposes, with the processing taking place under appropriate 
conditions (e.g., proportionate and necessary, for a real and present interest, in a lawful, 
articulated and transparent manner), with a legal basis for the processing of personal data 
collected from or generated through electronic communications.  

The fact that an employer has the ownership of the electronic means does not rule out the 
right of employees to secrecy of their communications, related location data and 
correspondence. The tracking of the location of employees through their self-owned or 
company issued devices should be limited to where it is strictly necessary for a legitimate 
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purpose. Certainly, in the case of Bring Your Own Device it is important that employees are 
given the opportunity to shield their private communications from any work-related 
monitoring. 

6.2 Consent; legitimate interest 

Employees are almost never in a position to freely give, refuse or revoke consent, given the 
dependency that results from the employer/employee relationship. Given the imbalance of 
power, employees can only give free consent in exceptional circumstances, when no 
consequences at all are connected to acceptance or rejection of an offer.  

The legitimate interest of employers can sometimes be invoked as a legal ground, but only if 
the processing is strictly necessary for a legitimate purpose and the processing complies with 
the principles of proportionality and subsidiarity. A proportionality test should be conducted 
prior to the deployment of any monitoring tool to consider whether all data are necessary, 
whether this processing outweighs the general privacy rights that employees also have in the 
workplace and what measures must be taken to ensure that infringements on the right to 
private life and the right to secrecy of communications are limited to the minimum necessary. 

6.3 Transparency 

Effective communication should be provided to employees concerning any monitoring that 
takes place, the purposes for this monitoring and the circumstances, as well as possibilities 
for employees to prevent their data being captured by monitoring technologies. Policies and 
rules concerning legitimate monitoring must be clear and readily accessible. The Working 
Party recommends involving a representative sample of employees in the creation and 
evaluation of such rules and policies as most monitoring has the potential to infringe on the 
private lives of employees.  

6.4 Proportionality and data minimisation 

Data processing at work must be a proportionate response to the risks faced by an employer. 
For example, internet misuse can be detected without the necessity of analysing website 
content. If misuse can be prevented (e.g., by using web filters) the employer has no general 
right to monitor.  

Further, a blanket ban on communication for personal reasons is impractical and enforcement 
may require a level of monitoring that may be disproportionate. Prevention should be given 
much more weight than detection--the interests of the employer are better served by 
preventing internet misuse through technical means than by expending resources in detecting 
misuse. 

The information registered from the ongoing monitoring, as well as the information that is 
shown to the employer, should be minimized as much as possible. Employees should have 
the possibility to temporarily shut off location tracking, if justified by the circumstances. 
Solutions that for example track vehicles can be designed to register the position data without 
presenting it to the employer.  

Employers must take the principle of data minimisation into account when deciding on the 
deployment of new technologies. The information should be stored for the minimum amount 
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of time needed with a retention period specified. Whenever information is no longer needed it 
should be deleted. 

6.5 Cloud services, online applications and international transfers 

Where employees are expected to use online applications which process personal data (such 
as online office applications), employers should consider enabling employees to designate 
certain private spaces to which the employer  may not gain access under any circumstances, 
such as a private mail or document folder.  

The use of most applications in the cloud will result in the international transfer of employee 
data. It should be ensured that personal data transferred to a third country outside the EU 
takes place only where an adequate level of protection is ensured and that the data shared 
outside the EU/EEA and subsequent access by other entities within the group remains limited 
to the minimum necessary for the intended purposes. 

* * * 

Done in Brussels, on 8 June 2017 
 

For the Working Party, 
The Chairwoman 
Isabelle FALQUE-PIERROTIN 


